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Office of the Auditor

The missions of the Office of the Auditor are assigned by the Hawaii State Constitution
(Article VII, Section 10). The primary mission is to conduct post audits of the transactions,
accounts, programs, and performance of public agencies. A supplemental mission is to
conduct such other investigations and prepare such additional reports as may be directed by
the Legislature.

Under its assigned missions, the office conducts the following types of examinations:

1. Financial audits attest to the fairness of the financial statements of agencies. They
examine the adequacy of the financial records and accounting and internal controls, and
they determine the legality and propriety of expenditures.

2. Management audits, which are also referred to as performance audits, examine the
effectiveness of programs or the efficiency of agencies or both. These audits are also
called program audits, when they focus on whether programs are attaining the objectives
and results expected of them, and operations audits, when they examine how well
agencies are organized and managed and how efficiently they acquire and utilize
resources.

3. Sunset evaluations evaluate new professional and occupational licensing programs to
determine whether the programs should be terminated, continued, or modified. These
evaluations are conducted in accordance with criteria established by statute.

4.  Sunrise analyses are similar to sunset evaluations, but they apply to proposed rather than
existing regulatory programs. Before a new professional and occupational licensing
program can be enacted, the statutes require that the measure be analyzed by the Office
of the Auditor as to its probable effects.

5. Health insurance analyses examine bills that propose to mandate certain health
insurance benefits. Such bills cannot be enacted unless they are referred to the Office of
the Auditor for an assessment of the social and financial impact of the proposed
measure.

6. Analyses of proposed special funds and existing trust and revolving funds determine if
proposals to establish these funds are existing funds meet legislative criteria.

7. Procurement compliance audits and other procurement-related monitoring assist the
Legislature in overseeing government procurement practices.

8.  Fiscal accountability reports analyze expenditures by the state Department of Education
in various areas.

9. Special studies respond to requests from both houses of the Legislature. The studies
usually address specific problems for which the Legislature is seeking solutions.

Hawaii's laws provide the Auditor with broad powers to examine all books, records, files,
papers, and documents and all financial affairs of every agency. The Auditor also has the
authority to summon persons to produce records and to question persons under oath.
However, the Office of the Auditor exercises no control function, and its authority is limited to
reviewing, evaluating, and reporting on its findings and recommendations to the Legislature and
the Governor.
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Summary

The State Auditor initiated this audit to assess the Department of Human Services
effectiveness in administering its Electronic Benefit Transfer (EBT) program and
ensuring the adequate protection of state assets from loss and abuse. The audit was
conducted pursuant to Section 23-4, Hawaii Revised Statutes, which requires the
Auditor to conduct postaudits of the transactions, programs, and performance of the
State and its political subdivisions.

An EBT system is an electronic means for a government agency to distribute needs-
tested benefits. Recipientsaccesstheir benefitsthrough automated teller machinesor
point-of-sal e terminal s using magnetic striped cards similar to bank debit cards. The
Personal Responsihility and Work Opportunity Reconciliation Act of 1996 required
al states to implement statewide EBT systems to distribute food stamp benefits by
October 1, 2002. The Department of Human Services contracted with Citicorp and
implemented its EBT system in August 1998. The EBT system distributes financial
benefits associated with the department’ s Benefit, Employment and Support Services
Division's programs, which include Food Stamp; Temporary Assistance to Needy
Families; Temporary Assistanceto Other Needy Families, General Assistance; Aidto
the Aged, Blind, and Disabled; Child Care; First-To-Work; and Employment and
Training.

Individuals must apply at the division’s operational line units to participate in the
department’ s public assistance programs. Eligibility workers interview and verify
information provided by applicants, updatethedivision’ scomputer systems, authorize
benefits, and issue EBT cards. As cardholders use benefits, the contractor’'s EBT
system authorizes, monitors, and tracks each transaction and transfers necessary
funds.

Previous audits found deficienciesin the department’ s management controls over its
food stampandfinancial assistanceprogramsresultingin overpaymentsandinaccurate
computerized data. Our current audit found that the department continuesto struggle
with implementing proper controls resulting in decreased payment accuracy ratings,
loss of enhanced federal funding, increased risk of unauthorized benefits, and limits
to the effectiveness of the EBT program.

Wefound that thedepartment ineffectively usesitsquality assurance programs, which
consists of management evaluation and quality control reviews. Management
evaluation reviews ensure that federal law and department policies are followed.
Quiality control reviews verify case accuracy and calculate error rates that affect the
department’s eligibility to receive enhanced federal funding. From 1998 to 2000,
management eval uation reviewersvisited 19 unitsand found only one unit supervisor
incompliancewiththedepartment’ spolicy for reviewing casefiles. Thedepartment’s
quality control review for federal fiscal year (FFY) 2001-02 showed severa units
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with error rates above 20 percent, which ultimately affects the department’s
eigibility to receive a share of millionsin federal enhanced funding.

The department failed to hold managers accountabl e for not conducting case reviews
asrecommended by management eval uation reviews. From July 2002, thedepartment
conducted 22 supervisory reviews when there should have been 42 reviews. In
addition, the department does not adequately follow up on review findings and
recommendations.

Wealso found ineffective case management tool sor tool sthat wereineffectively used.
Eligibility workerswere not properly maintaining the department’s“alert” function.
The aert system notifies workers to perform necessary case management activities.
We examined a recent report and found many units with workers that averaged over
100 overdue alerts. In addition, the department has failed to develop an adequate
checklist to manage cases.

We also found a lack of control over the EBT card inventory leaving the system
vulnerableto potential fraud, waste, and abuse. Clerks have accessto EBT cardsand
case files alowing them to use participants benefits with minimal detection. The
department also distributes EBT cards before confirming a participant’s eigibility.
This practice is wasteful and increases difficulties in inventorying cards.

Thedepartment a so inadequately monitorsthe EBT contractor. Thedepartment does
not regularly receiveand review alist of authorized usersand verify user accesstothe
EBT system. Wefound 56 userswho had not accessed thesystemfor over ninemonths
and should have been deleted. We also found 64 discrepancies between the
department’ s security officer’s list of users and the contractor’slist of users.

Recommendations
and Response

We recommended that the department improve its management controls by holding
its managers accountabl e for complying with management review recommendations,
developing follow-up procedures for quality assurance programs, ensuring that
control and accessto EBT cards are appropriate, and improving its monitoring of the
EBT contractor.

Thedepartment agreed with our findingsand recommendationsto hold itssupervisors
accountable, develop follow-up procedures for quality assurance programs, and
improve its monitoring of the EBT contractor. However, the department disagreed
with our recommendationsto improveits controlsby using checklistsand the HAWI -
generated form letter, and implementing more proceduresover EBT card access. The
department also submitted clarifying information that, in some cases, fall outside the
timeframe of our audit and were therefore presented to us only after-the-fact.

Marion M. Higa Office of the Auditor
State Auditor 465 South King Street, Room 500
State of Hawaii Honolulu, Hawaii 96813

(808) 587-0800
FAX (808) 587-0830
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Foreword

Thisisareport of our audit of the Department of Human Services
Electronic Benefit Transfer (EBT) program. This audit was conducted
pursuant to Section 23-4, Hawaii Revised Statutes, which requires the
Auditor to conduct postaudits of the transactions, accounts, programs,
and performance of all departments, offices, and agencies of the State
and its political subdivisions.

We wish to express our appreciation for the cooperation and assistance
extended by the officials and staff of the Department of Human Services
and others who provided assistance during the course of the audit.

Marion M. Higa
State Auditor
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Chapter 1

Introduction

The federal government requires all states to implement and use
Electronic Benefit Transfer (EBT) systems to distribute federal Food
Stamp program benefits. The Department of Human Services,
responsible for administering the state’ s Food Stamp program,
implemented its EBT system in 1998. However, the department’s
decreasing food stamp payment accuracy rating and previously cited
management control deficiencies raise concerns that these deficiencies
may affect the EBT system’s effectiveness.

The Auditor initiated this audit to assess the department’ s effectiveness
in administering the EBT system and ensuring the adequate protection of
state assets from loss and abuse. The audit was performed pursuant to
Section 23-4, Hawaii Revised Statutes (HRS), which requires the
Auditor to conduct postaudits of the transactions, accounts, programs,
and performance of al departments, offices, and agencies of the State.

Background

An EBT system is an electronic scheme under which a government
agency distributes needs-tested benefits electronically. Recipients access
their benefits through automated teller machines or point-of-sale
terminals using magnetic striped cards similar to bank debit cards. The
Personal Responsibility and Work Opportunity Reconciliation Act of
1996, or Welfare Reform Act, required all statesto implement statewide
EBT systems to distribute food stamp benefits by October 1, 2002. As of
February 2003, 45 states, including Hawaii, have implemented such EBT
systems.

The federal government advocated use of EBT systems to address fraud
and abuse. Thetwo primary types of fraud and abuse are “trafficking”
and overpayments to program participants. Trafficking occurs when
participants collaborate with retailers to exchange food stamp benefits
for cash or non-food items. Overpayments occur when eligibility is
determined incorrectly, resulting in ineligible persons receiving benefits
or eligible persons receiving unwarranted benefits.

The federal government expected EBT systemsto help reduce food
stamp trafficking by eliminating paper coupons, the previous method of
distributing food stamp benefits, which can be logt, stolen, or sold. The
EBT system also creates an electronic transaction record that allows
retailers and program participants to be monitored. However, as stated
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initsrules, the federal government expects states to implement their own
adeguate management controls to address overpayment i ssues.

The purpose of the federal Food Stamp program isto help individuals
and families abtain more nutritious diets by providing them with
assistance to purchase food. Program participants use EBT cardsto
access benefits and purchase goods at retail ers authorized by the federal
Food and Nutrition Service. After aretailer runsthe card through a
point-of-sale terminal for authorization, the cost of the goods purchased
is deducted from the participant’s account and added to the retailer’'s

account.
The State’s role in the The U. S. Department of Agriculture’s Food and Nutrition Service
EBT Program administers the Food Stamp program in partnership with the states. The

Food and Nutrition Service funds 100 percent of food stamp benefits and
about 50 percent of state administrative costs, develops policies and
regulations, authorizes retailer participation, monitors retailer
compliance, and oversees the implementation of statewide EBT systems.
Individual states manage the program’s day-to-day operation and
management, which includes certifying the eigibility of individuals or
households to participate in the program, delivering benefits to
participants, and monitoring participants' compliance with program
reguirements.

Individual states have formed “alliances’ to increase their bargaining
power in procuring contractors to implement and service their EBT
system. Hawaii joined the Western States EBT Alliance, which includes
Alaska, Arizona, Colorado, Idaho, Nevada, Washington, and most
recently, Guam. The alliance reviewed bids from potential contractorsto
meet “core” requirements of the alied states, and selected Citicorp as the
contractor. In addition to the core requirements, each state can negotiate
with Citicorp to customize its contract to meet the state’ s particular
needs.

In July 1997, the Department of Human Services executed afive-year
contract (ending June 30, 2003) with Citicorp to design, develop,
implement, and operate an EBT system for the State of Hawaii.
Hawaii’s EBT system became operational statewidein August 1998. In
December 2002, the alliance once again selected Citicorp to negotiate a
seven-year contract; however, Hawaii’ s new contract has not been
finalized.

The Electronic Benefit Transfer Section, located within the department’s
Benefit, Employment and Support Services Division, administers the
State’ s EBT program. Exhibit 1.1 displays the department’s
organizational structure relevant to the division and the EBT program.
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The section monitors the EBT contractor and coordinates with the
division’s public assistance programs, retailers, financial institutions, and
the federal Food and Nutrition Service.

Benefits are distributed Although the Welfare Reform Act requires states to implement EBT

through EBT cards systems for the distribution of food stamp benefits, states may also use
EBT systems to distribute payments for other forms of public assistance.
Like most other states, Hawaii’s EBT system provides both food stamp
and public assistance benefits; it includes all public assistance programs
within the department’ s Benefit, Employment and Support Services
Division.

The Benefit, Employment and Support Services Division isthe largest
division in the Department of Human Services. The division provides
services and financial assistance to help individuals obtain essentials,
such asfood, shelter, child care, employment support, and work-training.
The division distributes benefits to participants via the Food Stamp;
Temporary Assistance to Needy Families; Temporary Assistance to
Other Needy Families; General Assistance; Aid to the Aged, Blind, and
Disabled; Child Care; First-To-Work; and Employment and Training
programs.

Thedivision is comprised of numerous branches, support offices, and
program offices. EBT program participants are served by staff from
income maintenance and employment and training/childcare units,
consisting of 56 units and four sub-units throughout the state. Income
maintenance units are usually staffed with one supervisor and seven to
nine digibility workers; sub-units have fewer workers and serve smaller
geographical areas.

Individuals must apply at an income maintenance unit or sub-unit to
participate in any of the State’ s public assistance programs. Eligibility
workers interview and verify information provided by applicants, enter
their information into the division’s computer system, assess their
eigibility for benefits, and issue EBT cards.

Benefits for food stamp and financial assistance programs are distributed
monthly. Participants submit required information to eligibility workers
monthly for verification. Participants benefits are then entered into the
Hawaii Automated Welfare Information (HAWI) system. At month’s
end, the HAWI system transmits relevant information into the EBT
computer system. Benefits are accessible to clients at the beginning of
the following month. For financia assistance programs, the EBT system
can also deposit cash directly into participants’ bank accounts.
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Exhibit 1.1
Department of Human Services' Organizational Structure

Department of Human Services

Administrative Services Offices:
Administrative Appeals Office
Benefit, Employment & Fiscal Management Office

Support Services Division Office of Information Technology

Personnel Office

Management Services Office

Administrative Employment and Food Stam Financial
Management Training / Child Care Program Sta?ff Assistance
Services Offices Program Staff 9 Program Staff
Electronic Benefit Neighbor Island Branch Oahu Branch

Transfer Section

East Hawaii

Section Oahu Section 1
West Hawaii

Section Oahu Section 2

Kauai Section

Oahu Section 3

Maui Section

Source: Department of Human Services
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Participants in the child care, First-To-Work, and employment and
training programs submit receipts for childcare expenses paid or items
purchased for work to workers at employment and training/childcare
units. The workers review receipts, and eligible expenses are entered
into the Hawaii Automated Network for Assistance (HANA) computer
system. Information on authorized expensesis transmitted from HANA
to the EBT computer system, and program participants cash accounts
are updated. Reimbursements for eligible expenses are usually available
to the participant in three business days.

The contractor’s role in Using information from the Department of Human Services' computer

the EBT program system, the contractor assists participants by creating individual
accounts, updating benefit information, and responding to questions.
Upon receiving their authorized benefit information, the contractor
updates participants cash or food stamp accounts. As cardholders use
their benefits, the contractor’s EBT system authorizes, monitors, and
tracks each transaction and transfers necessary funds. Exhibit 1.2
illustrates the processesinvolved in the EBT program.

In addition to distributing benefits, the contractor provides other
services, such as submitting various reports to the department to monitor
the EBT program. The contractor also provides 24-hour customer
service via atoll-free phone number listed on the EBT cards. The
department reviews the contractor’ s reports to monitor the contractor and
its system, reconcile financial transactions, and monitor card usage to
reduce errors, fraud, and abuse.

The State reimburses the contractor on a monthly basis for services
provided. The department’sinitial contract with the current contractor,
Citicorp, was $2,282,572, with a“per case” charge billed on a monthly
basis. The contract separates payments by cash only, food stamp only,
and cases with both cash and food stamp benefits. The State also
reimburses the contractor for services required by the federal
government, such as providing retailers with point-of-sale terminals. For
the period FY 1997-98 to FY 2001-02, the department paid the contractor
atotal of $7,633,021.

The department’s The federal government requires states to implement adequate
management controls management controls to ensure the Food Stamp program operates

for the Food Stamp effectively and efficiently. Specificaly, federal regulations require that
program states conduct management evaluation and quality control reviews.

Management evaluation reviews assess eligibility operationsin
accordance with departmental policies and procedures, while quality
control reviews check cases for completeness and verify accuracy of the
department’ s eligibility determination and payment cal culations.
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Exhibit 1.2
Flowchart of EBT Processes

Eligibility workers
interview applicants for
public assistance
programs, update HAWI
or HANA, issue EBT
cards to applicants.

Participant information is
passed from HAWI or
HANA to EBT system.

EBT
System

EBT system creates
accounts for participants.
Retailers run EBT card

through point-of-sale
terminals to receive
payment for groceries.

EBT system verifies
participant accounts and
checks federal computer

system to determine if
retailer is authorized.

A

state system
Automated Teller 4
Machine reads EBT card
and distributes cash to

participants.

EBT system draws funds
from state and federal
computers to pay
retailers or program
participants.

4

Public assistance
program participants EBT system customer federal system
purchase food at retailers service issues EBT cards
—» or withdraw cash from through mail and
ATMs. Participants also provides customer
deal with EBT customer i service to participants.
service for problems.

A
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Prior audits found
significant problems in
the department’s
management controls

Objectives of the
Audit

The department’ s management control structure also includes internal
policies. These include permitting only authorized users to allocate
benefits to participants on the HAWI computer system and requiring
supervisors to conduct random case file reviews. Additionally,
accountants in the department’ s Administrative Services' Fiscal
Management Office reconcile participants’ benefit accounts with
Citicorp’s withdrawals of federal and state funds on a daily basis.

Prior audits conducted by the Office of the Auditor identified
weaknesses in the department’ s management controls. Of particular
significance to this audit were findings concerning the department’s
inadeguate verification of data entered into the HAWI system.

In our Report No. 94-5, Financial Audit of the Department of Human
Services, we noted that inaccurate information entered into the HAWI
system resulted in overpayments and that someone other than the
eligibility worker should review entered data to ensure its completeness
and accuracy. The report recommended that the department develop
better controls for its income maintenance programs and data processing.
The department disagreed with this finding and recommendation, stating
that it uses several on-going periodic reviews for its financial assistance
and food stamp programs. The department specifically noted that its
management evaluation and quality control reviews include case reviews
that check dataentry. In addition, the department claimed it requires
Supervisors to review one case per worker per month.

We noted that the department’ s data entry accuracy remained unchecked
in our Report No. 98-14, Financial Audit of the Department of Human
Services. We also found that required supervisory reviews of client case
files were not being performed. Report No. 98-14 cited these problems
as material weaknesses—the worst possible reportable condition. A
material weakness exists when management controls are such that
misstatements in amounts that are material, or significant, to the financial
statements being audited may occur.

1. Assessthe adequacy of the department’ s procedures and safeguards
to reduce unauthorized benefits and inaccurate data.

2. Assessthe department’ s effectiveness in administering the Electronic
Benefit Transfer program.

3. Make recommendations as appropriate.
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Scope and
Methodology

We reviewed policies and procedures, user and system manuals related
to ensuring appropriate data entry, processing, output, and system
security. We assessed policies and procedures of the Benefit,
Employment and Support Services Division’s management evaluation
and quality control programsto determine their effectiveness and
compliance with federal guidelines. We also reviewed project and case
files, memoranda, correspondence, meeting minutes, and system
documentation. We conducted follow-up work on relevant findings and
recommendations from previous audits.

We interviewed staff, supervisors, and administrators at various
application units and personnel at the department’s Administrative
Services Offices. We judgmentally selected and visited two dligibility
units to assess compliance with management control policies and
procedures over data accuracy. We reviewed application controls and
observed data entry of the department’s Hawaii Automated Welfare
Information (HAWI) system and Hawaii Automated Network for
Assistance Information system (HANA). We also reviewed the
department’ s policies and procedures over the order, acquisition, control,
and distribution of EBT cards and assessed the sufficiency of the
department’ s management controls.

Our criteriaincluded relevant laws, rules, and policies at both the state
and federal levels. We also utilized the U. S. General Accounting Office
(GAO) guidelines, Assessing the Reliability of Computer-Processed
Data and Sandards for Internal Control, and the U.S. Food and
Nutrition Service's Quality Control Review Handbook.

The audit was conducted from October 2002 through March 2003 in
accordance with generally accepted government auditing standards.



Chapter 2

Poor Management Controls Increase Risks of
Unauthorized Benefits and Loss of Federal
Funding, and Limit Effectiveness of the Electronic
Benefit Transfer Program

Summary of
Findings

Inadequate Use of
Quality Assurance
Programs
Jeopardizes
Federal Funding
and Increases the
Risk of
Unauthorized
Benefits

Previous audits found deficiencies in the Department of Human
Services' management controls over its food stamp and financial
assistance programs, which resulted in overpayments and inaccurate
computerized data. Our current audit found that the department
continues to struggle with implementing proper controls. Decreased
payment accuracy ratings, loss of enhanced federal funding, and
increased risks of unauthorized benefits have compromised the
effectiveness of the Electronic Benefit Transfer (EBT) program.

1. Inadequate use of quality assurance programs increases the risk of
unauthorized benefits and loss of funding.

2. Management deficiencies diminish the effectiveness of the EBT
program.

Federal law requires states participating in the Food Stamp program to
implement certain quality assurance programs to ensure accurate
eligibility determination, precise benefit calculation, and diligent policy
adherence. Extensive federal regulations dictate implementation of these
programs. For example, a state’ s inability to meet the goals set by one of
the federal quality assurance programs results in the loss of financial
incentives and possible sanctions on the state’s Food Stamp program.

We found that the department does not effectively useits quality
assurance programs, which consist of management evaluation and
quality control reviews. For several years, these review programs have
revealed significant problems to the Department of Human Services
administration, but improvements have been slow or nonexistent.
Consequently, the department has lost federal incentive funding, must
undergo extensive corrective planning, and risks federal sanctions. We
also found that the department’ s case management tools were
ineffectively used or insufficient to be effective.
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Management
evaluation reviews
reveal lack of
supervisory review

Quality control reviews
also expose
management
deficiencies

Management eval uation reviews help to ensure that the State’ s Food
Stamp program complies with federal law by monitoring operations and
identifying and correcting deficiencies. We analyzed management
evaluation reviews, for the period September 1998 to September 2000
conducted by Benefit, Employment and Support Services Division staff
of 19 units responsible for the food stamp and financial assistance
programs. Consisting of staff interviews and reviews of casefiles, the
management reviews found only one supervisor (at the Waianae unit) in
compliance with the department’ s policy requiring supervisors to review
one case file per worker per month. Since most units have seven to nine
eligibility workers, the policy adds fewer than ten case file reviews per
month to each supervisor’s responsibilities.

Adequate supervisory reviews could have prevented errors found at the
eigibility units. At the Maui units, the management evaluation team
reviewed 58 cases and found 18 errors, amounting to an error rate of 31
percent. At the Oahu units, the team reviewed 90 cases and found 25
errors, for an error rate of nearly 28 percent. The management
evaluations recommended that supervisors review case findings, provide
training or refresher classes in error-prone areas, and establish additional
case file reviews by a*“ second set of eyes.”

Increasing supervisory or second-party reviewsto lower error rates was
also arecommendation of the federal Food and Nutrition Service. In
interpreting its May 2001 review of Hawaii’s Food Stamp program, a
federal government representative stated that the federal government
believes more “eyes’ reviewing a case file increases accuracy. Similarly,
both our Report Nos. 94-5 and 98-14 found that someone other than the
eligibility worker should review case files to help ensure the accuracy of
data entered into the computer system.

The other quality assurance program, called quality control reviews, also
examines the work of éligibility units but has a more direct impact on
funding. Quality control reviewers assess whether eligibility workers
have correctly determined participant eligibility and benefit calculations
by reviewing case files and visiting participants to verify information.
Each review requires eligibility workers to respond to any findings or
recommendations related to the case. Reviewers also report their results
to the federal government for determination of the State’s error rate,
which affects qualification for federal funding incentives.

We examined the quality control review conducted during federal fiscal
year (FFY) 2001-02 (October 1, 2001 to September 30, 2002) and
identified several eligibility units with error rates above 20 percent and
some with error rates close to 30 percent. The review identified 105
cases with errors out of 877 cases that were reviewed for an error rate of
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11.97 percent. The presence of higher error rates indicates significant
deficiencies at some units and directly impacts the department’ s ability
to receive federal funds.

Rising food stamp error rate hasresulted in lost federal funds

Prior to FFY 1998-99, the department received federal incentive moneys
because of itslow error rate in administering the Food Stamp program.
However, in the past three yearsits food stamp error rate has almost
doubled, resulting in aloss of federal incentive funds. For FFY 2000-01,
$51 million in enhanced funding was available to qualifying states—yet
the department’ s high error rate disqualified the State from sharing in
that funding. Exhibit 2.1 shows the error rate for the department’s Food
Stamp program and federal incentive moneys received over the past ten
years.

Exhibit 2.1
Department of Human Services' Food Stamp Program
Error Rate, Rank, and Enhanced Funding FFY1991-92 through 2000-01

FFY 1991-92 1992-93  1993-94  1994-95 1995-96  1996-97  1997-98 1998-99 1999-2000 2000-01
Error rate 3.85% 3.75% 4.75% 3.78% 3.99% 4.48% 4.82% 6.82% 7.74% 6.53%

National
ranking 1 1 2 2 2 2 4 9 21 16

Enhanced

federal

funding

received $1,411,896 $1,438,228 $0*  $1,624,389 $1,520,215 $1,883,730 $1,700,458 $0 $0 $0

* Hawaii's negative case error rate exceeded the national weighted mean negative case rate for the prior federal
fiscal year and therefore failed to qualify for enhanced funding.

Source: Department of Human Services

Error rates used to determine incentive funding are computed by dividing
the amount of issuancesin error by total issuances. For example, if $100
were issued in error out of $1,000 issued, the error rate is 10 percent.
Errors that impact amounts paid to recipients result in payment error
rates, while wrongful denials of applications result in negative case error
rates. In deciding whether to provide incentives or impose sanctions, the
federal government uses both payment error rates and negative case error
rates. Only states with payment error rates equal to or less than 5.9
percent and an acceptabl e negative case rate according to the federal
formula qualify for financial incentives.

The federal government sanctions states with error rates above the

national average which has ranged from 10 to 8 percent from FFY 1991-
92 to FFY 2000-01. These sanctions result in the loss of federal funding

11
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for state administrative costs, which the federal government currently
provides at approximately 50 percent. In FFY 2000-01, the federal
government provided over $8.8 million in funding for the department’s
administrative costs. Any reduction or loss of federal funds requires the
State’ s general fund to subsidize the Food Stamp program.

Corrective action to lower error rateislabor intensive

Asaresult of the department’s Food Stamp program’ s error rate
exceeding the acceptable 5.90 percent, federal law requires the
department to implement a corrective action plan that addresses |owering
the error rate. The corrective action plan is alabor-intensive endeavor
requiring the participation of eigibility unit staff aswell as section,
branch, and program office administrators. At one point, the
department’ s corrective action plan required teams of reviewersto
review all case files from units with the highest error rates. The
department’ s July 2002 updated corrective action plan requires atiered
system of case file reviews. Section administrators must also review
files previously reviewed by eligibility unit supervisors.

The corrective action plan’stiered review system requires both
supervisors and section administrators to review cases. For eligibility
units with error rates below 3.99 percent, supervisors must review one
case per worker per month. For units with error rates between 4.0 and
4.99 percent, supervisors must review two cases; and for units with error
rates 5.0 percent or above, supervisors must review three cases. The
section administrator must also review one of the cases reviewed by the
supervisor and send to the program office, on amonthly basis, a
summary of the cases reviewed.

Manager s are not held accountable for not meeting corrective
action plan requirements

The department has failed to hold its supervisors and administrators
accountable for implementing the latest corrective action plan. We
found that since establishment of the plan in July 2002, supervisors and
administrators have not consistently submitted evidence of conducting
case reviews. The Food Stamp Program Office received only 22 of the
42 summaries detailing cases reviewed by section administrators that
should have been submitted in the seven months between July 2002 and
January 2003.

Even prior to the corrective action plan’s July 2002 update, the
department failed to recognize or discipline supervisors and section
administrators' non-performance of departmental requirements. Prior to
July 2002, a departmental policy required supervisors with eight workers
or lessto review 5 cases and supervisors with nine workers or moreto
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review 40 cases. Section administrators were not required to conduct
case reviews, but were required to summarize reviews compl eted by the
supervisorsin their sections. However, we found scant evidence that
section administrators complied with this requirement. The absence of a
summary could also indicate the failure of supervisorsto conduct case
reviews.

The department does not require follow-up of its quality assurance
review recommendations. Both the management evaluation and quality
control reviews have minimal requirements to verify that eigibility units,
supervisors, or section administrators have fully complied with review
recommendations. For management evaluations, branch administrators
must respond to the review’ s findings and recommendations within 90
days and describe corrective actions made. Likewise, quality control
reviews cite particular errors and require the eligibility worker to correct
the errors within ten days. However, the department does not require the
unit to be revisited to ensure that problems identified were corrected.

Inadequate follow-up isaviolation of federal law. Code of Federal
Regulations, Section 275.19 requires states to monitor and evaluate their
programs adequately. The department has failed to implement sufficient
follow-up procedures to ensure its management evaluation and quality
control review findings and recommendations are satisfactorily
addressed. The Quality Control Section reported it does not verify that
problems cited in their reviews are corrected. Management evaluation
review members stated that, for particularly serious problems, they may
informally ask branch or section administrators about their progressin
correcting the problem.

The federal government recognized the importance of adequate follow-
up on review findings and recommended that Hawaii research, and
consider using, the State of Arizona' s management evaluation program.
In Arizona s program, the management review team revisits the same
unit after four months, concentrating on the same problem area though
not necessarily the same cases. If the same problems persist, the team
revisits the unit again in four weeks. Thistype of follow-up is much
more effective than merely requiring units to state how they intend to
correct the problem.

The department also does not effectively use quality assurance program
findings to determine common problems or develop solutions from a
broader perspective. Supervisors are not required to identify underlying
causes of problems, and most units' responses address only individual
cases. We found similar problem areas repeated in different units
management evaluations. Furthermore, responses to quality control
review errors are also done on a case-by-case basis.

13
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Use of case
management tools is
lacking or ineffective

Inaccurate information on applications can result in unauthorized
benefits — either overpayments or completely unwarranted payments.
Various sources have recommended the use of case management toolsto
assist in improving data accuracy. However, eligibility workers
ineffectively use available case management tools and have failed to
develop an adequate checklist to manage their cases.

I nadequate wor ker maintenance renders ‘alert function’
ineffective as a case management tool

The Hawaii Automated Welfare Information (HAWI) system includes a
case management tool called the Eligibility Worker Alert system, which
eligibility workers have poorly used. Thetool generates “aerts,” or
messages, to remind users of future events that may affect a participant’s
eligibility or level of benefits. For example, an alert will warn an
eligibility worker that a case has not been authorized to receive benefits
for amonth. The worker can also set personal aerts asreminders, like a
calendar function. We found that management eval uation reports
regularly cited digibility workers for improperly maintaining HAWI’s
alert function.

Over afive-year period of management evaluations from 1995 to 2000,
we found numerous instances where management evaluation reviews
criticized the backlog of alertsin the HAWI system. Backlogs result
when workers fail to address and delete overdue aerts. A 1999 West
Hawaii management evaluation review revealed that although one unit
lowered its overdue derts from 7,451 in March 1995 to 4,894 in
December 1998, asingle worker at the unit had 608 overdue alerts, and
five others had over 300 overdue alerts each. A Kauai unit was also
cited for having 1,560 overdue alertsin a management evaluation review
conducted in September 2000. The federal government did not require
management evaluation reviewsin 2001, and the 2002 management
evaluation review report has not been finalized.

The high number of alerts remains a problem. We were unable to
compare the department’ s progress in reducing alerts because previous
alert reports are not kept. However, we obtained a recent alert summary
report and found many units where workers averaged over 100 overdue
alerts. Exhibit 2.2 shows the total outstanding alerts for each section and
aper unit average as of March 1, 2003.

While not all aerts areindicative of acritical event, the large number of
alerts remains a concern. There are three basic types of alerts. “Auto-
delete” is critical because the user must perform some action before the
system automatically deletesthe alert. For many “info” alerts, the
system automatically deletes the alert 30 days after passing a scheduled
event. Thethird category of aerts (“other”) covers many aress,
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Exhibit 2.2
Overdue Alerts as of March 1, 2003

Total Overdue Average

Alerts for Overdue
Name Section Alerts per Unit
Oahu Section 1 (12 units) 12,174 1,015
Oahu Section 2 (13 units) 18,992 1,461
East Hawaii Section (6 units) 3,733 622
West Hawaii (6 units) 3,255 543
Maui Section (6 units) 3,513 586
Kauai Section (3 units) 1,826 609

Source: Department of Human Services

including personal reminders. Although most aerts listed in the March
1, 2003 report were of the “ other” category, we note that an
overabundance of alerts causes confusion and reduces the function’s
usefulness.

The mix of outdated and current alerts reduces the aert function’s
effectiveness as a case management tool. Overloading the function’s
screens and reports with overdue alerts causes confusion as to which
messages till require action and ultimately reports become less useful.
As derts add up, workers find they have insufficient time to delete them,
and the cycle continues. Clutter in workers' aert logs conveys erroneous
information to the supervisor regarding actual outstanding tasks.

Checklists facilitate mor e efficient casefilereview

Checklists are another effective case management tool. A prior audit,
Report No. 94-5, recommended that case files include a checklist to help
standardize and ensure compl eteness of file documentation. However,
the only “checklist” kept in casefilesis an interview sheet, which we
found inadequate as a documentation verification checklist. For
example, a“verification” column in the section verifying participants
assets and income is blank, allowing workers freedom in completing the
column. One sheet contained the handwritten words “ATM receipt” to
verify existence of achecking account. However, an ATM receipt
merely lists an account number; it does not identify the account holder’s
name. Furthermore, the worker did not include the receipt’ s date or any
transaction information.

The area of rental expense verification would aso benefit from a
document checklist. Specifying a higher rent allows participants a rent
deduction to reduce their net income and therefore qualify for increased
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benefits. Participants' rental expenses are thus more suspect and require
adequate verification. Federal guidelines state that rental verification
may consist of arental agreement, rent receipts, or aletter from the
landlord. However, if documentation consists of only aletter, the
landlord’ s name, phone number, and address should be included for later
verification. Verifying rental information helps ensure that participants
do not falsely submit letters indicating a higher rent.

The HAWI system generates aform letter containing all relevant
information needed to verify rental expense. The form requests that the
landlord attest to the rental unit occupants, the monthly cost, and the
landlord’ s name, address, and phone number. Most importantly, the
letter informs the landlord that providing false information subjects the
landlord to financia fines and imprisonment. The warning message
helps convey the importance of the information being provided.

Case files we reviewed at two digibility units did not include adequate
and consistent rental expense verification. We reviewed 14 case files at
South Hilo Unit 1 and found two cases with handwritten notes from
landlords attesting to participants’ rental of their premises for a certain
period and rate. There was no evidence that the eligibility worker made
any phone calls or conducted any follow-up to verify the rental
information’ s validity. A specific checklist item such as“Verified by
phonecall tolandlord _ (name)__, on __ (date) " would prompt the
eligibility worker to verify thisinformation. Thiswould be more
effective in assuring that information submitted isvalid. At the Punawai
eigibility unit, we reviewed 14 cases and found eight which contained
rental agreements or letters from landlords, including the landlord’s
name and address, in compliance with federal guidelines. However, we
found a separate case where a family member wrote the | etter attesting to
the rental amount.

The checklist should also include an area for the supervisor to initial and
date the review. This holds supervisors accountable for their review.
Currently, although supervisors keep alist of case files they have
reviewed, evidence is not included in case filesto verify this work.
Supervisors at the two units we visited told us that they do not include
evidence of their review in casefiles.
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Enhanced Security
and Controls Are
Needed to Reduce
Fraud and Waste
in the Electronic
Benefit Transfer
Program

Lack of control over
EBT card inventory
leaves the system
vulnerable to potential
fraud, waste, and
abuse

The Department of Human Services must improve its controls over EBT
cards and its capabilities of monitoring the EBT contractor.

Departmental controls over the EBT card inventory needs improvement
to prevent abuse, and card issuance policies need re-evaluation to reduce
waste and unnecessary costs. The department’ s use of reports to monitor
the contractor also needs improvement to better support program
integrity and prevent unauthorized access.

Inadequate segregation of duties at eligibility units allows workersto
access participants’ benefits, which could lead to fraud. Clerks not only
control the EBT card inventory but also have access to participant
information, including case numbers, and the device that links the cards
to case numbers. To issue an EBT card, an €ligibility unit worker
completes a card issuance form requesting a clerk to retrieve a blank card
from storage. The clerk retrieves a card, runs the card through the
electronic device that ties the participant’s case number to the EBT
card’s 16-digit number, and records the card number onto the card
issuance form and log. The participant signs the form acknowledging
receipt of the card and selects a personal identification number. The
clerk returns the form to the eligibility worker, who retains it in the
participant’s case file. If an error occurs during the linking process, the
clerk records the card as void on the card issuance log and retrieves
another card.

These poorly devised procedures either allow clerks to obtain case
numbers from files or the HAWI system and link them to EBT cards
without detection, or, take an EBT card from storage, record the card as
void on the issuance log, link the EBT card to a case without anyone
knowing, and access a participant’s benefits. Clerks would be able to
access benefits until the participant reported aloss of benefits.

Clerks can minimize detection of EBT card theft by targeting cases
where the participant has not accessed electronic benefits for an
extended period of time. The EBT system is programmed to
automatically inactivate accounts of participants who have not accessed
benefits for a certain time period—90 days for cash benefits and 270
days for food stamp benefits. However, benefits remain accessible until
the account is closed. If the system does not detect activity in a
participant’ s account for the specified time period, benefits revert back to
the State. Clerks are able to identify cases without activity and could
take advantage of weaknesses in the department’s control over EBT
cards.

17
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Although the card issuance log may limit aclerk’s ability to access
participants benefits, the log does not prevent criminal activity by a
supervisor. We found significant deficiencies regarding supervisors
accessto EBT cards. At one unit, the supervisor stored EBT cards in the
supervisor's locked cabinet and possessed the password to the linking
device. At another unit, the supervisor was aware of the location of the
keystothe EBT card's locked storage unit. Both situations represent
weaknesses in controls. The supervisor has the power to authorize
benefits, and therefore could easily tie EBT cards to case files without
detection. The department must improve its controls over supervisors
accessto EBT cards.

The department’s card distribution practices are wasteful and
need re-evaluation

The department encourages eligibility workers to promote participant
convenience by issuing cards to applicants at the time of interview, even
before determining eligibility. According to a unit supervisor and the
EBT manager, this practice saves the participant a trip back to the unit
and incurs little risk — although the card is linked to an account, benefits
are not deposited until eligibility isverified. However, if eigibility is
denied, the card becomes usel ess because it cannot be linked to a new
account; it also increases the unit’s work in maintaining its card
inventory. To restock, the unit must identify the total number of cards
issued, including cases where eligibility was denied.

Policiesrelating to EBT card replacements are wasteful, both in effort
and cost. The department offers unlimited card replacements to
participants for lost, stolen, or damaged cards without charge and does
not centrally record reasons for replacements. Eligibility staff have
expressed concerns that participants abuse the free replacement card
practice by requesting new cards instead of retrieving existing cards at
home; some participants continually lose cards. Although the State’s
contract with Citicorp includes replacement cards, the department failsto
recognize the staff time and related cost involved in issuing new cards.
In addition, it has not required units to distinguish replacement card
issuances from new card issuances. The federal government estimates
that cards cost $1 to $4 dollars each to replace. Without distinguishing
new from replacement card issuances, the department cannot accurately
analyze the cost incurred by its replacement policy.

The contractor, who keeps arecord of replacements, reported for January
2003 that card replacements numbered 459 for lost cards, 124 for
damaged cards, and 67 for stolen cards. Despite having most of the
information on card replacement readily available, the department has
failed to adequately evaluate the cost of card replacements. Other states
charge participants for replacement cards, thereby generating some
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income for the state. The federal government allows such charges as
long as the replacement process is adequately described, and the charge
does not exceed the cost of the replacement card, including staff time.

The department should consider charging participants for
card replacements

Nine other states charge participants for card replacements. Hawaii’s
EBT manager claimed that those states have reported no decrease in
replacement requests as a result of charging for replacement cards, but
acknowledged this claim was based on anecdotal information.

Hawaii’s EBT program also issues replacement cards on the same day as
the request. This practice does not discourage participants from asking
for replacement cards, and may even encourage it due to the ease in
obtaining such replacements. Federal law only requires states to issue
replacement cards within 48 hours of the request. One dligibility unit
found that requiring participants to return the next day for their
replacement cards decreased the number of replacement requests from
250 to 150 cardsin the reporting period.

The department’ s inadeguate monitoring of accessinto the EBT system
poses a security risk. The department neither maintains an accurate list
of authorized EBT system users nor monitors system access. Asaresult,
thereisincreased risk of unauthorized access to participants' electronic
benefits even though no unauthorized access has been identified.

The department does not sufficiently use EBT data to preserve
program integrity

The department insufficiently uses EBT datato identify fraudulent
activity and failsto contribute to preserving the integrity of the Food
Stamp program. The EBT manager requested the contractor to stop
printing areport that lists all even-dollar transactions made with food
stamp benefits during a month, which we believe could be useful in
identifying potential fraudulent activity by participants. Because food
purchases seldom end in whole dollar amounts, even-dollar transactions
may indicate aretailer exchanging a participant’s food stamp benefits for
cash. The EBT manager stated that the report did not help identify
suspicious activity because small amounts below $10 were flooding the
report, making it less useful.

An electronic version of the report would be an effective alternative to
this problem, and the department has the capability of producing such a
report. The contractor’ s detailed design document describes an
electronic record that the contractor delivers to the department as a part
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of its contract. We found that this electronic record contains daily
transactions and has the same fields, or elements, that appear on the
even-dollar amount report. The department’ s Office of Information
Technology confirmed that the el ectronic record could be downloaded
from the department’ s mainframe onto a user’s personal computer so that
data could be manipulated. The personal computer could filter out
insignificant transactions, sort remaining data to identify participants
with many even-dollar transactions, and thereby make the even-dollar
report more effective.

The department also lacks written policies and procedures to describe the
EBT section’ s responsibilities regarding identifying fraudulent activity
by participants. Actions performed by the EBT manager’ s assistant may
help identify fraudulent activity by participants, but the lack of written
guidance is alimiting factor. The assistant identifies suspicious
activities at certain retail stores and tracks transactions of participants
suspected of conducting illegal activity. Thistracking requires periodic
checks into some participants’ transactions.

According to the assistant, an example of suspicious retailer activity
would be alarge number of food stamp transactions at a small “mom and
pop” grocery. An example of aparticipant’s suspected illegal activity
could be nearly duplicate transactions at the same store within a span of
afew minutes. Such activity indicates the participant may have paid
double the purchase price. However, the department has no written
guidance on how often the EBT assistant should track participants
unauthorized activities or how this function should be prioritized among
the assistant’ s other responsibilities.

The department should implement written policies and procedures
guiding the identification of suspected illegal activity. The policy should
provide guidance in identifying what is considered unusual activity, what
information should be tracked and over what period of time, whom to
report the information to, what information to report, and how often to
report such information.

Other states have effectively analyzed EBT data to identify potential
fraudulent activity. A 2000 report by the Government Accounting Office
identifies Maryland and Texas as accounting for 87 percent of the
nation’s fraud prosecutions using EBT data. Texas analyzed data
provided by their EBT contractor, identified potential fraudulent activity,
and referred the participantsinvolved to investigators. Maryland used
EBT data analyzed by the federal Office of the Inspector General to
investigate and take action against participants. The states conducted
these investigative activities understanding the significant costs involved.
However, the states found that regardless of cost, investigating
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fraudulent activities increases deterrence of fraud and thereby upholds
integrity of the program.

The department ineffectively monitor s unauthorized access of
the EBT system

The Department of Human Services fails to safeguard the EBT system
from unauthorized access. Following termination or transfer to another
division, an EBT system user’s supervisor notifies the department’s
security officer to terminate the user’s EBT access. The security officer
updates his own user list and faxes notification to the contractor, who is
responsible for removing the user’ s account. The EBT manager stated
that the contractor automatically disables access of users who have not
logged onto the system for 90 days, and purges their accounts after nine
months. The contractor is supposed to notify the department when a
user’s account will be purged.

We found that the security officer’s method of monitoring system
security isflawed. The security officer relies on his own user list instead
of abtaining the contractor’s list of authorized users. Although all
reguests for removing users from the system pass through him, heis not
notified of the contractor’ s automatic purges unlessthe EBT section
forwards such notification. 1n addition, the security officer’ s fax to
reguest user’s removal does not ensure the contractor actually does so.

We found several discrepancies when we compared the security officer’s
user list with the EBT contractor’slist of authorized users and with alist
of users who had left the division since June 30, 2002. Out of 39 users
who left the division, three still remained on the security officer’ s list.
The security officer sends hislist of authorized users to the eligibility
units every six months to verify that individuals are still working at that
unit. However, we note that since the system may automatically disable
user accounts, the presence of the user on the security officer’ slist does
not truly indicate continued user access.

We compared the security officer’slist of authorized usersto the
contractor’ s list and found that the security officer’s list contained 736
individuals. The contractor’slist of authorized users contained only 672
individuals, a difference of 64 individuals that can be interpreted as 64
inaccuracies in the security officer’slist. The security officer should use
the user list generated by the system to ensure the list’ s accuracy.

The department does not ensure that only authorized users have access to
the EBT system. The Electronic Benefit Transfer Section does not
maintain alist of authorized users and does not receive or review reports
of logon activity. We compared the EBT contractor’ s list of authorized
usersto alist of users who had left the division. The contractor’ s listing
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Conclusion

Recommendations

consisted of user logons and did not clearly identify first and last names.
However, we found that out of the 39 former workers, eight may still
have active user accounts and the ability to access the system. We also
noticed that more than 56 users were listed as not having used the system
for more than nine months, so should be deleted. Theseirregularities are
security risks and increase chances of compromising the system.

The responsibility of implementing adequate management controls to
ensure program effectiveness should not be diminished by the
Department of Human Services' rolein delivering benefits with EBT
technology. Although the federal government initiated and required that
states implement EBT systemsto distribute food stamp benefits, and a
private business operates and manages the EBT system, these two
conditions do not decrease the Department of Human Services
responsibility for ensuring assets are safeguarded. Adequate controls
must be implemented, and the department must ensure that it effectively
monitors the contractor.

The Department of Human Services should:

1. Hold managers accountable for compliance with management
evaluation review recommendations by monitoring and disciplining
supervisors who do not conduct required case reviews,

2. Consider system-wide causes and sol utions when management
evaluations and quality control reviews identify problems at more
than one unit;

3. Develop formal follow-up procedures to ensure that management
evaluation recommendations are properly implemented, which would
require;

a.  Supervisorsto complete required reviews,

b. Eligibility workersto delete all unnecessary alerts;

c. Development of aplan and timeframe detailing how and when
actions will be completed to address recommendations; and

d. The management evaluation team to revisit sites and assess
implementation of recommendations.
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Require supervisors to use checklists when reviewing case files and
to include them in the case file as evidence of supervisory review;

Require dligibility unitsto use the HAWI-generated form letter to
verify rental expenses;

Improve control over EBT card inventories, ensuring that:
a. Voiding cards requires necessary approvals; and
b. Supervisors accessto EBT cardsis controlled.

Analyze costsincurred for replacement of EBT cards, including
identifying:

a. Costs (cards and labor) incurred for replacing cards; and

b. Strategiesor alternatives used by other states that charge for card
replacements.

Require the EBT section to coordinate with the department’ s Office
of Information Technology to increase the usefulness of transaction

data provided by the contractor and reproduce the even-dollar report
in amore useful format;

Preserve the federal Food Stamp program’ s integrity by issuing a
policy to guide the EBT section in identifying participants suspected
of using EBT cards for unauthorized activities; and

Regularly review the list of authorized EBT system users and last
log-in activity report to ensure system security. The department
should require the contractor to clearly identify the user’s full name
on thelist.
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Comments on
Agency Response

Response of the Affected Agency

We transmitted a draft of this report to the Department of Human
Services on May 7, 2003. A copy of the transmittal letter to the
department is included as Attachment 1. On May 15, 2003, the
department informed the Auditor by letter that the attorney general had
“instructed [the department] to refrain from commenting on [the draft]
report” and to request that we postpone release of our report and extend
the department’s comment period. The response from the Department of
Human Services, dated May 15, 2003, is included as Attachment 2.
Although the department referred to “serious legal issues of [f]ederal
law” as the reasoning for its request to postpone the report release, it did
not specify what these substantive federal law issues were. We agreed to
delay the release only so long as necessary to address the department’s
concerns.

Thereafter, the attorney general commenced an investigation of the
department’s staff and a letter writing campaign with our attorney in an
effort to establish that our staff violated federal law. After several
meetings and letters between the attorney general and our office, it
became evident that the attorney general had not identified any restricted
information in the draft report. Hence, there was no reason to further
postpone the report’s release and no changes were made to the report
draft.

The department was given an opportunity to provide its response to the
report draft transmitted to it on May 7, 2003. The response from the
department, dated July 28, 2003, is included as Attachment 3. Two days
later on July 30, 2003, the department delivered attachments to its July
28, 2003 response that had been inadvertently omitted. The attachments
are included as Attachment 4.

The department stated that its response delay was due to “the attorney
general’s investigation of [the Auditor’s] staff’s actions while
conducting this audit . . . .” To the contrary, we understood that the
attorney general was concerned about the disclosure of information to
our office that should have been kept confidential by the department.

See Kerry Komatsubara’s attached letter dated July 9, 2003, page 2,
which is included as Attachment 5. In fact, to date, the attorney general
has not yet spoken with our staff and we continue to wait for the attorney
general to contact our attorney. See Kerry Komatsubara’s attached letter
dated August 4, 2003, page 2, which is included as Attachment 7.
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The department asserts that our office “unquestionably obtained
information from the Benefit, Employment and Support Services
Division (“BESSD”) in violation of federal regulations relating to food
stamps.” As pointed out by the attorney general in his July 18, 2003
letter, we agree that the department has the responsibility to prevent
unauthorized access to food stamp information. Thus, as our attorney
pointed out in his letter of August 4, 2003, “if there is any violation of
federal law, it is the violation of [the department] and not the State
Auditor.” See Kerry Komatsubara’s attached letter dated August 4,
2003, pp. 1-2. The federal compliance responsibility rests with the
department, not our office.

In addition, we point out that the majority of staff identified in the
attorney general’s letter of July 7, 2003, which the department refers to
in its response, are not associated with the present audit. The attorney
general mistakenly identified staff associated with the follow-up audit of
the child protective services system.

The department further asserts that the attorney general’s investigation is
still on-going and awaits the Auditor’s response to his request to
interview a key staff member. The department is mistaken. As our
attorney pointed out in his letter of August 4, 2003, we are awaiting a list
of concerns from the attorney general. See Kerry Komatsubara’s
attached letter dated August 4, 2003, p. 2. This course of action was
mutually agreed upon by the attorney general and our attorney. Thus,
the department’s suggestion that the attorney general is awaiting our
response and that we may be holding up the investigation is in error.

The department’s reliance upon the attorney general’s statement that our
lack of clarity in communicating audit objectives impeded the
department’s right to safeguard restricted information is unfounded.

This is not the case. Our attorney pointed out that the objectives must
have been sufficiently clear to cause the department to redact some of the
restricted information. See Kerry Komatsubara’s attached letter dated
August 4, 2003, pp. 3-4. See also Kerry Komatsubara’s attached letter
dated July 18, 2003, p. 1, which is included as Attachment 6. We do not
know why only some and not all records were redacted and safeguarded
by the department.

We find it curious that the concerns raised by the department and the
attorney general, and the subsequent request to delay the report’s release
occurred just prior to the issuance by the United States Department of
Agriculture’s (USDA’s) of the notice of enhanced administrative
funding. The coincidence in timing of the report’s delay and the USDA
notification of enhanced funding causes us to question the department’s
motivation in seeking the delay. We can only wonder what impact our



report may have had on the issuance of the enhanced administrative
funding had it been released in May 2003.

The department concurred with our findings and recommendations to
hold managers accountable for completing case reviews, to consider
system-wide causes and solutions, to develop follow-up procedures
ensuring the implementation of management evaluation
recommendations, to develop a policy to guide monitoring of
participants, and to regularly review system security lists. The
department also submitted clarifying information, some of which were
outside the audit’s timeframe, and were therefore presented only after the
draft report had been provided to the department.

The department disagreed with our findings and recommendations to use
checklists for case file reviews, to improve safeguards over the control of
EBT card inventory, to analyze the costs incurred for replacing cards,
and to use a HAWI-generated form letter to verify rental expenses. The
department claimed that its current form is adequate as a checklist, but
may add an entry to indicate a review date. The department also claimed
that it relies on the integrity of its staff and especially its managers and
does not see the need to revise controls.

The department agreed that participants abuse free card replacements but
stated that it is “service-oriented” and disinclined to charge fees for card
replacements. The department further claimed that limitations in staff
and computer resources prohibit the analysis of EBT data and refused to
use the HAWI-generated form because federal law does not require the
use of the form. We find that the department’s defensiveness and faulty
reasoning reflect its disregard for the implementation of proper controls
to safeguard its resources. However, based on some of the department’s
comments, we have made some technical revisions.
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ATTACHMENT 1

MARION M. HIGA
State Auditor

STATE OF HAWAII

OFFICE OF THE AUDITOR
465 S. King Street, Room 500
Honolulu, Hawaii 96813-2917

(808) 587-0800
FAX: (808) 587-0830

May 7, 2003
corPy

The Honorable Lillian B. Koller
Director

Department of Human Services
Queen Liliuokalani Building
1390 Miller Street

Honolulu, Hawait 96813

Dear Ms. Koller:

Enclosed for your information are three copies, numbered 6 to 8 of our confidential draft report,
Audit of the Department of Human Services’ Electronic Benefit Transfer (EBT) Program. We
ask that you telephone us by Friday, May 9, 2003, on whether or not you intend to comment on
our recommendations. If you wish your comments to be included in the report, please submit
them no later than Thursday, May 15, 2003.

The Governor, and presiding officers of the two houses of the Legislature have also been
provided copies of this confidential draft report.

Since this report is not in final form and changes may be made to it, access to the report should
be restricted to those assisting you in preparing your response. Public release of the report will
be made solely by our office and only after the report is published in its final form.

Sincerely,

Marion M. Higa

State Auditor

Enclosures
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ATTACHMENT 2

LILLIAN B. KOLLER, ESQ.
DIRECTOR

HENRY OLIVA
DEPUTY DIRECTOR

LINDA LINGLE
GOVERNOR

STATE OF HAWAII
DEPARTMENT OF HUMAN SERVICES
P. O. Box 339
Honolulu, Hawaii 968809-0339

May 15, 2003

Ms. Marion M. Higa

State Auditor

Office of the Auditor

465 S. King Street, Room 500
Honolulu, Hawaii 96813-2917

Dear Ms. Higa:

| am writing in regard to the draft “Audit of the Department of Human Services’
Electronic Benefit Transfer (EBT) Program” report prepared by your office and
transmitted to us for comment on May 7, 2003. This audit, as stated on page 1,
was intended to: “Assess the Department’s effectiveness in administering the
EBT System and ensuring the adequate protection of state assets from loss and
abuse.”

We are very concerned about the direction that this audit ended up taking. While
purporting to be a review of the EBT System used by the Department, this audit
report ended up focusing predominantly on Food Stamp related issues,
apparently based on your auditors accessing Federally protected information
which they did not have authorization to review. This has raised serious legal
issues of Federal law that must be addressed prior to publication of your report.

When these issues were brought to my attention today by my staff, | immediately
contacted Attorney General Mark Bennett because these violations may be
serious and | do not wish to exacerbate the situation by referring to these
violations which we would have to do in order to properly provide comments to
your audit report. Attorney General Bennett instructed me to refrain from
commenting on your report at this time as it may compound the violations of
Federal law that have already occurred.

Instead, Attorney General Bennett instructed me to write this letter to you to
request that you postpone release of your audit report and extend the comment
period to permit us to resolve these baseline issues of Federal law by the three
of us meeting, at your earliest convenience, to discuss this matter before the
report is released.
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Ms. Marion Higa
May 15, 2003
Page 2

Please be assured that | am committed to cooperating with you and your
office in this and all other audits to the fullest extent that the law will allow.
Please contact me immediately so that this matter can be addressed. | am
confident that a meeting with you, me and the Attorney General will bring

this issue to resolution quickly.

Sincerely,

Lillian B. Koller, Esq.
Director

cc : Mark J. Bennett, Attorney General

AN EQUAL OPPORTUNITY AGENCY



ATTACHMENT 3

LINDA LINGLE LILLIAN B. KOLLER, ESQ.
GOVERNOR DIRECTOR
ﬁ \y“‘”f/ ‘fax HENRY OLIVA
ViR i’?‘“ﬂ §‘ DEPUTY DIRECTOR
STATE OF HAWAII
DEPARTMENT OF HUMAN SERVICES
P. O. Box 339
Honolulu, Hawaii 96809-0339
July 28, 2003
Ms. Marion M. Higa RECVIYED
State Auditor Y .
Office of the Auditor Jidod oz 03
465 S. King Street, Room 500 CFC.C he tUDIOR
Honolulu, Hawaii 96813-2917 STATE OF nAWAN
Dear Ms. Higa:

Thank you for this opportunity to respond to your draft “Audit of the Department of Human
Services’ Electronic Benefit Transfer (EBT) Program” transmitted to us for comment on
May 7, 2003. Our delay in responding is due to the Attorney General’s investigation of
your staff’s actions while conducting this audit with respect to federally protected Food
Stamp information.

The Attorney General’s preliminary investigation revealed that your office “unquestionably
obtained information from the Benefit, Employment and Support Services Division
(“BESSD”) in violation of federal regulations relating to food stamps.” See Attorney
General’s attached letter dated July 7, 2003, incorporated herein by reference, page 1.
Further, the Attorney General advised you that pursuant to federal law, “failure to comply
with the food stamp regulations could result in a suspension or disallowance of federal
reimbursement for the state agency’s administrative costs.” See Attorney General's
attached letter dated July 14, 2003, incorporated herein by reference, page 4.

The Attorney General's investigation is still on-going and awaiting your response to his
request to interview a key staff member from your office to determine the reasons why this
violation of federal regulations occurred. The Attorney General advises that “it is important
for us to determine what happened in this instance so that we can avoid similar problems
in the future.” See Attorney General’s attached letter dated July 18, 2003, incorporated
herein by reference, page 2.

We assume that your office does not wish to cause any suspension or disallowance of
federal reimbursement due to the manner in which your staff conducts program audits. As
the Attorney General noted “the Auditor’s lack of clarity in communicating her objectives
impeded DHS’ right (which the Audltor acknowledges) to properly safeguard restricted
information.” See AG’s July 18" letter, pages 1-2. We respectfully concur with the
Attorney General’'s recommendation that “the Auditor [should] develop an approach to
audits that would avoid these difficulties. Early and specific identification of the

AN EQUAL OPPORTUNITY AGENCY
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Ms. Marion M. Higa
State Auditor

July 28, 2003

Page 2

information required for the audit would be essential. Our client programs may then
contact us to identify and explain any legal barriers that could restrict free access to
information.” See AG's July 18" letter, pages 3-4.

Regarding the audit’s findings of deficiencies in the administration of our Food Stamp
Program, we are well aware of these matters as we have been taking corrective action
from 1999 to 2001 under the guidance of the Food, Nutrition, and Consumer Services
Administration of the U. S. Department of Agriculture (USDA), to increase our accuracy
rates. We developed a plan that gave our workers greater focus, leading to improved
case management skills and more supervisory reviews. More than 600 DHS employees
had a part in increasing our accuracy rate, including staff from the Benefit, Employment
and Support Services Division (BESSD) and the Management Services Office/Quality
Control (MSO/QC).

We are pleased to advise you that, shortly after your office completed its audit, the USDA
notified us that we have earned a $1,476,790 enhanced funding “bonus” award based on
our low error rate for federal fiscal year 2002. See USDA's attached letter dated June 27,
2003, incorporated herein by reference. This award is in recognition of our Department'’s
efforts to improve program integrity, program access and the overall administration of
Hawai'i’'s Food Stamp Program.

Under the Food Stamp Act of 1977, if a state’s error rate is 5.9 percent of lower, it is
eligible to receive additional administrative reimbursement for program expenses. We
earned this $1,476,790 “bonus” award by lowering our error rate for administering nutrition
assistance from 6.53 percent in fiscal year 2001 to only 5.03 percent in 2002. The result
for the year was a 94.97 percent accuracy rate.

The USDA commended us for this achievement and encouraged us to continue our efforts
to improve program integrity, program access and the overall administration of Hawai'i's
Food Stamp Program. Our high accuracy rate ranks us 9" in the nation for 2002. The
national allowance for error in 2002 was 5.9 percent and the average nationwide error rate
was 8.26 percent while our error rate was only 5.03 percent.

In 2002, our Food Stamp Program served an average of 100,000 individuals each month
and administered an estimated $12.5 million monthly in benefits. Since 1982, DHS has
brought over $15.5 million dollars in enhanced funding “bonus” awards to our State
coffers. From 1990 to 1993, through the fine efforts of our DHS staff, Hawai'i topped all 49
other states with the highest accuracy rate.

| am extremely proud of our workers and their day-to-day efforts in maintaining accurate
payments to our clients. The diligence of our workers is truly the foundation of this
Department and their hard work continues to ensure that Hawai'i’s people will receive vital
services in the most accurate, effective and timely way.
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Ms. Marion M. Higa
State Auditor

July 28, 2003

Page 3

We expect that your office shares our pride in this great achievement by our dedicated
DHS workers who have made ours one of the most accurate food stamp programs in the
nation. The release of your audit report so close in time to the USDA “bonus” award is, |
am sure, not intended to detract from the praise that our DHS workers surely deserve and
the appreciation that we all feel for their hard work.

In closing, our Department includes some specific responses to the audit’s findings. They
are contained in Attachment “A” which is incorporated herein by reference.

Thank you again for this opportunity to comment on your draft audit.

Sincerely,

AL RO,

Lillian B. Koller, Esq.
Director

AN EQUAL OPPORTUNITY AGENCY
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Attachment “A”
DHS RESPONSE TO FINDINGS OF EBT PROGRAM IN BESSD
With regard to the specific findings of the audit, we present comments of three types.
First, incorrect statements contained within the report will be identified. Second, findings
that the Department disagrees with will be identified. Finally, findings with which the
Department concurs will be noted.

Major Inaccuracies

o On Page 10, it states “The average error rate for FFY 02 was 11.97%”. This
statement is completely inaccurate. At no time during the year of FY 2002 was the Food
Stamp average error rate 11.97% for Hawaii. The error rate, as reported by Quality Control
Staff to the federal Food Nutrition Service, was 4.485%. The U. S. Department of
Agriculture (USDA) recently awarded a “bonus” of $1,476,790 to our Department in food
stamp enhanced funding based on the low payment error rate of our Food Stamp Program

for federal fiscal year 2002. The USDA determined that Hawaii’s error rate for federal

fiscal year 2002 was only 5.03 percent, which was below the federal tolerance level of 5.9
percent or lower. The average nationwide error rate in 2002 was 8.26 percent. We earned
this $1,476,790 “bonus” by lowering the error rate in our Food Stamp Program from 6.53
percent in fiscal year 2001 to 5.03 percent in 2002. The result for the year 2002 was that
we achieved a 94.97 percent accuracy rate. See USDA's attached letter dated June 27,
2003, incorporated herein by reference.

) On Page 11, first full paragraph, it states “ For FFY 2001-2002, $51 million in
enhanced funding was available to qualifying states, yet the department’s high error rate
disqualified the State from sharing in that funding”. This statement is untrue. Again, the
USDA recently awarded a “bonus” of $1,476,790 to our Department in food stamp
enhanced funding based on our low payment error rate for federal fiscal year 2002. See
USDA's June 27, 2003 letter.

Other Incorrect Statements

. Page 2, under The State’s role in the EBT Program section, paragraph 3, last
sentence states “In December 2002, the alliance once again selected Citicorp for another
five-year contract;...” The WSEA agreed to negotiate for a minimum seven-year contract
with Citicorp, not five years.

o Page 5, the last sentence in the first paragraph, which is part of the Benefits are
distributed through EBT cards section, states, “Updated balances are usually available to
the participant on the next business day.” All cash benefits that are authorized as a daily
issuance from the HAWI or the HANA systems are made available in the EBT system to
the household three working days following the date of approval in the corresponding
issuance system. Cash benefits that are authorized as a monthly issuance will be made
available to the household at the beginning of the next issuance month. In no case are
cash benefits available routinely on the next business day.
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. Also on Page 11, in the chart, it states that Hawaii was ranked 17" for FFY 2001.
The correct ranking back then was 16" for FFY 2001. The official error rate for that year
was 6.53%.

. Page 17, under the Lack of control over EBT card inventory leaves the system vulnerable to
potential fraud, waste, and abuse section, paragraph 3, second sentence states, “The EBT system

is programmed to automatically close accounts of participants who have not accessed benefits for a
certain time period — 90 days for cash benefits and 259 days for food stamp benefits.” Technically,
the accounts are not closed but are classified as “inactive”. When the accounts are converted to an
inactive status, the household does not have access to their benefits. If the household wishes to
access their remaining benefits, the household simply needs to contact the department to re-activate
the account. If the household fails to contact the department by 121 days for cash accounts and
270 days for the food stamp account, the remaining balance in the account will be expunged and
returned to the appropriate governmental agency.

. Page 19, under The department should consider charging participants for card replacements
section, 2" paragraph, third sentence states, “Federal law only requires states to issue replacement
cards within 48 hours of the request.” While this statement is true, Hawaii obtained a waiver from
the USDA/Food and Nutrition Service/Food Stamp Program to allow for the issuance of replacement
cards within three business days.

Findings With Which The Department Disagrees

. On Page 15, it states as a sub-section title that “checklists facilitate more efficient
case file review”. We disagree with this statement. The Department uses the DHS 1241
form as a checklist. All appropriate areas to be checked are referenced on this form. This
form meets federal requirements for verifying the presence of the necessary
documentation in the file.

. Page 17, Lack of control over EBT card inventory leaves the system vulnerable to
potential fraud, waste, and abuse section:

In the first 3 paragraphs of this section, the audit cites what it contends are the
Department’s alleged inadequate procedures to separate the duties or the functions of the
line staff. We believe that we have done this.

The primary objective of the line staff within the Benefit, Employment and Support Services
Division (BESSD) is to determine the eligibility of the individual(s) who need financial
and/or food stamp assistance. There are three types of functions in the line units — the
individuals who determine the initial and continued eligibility of the clients needing
assistance, who are known as Eligibility Workers (EWs); the support staff or clerks who
assist the EWs; and the managers or supervisors who are responsible to ensure the
operations of the line units are meeting all of the Department’s objectives.

In identifying the above individuals’ primary roles, specific security profiles were
established in both the State’s eligibility and EBT systems. In the State’s eligibility system
called the Hawaii Automated Welfare Information (HAWI) system, the clerical staff of the
line units are given the responsibility to register new applications, while the EWs are
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responsible to determine the applicant's/household’s eligibility. The EWs authorize the
benefits to be issued to the applicant/household.

While the clerical staff’s profiles allow them to conduct queries and register applications in
the HAWI system, it does not allow them to authorize or issue benefits. The reverse is true
for the EWs where they are authorized to issue benefits but they cannot register
applications or open new cases.

In keeping with one of the objectives of the Department to be “service-oriented”, it was
decided early on in the development of the EBT program to give our clients the opportunity
to obtain replacement EBT cards from their respective line units. Since the Department
and the State has had to continue to operate under budgetary constraints for the past 10
years, the logical conclusion was to assign the clerical staff the function to issue EBT
cards. The Department did not have then, nor does it have now, the budget capacity to
establish new positions dedicated simply to issuing EBT cards. The alternative option is to
allow only the EBT contractor to mail replacement cards to the households. This option
will surely be a detriment to clients who will need immediate access to their benefits.

It should be pointed out that the federal Food Stamp Program did not see this as a critical
issue in their past audit reviews of the State’s EBT Program.

In the fourth paragraph of this section, which runs onto page 18 of the auditor’s findings,
the auditor also cites what it contends are “deficiencies regarding supervisors’ access to
EBT cards.” As managers of their respective offices, the line supervisors have the primary
responsibility to ensure the integrity of not only the program operations but also the
operations of their personnel for whom they are responsible. They not only monitor the
unit's operations but also fill in wherever and whenever shortages in personnel occur in
order to get the job done. For these reasons, the supervisors have a broader profile as
back-up to their clerical staff and have been given authority to also issue EBT cards.

We count on the integrity of our staff, especially the managers of our line units. The audit's
assessment that “(T)he department must improve its controls over supervisors’ access to
EBT cards” appears to question that integrity. We have no knowledge of any breaches of
integrity for which our EBT system should be restructured.

) Page 18, under The department’s card distribution practices are wasteful and need
re-evaluation section:

We do not disagree with the assessment that “...participants abuse the free replacement
card practice ...” because the argument whether the Department should charge for the
replacement of the EBT cards has been repeatedly debated since the initial start up of
Hawaii's EBT program. However, we disagree with the assessment that “... the
department fails to recognize the staff time and related cost involved in issuing new cards.”
The actual process to issue a new or replacement card takes no more than 2 minutes by
the card issuance staff. However, if the Department were to reconsider its practice of
requiring the applicants to return to the office to obtain their EBT cards, it will require more
time by the clerical staff as they will have to re-request an identification card from the
applicant, do a query into the HAWI system to determine the status of the applicant, i.e., to
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confirm the individual's application was approved, obtain the authorization form from the
EW if it was not already completed, and then issue the card to the individual.

The Department decided against charging a replacement fee for cards lost, stolen or
damaged because the reasons for free replacements far outweighed against the
imposition of a fee. The reasons for not imposing a fee were:

Imposing a fee may cause a financial hardship on the clients who can least afford it;

Collections of the fee will cause another layer of “checks and balances” procedures that
need to be established at the line units. Assigning the tasks to collect, record, store,
reconcile and settle the funds received on a daily basis would be an added
responsibility that the staff at the line units would have to deal with while they are
already dealing with hectic schedules; and

Staff at the line units may have to deal with more irate clients who need their cards to
access their benefits but are unable to pay for the replacement.

) Page 19, under The department should consider charging participants for card
replacements section:

For the reasons cited in the above response, the Department is disinclined to impose a fee
for card replacements.

. Page 19, under The department does not sufficiently use EBT data to preserve program
integrity section:

The audit cited the failure of the EBT office to utilize the Even-Dollar Amount report to assist in the
identification of fraudulent activities, and claimed the data could be downloaded onto a personal
computer “so that the data could be manipulated.” The Department does not dispute the contention
that the data could be downloaded onto a personal computer; however, we wish to make the point
that because the report is so voluminous, the downloading of the data may prove to be too
impractical to consider. The sheer size of the report data will not only tie up the PC for an extended
period of time, but the size of the report may be too large for the usual PC programs, i.e., Excel,
Lotus, etc., for this to be considered practical.

. On page 23 it states, the Department should “require eligibility units to use the
Hawi-generated form letter to verify rental expenses”. We disagree with this statement.
While such a letter would be sufficient to verify rental expense, it is not required under
federal law. The Department’s current method of verifying rental expense has been
determined to be adequate by the federal Food Nutrition Service. We see no reason to
spend additional staff time and resources changing a federally approved practice.

Findings With Which the Department Agrees

. On page 12 it states, “Managers are not held accountable for not meeting corrective
action plan requirements”. We agree with this statement and will review how best to
address this issue in the interest of improving accountability and improving overall program
performance.
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o On page 14 it states, “Inadequate worker maintenance renders ‘alert functions’
ineffective as a case management tool”. We agree with this statement. Management
evaluations, conducted by the Department, have pointed this out in the past. The
Department will follow-up to see that this issue is addressed.

o Page 20, under The department does not sufficiently use EBT data to preserve
program integrity section:

The audit states, “The department also lacks written policies and procedures to describe
the EBT section’s responsibilities identifying fraudulent activity by participants.” The
Department does not refute this claim and the EBT office has been unable to perform in
this area because the responsibilities to research and pursue fraudulent activities on an
ongoing basis are supposed to fall under the purview of a third EBT position, which is
currently vacant. The EBT manager’s assistant identified in this report is primarily
responsible for the monitoring of the EBT operations as it pertains to the retailers and
financial institutions, and does fraud research as her time permits. The current vacant EBT
position, which still needs to be established, was given to the EBT office to assist in the
monitoring of the EBT operations as it pertains to the unit and client functions. The EBT
office will seek to establish this position as expeditiously as possible. When this position is
established, the EBT office can then develop the necessary procedures to deal with the
fraud activities of the office.

o Page 21, under The department ineffectively monitors unauthorized access of the EBT
system section:

Without giving the Department’s security officer adequate time to conduct the research on the
reported discrepancy in the number of authorized users, we cannot refute the claim relating to the
“inaccuracies in the security officer’s list.” We are aware that the security officer does manually
maintain the list of authorized users and the EBT office will work with the security officer to reconcile
his list with the contractor’s known authorized users. We will re-request the EBT contractor to
provide an updated list of users with the State’s known users and monitor the security officer to
ensure the list is updated on a regular basis.

Audit Report Recommendations.

1. We agree with the recommendation that the Department should hold Department
managers accountable for the completion of case reviews. This matter will be pursued.

2. We feel that the Department already considers system wide causes and solutions when
management evaluations and quality control identify problems at more than one unit.
Many system solutions have been implemented for the system.

3. Follow-up procedures will be considered as it relates to management evaluations.
However, there are not adequate resources to follow-up in the way recommended in this
report. Rather, proper infrastructure must be fine-tuned to produce quality results the first
time.
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4. We disagree with the recommendation for the supervisors to use checklists for case file
reviews. The DHS 1241 form is used today and is adequate for that purpose, and an entry
can be made to indicate the review date.

5. We disagree with the recommendation to use a HAWI-generated form letter to verify
rental expense. As noted earlier, while this would be satisfactory, it is not necessary.
Current Department practices are approved by the federal Food Nutrition Service.

6. We disagree with the issue of improving EBT Card Inventory Control. The Department
has established its procedures and practices to facilitate delivery of services to our clients.
The auditor’s recommendation, to limit access to EBT cards by supervisors, would be
onerous in many cases, and would create a poor environment for service delivery. The
only other option would be to have the contractor issue the cards which would result in
significant time delays.

7. This recommendation calls for a cost-analysis for EBT card replacement. We have
already considered this and detailed, above, our reasons for not charging a fee for EBT
replacement cards.

8. This recommendation to have the EBT coordinator work with the Office of Information
Technology to improve transaction reports will be considered.

9. This recommendation will be considered once a 3™ EBT person is hired for the Unit.
10. This recommendation suggests regular reviews of authorized user lists to ensure

system security. We have indicated that we will follow-up with the security officer and the
contractor to ensure that an accurate user list is maintained.
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ATTACHMENT 4

LINDA LINGLE AEOF s, LILLIAN B. KOLLER, ESQ.
GOVERNOR A erreact s DIRECTOR
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HENRY OLIVA
DEPUTY DIRECTOR

STATE OF HAWAII

DEPARTMENT OF HUMAN SERVICES

P. 0. Box 339
Honolulu, Hawaii 96809-0339

July 30, 2003 T &
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= .
S S 2
T
Ms. Marion M. Higa [
State Auditor Eo o
Office of the Auditor s .
R

465 S. King Street, Room 500
Honolulu, HI 96813-2917

Dear Ms. Higa:

My name is Lucille Caba, I am secretary to Lillian B. Koller, Esq., Director of the Department of
Human Services. I am hand delivering the attachments for the DHS response to your draft
“Audit of the Department of Human Services’ Electronic Benefit Transfer (EBT) Program.” In
my effort to hand deliver the response letter to meet the deadline of July 28, 4:30 p.m., I did not
attach the attachments as requested by Ms. Koller. 1Irealized this morning of my mistake and
want to bring it to you attention and want the attachments as part of the official record. I am
sorry for this inconvenience and hope that you can place the attachment with the response letter
as part of the official record. I apologize for this and hope this will not affect the official

response from DHS.
Should you need to speak to me, please call me at 586-4997.

ffcerely,

Lucille Caba
Secretary
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MARK J. BENNETT

LIN LINGLE A
S3F™GFFICE OF DIRECTOR IOy SRR
DEPT GF HUMAN SERVICES

RICHARD T. BISSEN, JR.
FIRST DEPUTY ATTORNEY GENERAL

STATE OF HAWAN

) STATE OF HAWAII
Zﬂa} JUL - 8 A 3“ DEPARTMENT OF THE ATTORNEY GENERAL
425 QUEEN STREET

Honotuty, Hawar 96813
(808) 586-1500

July 7, 2003

VIA FACSIMILE # 587-0830 AND HAND-DELIVERY

The Honorable Marion M. Higa
State Auditor, State of Hawaii
Office of the Auditor

465 S. King Street, Room 500
Honolulu, Hawaii 96813-2917

Dear Ms. Higa:

At my request, Deputy Attorney Diane Kishimoto has
concluded the first portion of her investigation concerning the
manner in which your auditors obtained certain confidential food
stamp information. Our preliminary investigation reveals that
your office unquestionably obtained information from the
Benefit, Employment and Support Services Division ("BESSD") in
violation of federal regulations relating to food stamps. The
reasons why this occurred are less clear, because the
perspectives and recollections of members of your staff may be
different than the perspectives and recollections of employees
of the Department of Human Services.

Ms. Kishimoto has concluded that in order to complete
her investigation, it is imperative that she be able to
interview Ganson Li, and that it would be helpful were she able
to interview Carrie Nagai, Doug Chun, Tony Smalley, Jan Yamane,
and possibly Melanie Chinen.

I would appreciate it if you would let me know as soon
as possible your position with regard to these interviews. I
would also be happy to meet with you to informally share some of
what Ms. Kishimoto has learned in her investigation.
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The Honorable Marion Higa
July 7, 2003
Page 2

I look forward to hearing from you or speaking with

you about this matter.

Very truly yours,

o

Mark J. Rennett
Attorney General

MJB:jc

CC:

403-1

Lillian B. Kollerv’
Director
Department of Human Services



_United States Department of Agriculture

Office of the Secretary
Washington, D.C. 20250 -

The Honorable Linda Lingle
Govemor of Hawaii

State Capitol
Executive Chambers
Honolulu, Hawaii 96813

Dear Governor Lingle:

I am pleased to advise you that based on Hawaii’s Food Stamp Program (FSP) payment
error rate for fiscal year (FY) 2002, Hawaii will receive additional funding for its

administration of the FSP.

- Under the Food Stamp Act of 1977, if a State’s error rate is 5.9 percent or lower, it is
eligible to receive additional administrative reimbursement for FSP expenses. Hawaii’s
error rate for FY 2002 was 5.03 percent, which increases your enhanced administrative
funding level to 59 percent for that year. The Department of Agriculture will transfer
$1,476,790 to you in the near firture. . '

I personally want to commend you for this achievement and encourage you to continue
your efforts to improve program integrity, program access and the overall administration

of the FSP.

Sincerely,

Erig/M. B0st
Ugrfler Secretary
Food itierT; and Consumer Services

cc: Ms. Lillian B. Koller

An Equal Opportunity Employer
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MARK J. BENNETT
ATTORNEY GENERAL

RICHARD T. BISSEN, JR.
FIRST DEPUTY ATTORNEY GENERAL

LINDA LINGLE
GOVERNOR

STATE OF HAWAII

DEPARTMENT OF THE ATTORNEY GENERAL Coj jb,_;s’ D
‘ Health & Human Services Division * B ~
465 South King Street, Room 200 436 / )
Honoluiu, Hawaii 96813 : -
(808) 587-3050  Fax (808) 587-3077 L/(’* /7/

July 14, 2003

Lillian Koller, Director
Department of Human Services
1390 Miller Street, Room 209
Honolulu, Hawaii 96813

Marion M. Higa

State Auditor

Office of the Auditor

465 S. King Street, Room 500
Honolulu, Hawaii 96813

Re: Office of the Auditor / Access to Department of Human Services' Databases

Dear Ms. Koller and Ms. Higa:

As you know, the Office of the Auditor (“Auditor”) had requested unfettered access to the
Department of Human Services’ (“DHS”) databases: the Hawaii Automated Welfare
Information System (HAWT”) and Child Protective Services System (“CPSS”), in order to
conduct an audit of DHS. The Hawaii State Constitution places a duty upon the Auditor to
conduct audits, and state law authorizes the Auditor to access the information necessary to

-perform such audits. However, federal and state laws clearly require DHS to maintain the

confidentiality of information contained in HAWT and CPSS, and to limit the purposes for which
such information may be disclosed. We have analyzed the laws authorizing the Auditor to access
information and the laws that require DHS to keep information confidential. With respect to
HAWI, because disclosure to the Auditor of information obtained from food stamp applicants
and recipients is not authorized by federal law, and because the design of the HAWI program
prevents DHS from separating protected food stamp information from other non-protected
information, DHS cannot provide the Auditor unfettered access to HAWI However, DHS may
provide the necessary information to the Auditor in redacted form. With respect to CPSS, state
law specifically requires that reports on child abuse remain confidential. Thus DHS may not
permit the Auditor to have unfettered access to CPSS. However, DHS may provide the
necessary information to the Auditor in redacted form.
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L ACCESS TO HAWI.

The HAWI database contains information on all DHS federal and state financial
programs: Aid to the Aged, Blind and Disabled (AABD); General Assistance (GA); Temporary
Assistance to Needy Families (TANF); Temporary Assistance to Other Needy Families
(TAONF); Medicaid; Quest; Food Stamps; and Child Care. The federal programs, TANF,
Medicaid, and Food Stamps, are governed by federal law, the state programs by state law.
According to DHS, information in the HAWT database is organized by case only, not by program,
and it is impossible to restrict access to only certain cases. Additionally, for each case, it is
impossible to restrict access to only certain financial assistance programs. Therefore, once a
person is provided access into the HAWTI system, that person would be able to access all DHS
financial assistance programs.

A. State Law.

1. Hawaii State Constitution. The Hawaii State Constitution provides that “[i]t
shall be the duty of the auditor to conduct post-audits of the transactions, accounts, programs
and performance of all departments, offices and agencies of the State and its political
subdivisions . ...” Haw. Const. art. VII, § 10.

2. Section 23-5, HRS. Section 23-5, Hawaii Revised Statutes (“HRS”), provides
that the Auditor “may examine and inspect all accounts, books, records, files, papers, and
documents and all financial affairs of every department, office, agency, and political
subdivision.” § 23-5, HRS (2002 Supp.).

3. Section 346-10, HRS. Section 346-10(a), HRS, provides that DHS maintain
records and that all “records concerning any applicant or recipient shall be confidential. The use
or disclosure of information concerning applicants and recipients shall be limited to: ....” §
346-10(a), HRS.

4, Section 346-11, HRS. Section 346-11, HRS, provides that

Any person, including any person acquiring information through inspection
permitted the person or another under section 346-10, who, knowing the
information to have been acquired from the confidential records or files of the
department of human services, intentionally divulges the same other than as
authorized by law, or who intentionally and knowingly aids or abets in the
inspection of such applications or records by any person unauthorized to inspect
the same under this chapter or other provisions of law, shall be guilty of a
violation.

§ 346-11, HRS.
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5. Section 17-601-3(c)(6), HAR. Hawaii Administrative Rules (“HAR”) section
17-601-3(c)(6) authorizes disclosure of DHS financial assistance records for audit purposes.

Therefore, with respect to DHS state financial assistance programs, access to such
information by the Auditor is permitted. However, HAWI contains information on both federal
and state financial assistance programs, and DHS is required to operate in accordance with the
applicable federal laws.

B. Federal Law.

1. TANF. The protection of TANF information is governed by 45 CFR
section 205.50. Pursuant to this federal regulation,

A State plan for financial assistance under title IV-A of the Social Security Act,
must provide that:

(1) Pursuant to State statute which imposes legal sanctions:

(1) The use or disclosure of information concerning applicants and recipients will
be limited to purposes directly connected with:

* % %
(E) Any audit or similar activity, e.g., review of expenditure reports or financial
review, conducted in connection with the administration of any such plan or
program by any governmental entity which is authorized by law to conduct such
audit or activity.

koK Ok
(i11) Disclosure of any information that identifies by name or address any applicant
or recipient to any Federal, State, or local committee or legislative body other than
in connection with any activity under paragraph (a)(1)(i)(E) of this section is
prohibited.

45 CFR § 205.50(a). Federal law requires DHS to provide access to TANF records for audit
purposes. Hawail Administrative Rules section 17-601-3(c)(6) authorizes disclosure of DHS
financial assistance records for audit purposes. Therefore, with respect to TANF, a DHS
financial assistance program, access by the Auditor is permitted.

2. Medicaid. The disclosure of Medicaid information is governed by 42 CFR

section 431.300, et seq. Pursuant to this federal regulation,

A State plan must provide, under a State statute that imposes legal sanctions,
safeguards meeting the requirements of this subpart that restrict the use or
disclosure of information concerning applicants and recipients to purposes directly
connected with the administration of this plan.
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42 CFR § 431.301. Federal law does not prohibit access by the Auditor, but requires DHS to
restrict access appropriately. Hawaii Administrative Rules section 17-1702-5(e) authorizes the
disclosure of Medicaid records for audit purposes. Therefore, with respect to Medicaid, access
by the Auditor is permitted.

3. Food Stamps. The protection of information regarding the Food Stamp
program is governed by 7 CFR section 272.1(c), which requires that

[u]se or disclosure of information obtained from food stamp applicant or recipient
households shall be restricted to: . . .

7 CFR section 272.1(c). The regulation lists parties who are authorized to receive information
regarding food stamp applicants and recipients. Disclosure to the “Comptroller General’s Office
of the United States for audit examination authorized by any other provision of law” is permitted.
7 CFR section 272.1(c)(v). However, disclosure to a state government office for audit
examination is not specified as a permitted disclosure. Pursuant to 7 CFR section 276.1, failure
to comply with the food stamp regulations could result in a suspension or disallowance of federal
reimbursement for the state agency’s administrative costs. ‘

There appears to be a conflict between the federal law, 7 CFR section 272.1(c), which
restricts disclosure of information regarding food stamp applicants and recipients, and (i) article
VII, section 10 of the Hawaii State Constitution, which requires the Auditor to conduct audits,
(11) section 23-5, HRS, which authorizes the Auditor to access such information for the purpose
of conducting such audits, and (iii) section 17-601-3(c)(6), HAR, which authorizes disclosure of
DHS financial assistance records for audit purposes.

Here, despite the seeming conflict, 7 CFR section 272.1(c) does not prevent the Auditor
from conducting audits, nor does it prevent the Auditor from accessing information necessary to
prepare such audits. Rather, 7 CFR section 272.1(c) simply limits the manner in which the
Auditor may access the necessary information. Because information in HAWI is organized by
case, once access to HAWT is provided, it would be impossible for DHS to prevent access to the
protected food stamp information. Therefore, in order to comply with federal law, DHS must
prohibit the Auditor from having unfettered access to HAWI. DHS is not, however, prohibited
from providing information to the Auditor after redacting references to the protected food stamp
information, so that the Auditor may conduct her audit.

IL ACCESS to CPSS.

The CPSS database contains child abuse and neglect reports and records, as well as
information on all child protective court proceedings.
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A. Federal Law.

DHS’ Child Welfare Services Branch is regulated in part by the U.S. Department of
Health and Human Services. Specific to DHS” Child Welfare Services Branch are federal
regulations found in subchapter E of Title 45, Administration for Children, Youth and Families:

Child Abuse and Neglect Prevention Treatment Program. Pursuant to 45 CFR section
1340.14(1), a state may, by statute, authorize disclosure to

[a]n appropriate State or local official responsible for
administration of the child protective services or for oversight of
the enabling appropriating legislation, carrying out his or her
official functions.

45 CFR § 1340.14(1)(2)(x) (emphasis added). Thus, federal law permits disclosure to the
Auditor if provided for by state statute. Federal law does not require disclosure to the Auditor.

B. State Law.

As stated above, article VII, section 10, of the Hawaii State Constitution and section 23-5,
HRS, require the Auditor to conduct audits and authorizes access to necessary information,
respectively. However, the respective constitutional and legislative history does not indicate that
such duty and authority remain without limitation. There are several state statutes specific to
DHS that limit access to DHS records, including sections 346-10(b), 350-1.4, and 587-81, HRS.

L. Section 346-10(b), HRS. Section 346-10(b), HRS, states

[d]isclosure to any committee or legislative body (federal, state, or local) of any
information that identifies by name and address any such applicant or recipient;
and publication of lists or names of applicants and recipients shall be prohibited.

§ 346-10(b), HRS. Chapter 346 does not define “legislative body,” nor is it defined in Hawaii
case law." However, the term has been defined as a “body which declares policy and makes
provisions for ways and means of accomplishing declared policy.” 24A Words and Phrases
“Legislative Body” (Supp. 2002). If the Auditor is a legislative body, then direct access by the
Auditor to CPSS is prohibited, as direct access would allow the Auditor to have “information
that identifies by name and address any such applicant or recipient;” clearly a violation of section
346-10(b), HRS.

! Chapter 89, HRS, Collective Bargaining in Public Employment, defines “legislative body” as “the legislature in the
case of the State, including the judiciary, the department of education, the University of Hawaii, and the Hawaii
health systems corporation; the city council, in the case of the city and county of Honolulu; and the respective county
councils, in the case of the counties of Hawaii, Maui, and Kauai.” § 89-2, HRS (Supp. 2002). This specific
definition is likely applicable only to chapter 89, HRS.
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Pursuant to article VII, section 10, of the Hawaii State Constitution, the Auditor is
appointed by the Hawaii State Legislature and “shall also make such additional reports and
conduct such other investigations as may be directed by the legislature.” Additionally, “funds for
the support of the auditor’s office shall be provided for in the act providing for the expenses of
the legislature.” § 23-3, HRS. Thus, the Auditor is seemingly a part of the legislative branch of
government. However, it is unlikely that the Auditor would be considered a “legislative body,”
as the Auditor is not a “body which declares policy.” Therefore, although not entirely certain, it
is unlikely that section 346-10(b), HRS, would prohibit access by the Auditor to CPSS.

2. Section 350-1.4, HRS. Pursuant to section 350-1.4, HRS,

(a) All reports to the department concerning child abuse or neglect made pursuant
to this chapter, as well as all records of such reports, are confidential. The
director may adopt rules, pursuant to chapter 91, to provide for the confidentiality
of reports and records and for the authorized disclosure of reports and records.
Any person who intentionally makes an unauthorized disclosure of a report or
record of a report made to the department shall be guilty of a misdemeanor.

(b) Every reasonable good faith effort shall be made by the department to maintain
the confidentiality of the name of a reporter who requests that the reporter’s name
be confidential.

(c) Notwithstanding subsection (a) and section 346-10, the director may adopt
rules pursuant to chapter 91 to provide for the release of information required by
federal statute or regulation.

§ 350-1.4, HRS. CPSS contains information on child abuse and neglect reports. Pursuant to
section 350-1.4, HRS, such information is confidential and may only be released pursuant to
rules adopted in accordance with chapter 91, HRS. There are no Hawaii administrative rules that
permit disclosure of CPSS information to the auditor. Section 17-920.1-8(c)(9), HAR,
authorizes disclosure to

State and local officials responsible for administration of child protective services
programs, legislation or registration in order to carry out official functions.

§ 17-920.1-8(c)(9), HAR. However, the Auditor is not "responsible" for the "administration,"
"legislation," or "registration" of the child protective services program; therefore access to the
Auditor is not provided for in the rules. As such, providing the auditor unfettered access to
CPSS would violate section 350-1.4, HRS, until appropriate rules are adopted. However, section
350-1.4, HRS, does not prohibit DHS from providing the necessary information to the Auditor
after the protected information has been redacted.
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3. Section 587-81, HRS. Pursuant to section 587-81, HRS,

The court shall keep a record of all child protective proceedings under this

chapter. The written reports, photographs, x-rays, or other information of any
nature which are submitted to the court may be made available to other

appropriate persons, who are not parties, only upon an order of the court after the
court has determined that such access is in the best interests of the child or serves
some other legitimate purpose; provided that the department may disclose,
without order of the court, such information as is in the court record in the manner
and to the extent as is set forth in departmental rules that have been legally
promulgated and concern the confidentiality of records; provided that:

(1) The department shall not disclose parties’ names to researchers without prior
order of the court; and;

(2) The department shall report each disclosure to the court and all parties as part
of its next report to the court after the department has disclosed information
pursuant to this section.

§ 587-81, HRS. CPSS contains information on child protective proceedings. Pursuant to section
587-81, HRS, such information may be released by DHS only in accordance with rules adopted
pursuant to chapter 91, HRS. There are currently no Hawaii administrative rules that permit
disclosure of information regarding child protection proceedings. As indicated above, section
17-920.1-8(c)(9), HRS, does not authorize disclosure to the Auditor. Therefore, unless and until
an appropriate rule is adopted, unfettered access to CPSS by the Auditor is prohibited. DHS is
not, however, prohibited from providing information to the Auditor and may provide the
necessary information after redacting all references to the protected information.

1. CONCLUSION.

With respect to HAWI, federal law prohibits the Auditor from accessing information
regarding food stamp applicants and recipients. Access to the remaining financial assistance
programs is permitted. However, if the Auditor were granted access to HAWI, there would be no
way to prevent the Auditor from accessing information on food stamp recipients and applicants.
Therefore, unfettered access to HAWI must be prohibited.

With respect to CPSS, state law expressly prohibits disclosure of information contained
therein unless permitted by Hawaii administrative rules. There are no Hawaii administrative
rules that provide for disclosure of such information to the Auditor. As such, unfettered access
by the Auditor to CPSS is prohibited unless and until an appropriate rule is adopted.

The foregoing restrictions to providing the Auditor unfettered access to HAWI and CPSS
do not bar the Auditor from carrying out her constitutional duty nor do they prevent the Auditor
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from accessing the necessary information. DHS may provide the necessary information to the
Auditor, albeit in redacted form.

Very truly yours,
Candace J. Park
Deputy Attorney General

APPROVED:

Tl f

MARK J. BENNETT
Attorney General
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LINDA LINGLE MARK J. BENNETT

GOVERNOR ATTORNEY GENERAL
: RICHARD T. BISSEN, JR.
STATE OF HAWAIl FIRST DEPUTY ATTORNEY GENERAL
DEPARTMENT OF THE ATTORNEY GENERAL
425 QueeN STREET
Honowuiy, Hawas 96813
(B0B) 566-1500
July 18, 2003
VIA FACSIMILE

Kerry M. Komatsubara, Esq.
Furutani Sato & Komatsubara
Suite 600, Central Pacific Plaza
220 South King Street
Honolulu, Hawaii 96813

Dear Mr. Komatsubara:

Re: State Auditor’s Access to DHS Databases

Thank you for your Jetter of July 9, 2003. ] understand that you met on J uly 16 with
Deputy Attorneys General Diane Kishimoto and Heidi Rian and that your discussion with them
covered many of the points you raise in your letter. T would like to confirm that discussion and
address some issues that may not have been raised at the meeting.

1. Scope of audit. DHS personnel did not expect that an audit of the EBT system would
entail a review of food stamp information. This expestation is reasonable and understandable. The
EBT system is the means by which certain public assistance benefits, mcluding food stamp
benefits, are issued. It is not the process by which eligibility for food stamps and other public
assistance benefits is determined. The Auditor’s letter of January 13, 2003, to Patricia Murakami,
then acting director of the Department of Human Services, says only that “[t]he objectives of the
audit are to: 1. Assess the adequacy of the department’s procedures and safeguards to reduce
unauthorized benefits and inaccurate data. 2. Assess the department’s effectiveness in '
administering the electronic benefit transfer program. 3. Make recommendations as appropriate.”
It would be difficult for anyone reading the January 13 letter to conclude that the Auditor would be
reviewing the food stamp program jtself.

Why does the scope of the audit matter? First, DHS was not able to raise its concerns about
the propriety of the Auditor’s review of the food stamp program early enough to affect the planning
and preparation for the audit. Second, the Auditor’s lack of clarity in communicating her
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objectives impeded DHS’ right (which the Auditor acknowledges) to properly safeguard restricted
information. If line workers did not redact all restricted food stamp information, it was because .
they did not know that the Auditor’s staff would be Jooking at records containing restricted
information. Properly sanitizing records is very labor intensive but can be done with adequate

staffing and advance notice. :

2. Confidential information.

You are correct that our concem is the confidentiality of restricted information under
federal law. For present purposes we are focusing on the EBT audit, which raises the issue of
restricting access lo information “obtained from food stamp applicant or recipient households”
under 7 CFR section 272.1(c). We have not had the opportunity to look into the type of Child
Protective Services system (“CPSS™) information which the Auditor requested or to which her staff

may have had access. ‘

a. Obligation to keep confidential. You are also correct that DHS has the responsibility to
prevent unauthorized access to information “obtained from food stamp applicant or
recipient households.” However, we understand that there were extensive discussions at
the supervisory leve] between DHS and the Auditor’s office concerning access to food
stamp information in connection with the CPSS audit. DHS informed the Auditor of the
federal prohibition against providing her staff access to food stamp information. We do
not know yet to what extent the staff member conducting the EBT audit was aware of this
prohibition. We do know that he insisted on being given restricted inforination, such as
food stamp program case files, afier he had been told that he could not see it But even if
the Auditor is not charged directly with restricting access to food stamp information, we
question whether it is proper for the Auditor’s staff to insist on obtaining it after
supervisory personnel in her office were informed of the regulation prohibiting access.
We believe, as your letter implies, that this knowledge does require the Auditor’s office
to refrain from obtaining and using restricted information. ‘

At your request, Ms. Kishimoto is sending you (separately) a list of the questions
that we need answered by the staff member who conducted the audit. It will include
the question of what he knew about the confidentiality of this information. As Ms.
Kishimoto mentioned to you, it is important for us to determine what happened-in
this instance so that we can.avoid similar problems in the future. 1believe it is
necessary for her to interview him in person and would appreciate your assistance in
making him available. ~ '

b. Redaction of records. As we explain in our July 14, 2003, letter to the Auditor and
to the Director of the Department of Human Services, sent on J uly 16, protected
records may be provided to the Auditor and her staff in redacted form. This was:
done in some DHS offiges that the Auditor’s staff visited for the EBT audit, but not
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in others. To the extent that the Auditor’s staff has any copies of documents, or ‘
personal notes, that include restricted information, we ask that those documents be
returned to us. We will ask DHS staff to redact them and return them to you.

¢. No applicant or recipient information in report; DHS response to drafl report. Like
you, we did not identify any restricted information in the draft report itself,
However, we carmot agree on DHS” behalf to the publication of the draft report in
its current form. Because attention has been focused on the issue of aceess to
restricted information, DHS has not yet had the opportunity to respond to the
substance of the report. It shiould have that chance. We anticipate that the response
will be ready by July 26 and are confirming that date with our client.

d. No agreement regarding audit of food stamp program.

1. You are correct that there is no execuled agreement conceming the Auditor’s access
to food stamp program information.

2. The Auditor’s staff was advised about the federal restriction on access to
food stamp program information. There were extensive discussions between
the Auditor’s office and DHS about access to food stamp program
information in connection with the audit of the CPSS. DHS persoriniel made
it very clear to the Auditor’s staff that access to the database containing food
stamp information could be allowed only if the focus of the audit was not
the food stamp program, and that food stamp program information was
restricted. The discussions were in connection with the CPSS audit and not
the EBT audit, but this does not change the fact that the Auditor was on '
notice about the restriction. DHS personnel did not raise the issue with
respect to the EBT audit at the time of the CPSS audit discussions because
they did not know that the EBT audit would entail review of food stamp
information.

Although we would still like to talk to the staff member who conducted the EBT audit,
based on what we know now the problems in this case seem to have developed for two reasons.
First, there was no clarity over what the EBT audit would include. Second, because of the Jack
of clarity, the issue of restricted access to food stamp information was not resolved early enough
for the audit to proceed smoothly. We support your suggestion that the Auditor develop an

‘approach to audits that would avoid these difficulties. Early and specific identification of the
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information required for the audit w_ou’l& be essential. Our client
to identify and explain any legal barriers that could restrict free a

Very truly yours,

Mark J. Bennett
. Attorney General

c: Hon. Lillian Koller
Diane Kishimotov”™
Heidi Rian
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FURUTANI SATO & KOMATSUBARA

ATTORNEYS AT LAW
MILES B. FURUTANI SUITE 600, CENTRAL PACIFIC PLAZA TELEPHONE
PAUL H. SATO 220 SOUTH KING STREET (808) 528-1000
KERRY M. KOMATSUBARA HONOLULU, HAWAII 96813 F ACSIMILE
(808) 523-5550

July 9, 2003

Sent by telefax (587-3077)

The Honorable Mark J. Bennett
Attorney General

State of Hawaii

465 South King Street, Room 200
Honolulu, Hawaii 96913

Re: State Auditor's Access to DHS Databases

Dear General Bennett:

We represent the Office of the State Auditor ("Auditor") regarding the above-
referenced matter and are responding to Lillian Koller’s letter of May 15, 2003, and your
letter of July 7, 2003, both addressed to the Auditor. We have reviewed your letter, Ms.
Koller's letter and the February 3, 2003 Memorandum from Candace J. Park, Deputy
Attorney General, to Melanie Chinen, Deputy Chief of Staff of the Office of the
Governor and respond as follows":

RESPONSE TO KOLLER LETTER

1. Scope of Audit. Initially, we note that the Auditor initiated the audit
of the State of Hawaii Department of Human Services ("SDHS") as part of its continuing
obligation to audit the transactions, accounts, programs and performance of all
departments, office, and agencies of the State. See, Section 23-4, Hawaii Revised
Statutes. The purpose of this audit was to assess the "department’s effectiveness in
administering the EBT system.” As noted on Page 1 of the draft report, after auditing
the SDHS’s EBT system, the Auditor became concerned that "the department’s
decreasing food stamp payment accuracy rating and previously cited management
control deficiencies raise concerns that these deficiencies may affect the EBT system’s
effectiveness.” As such, this audit was, among other things, a follow up on two prior
audits of SDHS which revealed significant problems in the SDHS’s management
controls in connection with the operation of its EBT system. See, Report No. 94-5,
Financial Audit of the Department of Human Services, and Report No. 98-14, Financial
Audit of the Department of Human Services. Thus, the Auditor feels that the scope of

* We apolegize for the delay in responding to Ms. Koller’s letter. The staff person most
familiar with this audit was on extended family leave and only recently returned.

2 "EBT" means the SDHS’s Electronic Benefit Transfer system used to distribute Federal
Food Stamp program benefits.
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its current audit is appropriate since it builds upon prior audit reports concerning, among
other things, SDHS’s management of its programs.

2. Confidential Information Issue. Other than to note that the
Auditor’s draft report "has raised serious legal issues of Federal law that must be
addressed prior to publication of [the] report," there is nothing in Ms. Koller's May 15,
2003 letter which attempts to outline the substantive federal law issues that concern the
SDHS with respect to the report. Subsequently, we received a copy of Ms. Park’s
memorandum of February 3, 2003, and we concluded that Ms. Park was concerned
about the disclosure of information to the Auditor which should have been kept
confidential by the SDHS.® Please advise us immediately if we are incorrect in our
assumption that these confidentiality concerns are the "serious issues of Federal law
that must be addressed" prior to the issuance of the Auditor’s report.

Based on the assumption that your only concern is the preservation
of the confidentiality of applicant or recipient provided information, we advise you of the
following in connection with the audit of the EBT Program of which the Hawaii
Automated Information System (HAW!") is a part thereof:*

a. Obligation to Keep Confidential. We understand that
pursuantto 7 C.F.R. 272.1(c), it is the obligation of the SDHS to keep certain
information "obtained from food stamp applicant or recipient households" confidential
and to restrict access to the same to certain specific parties, which may not include the
Auditor. Thus, the Auditor is not the person or entity that is charged with restricting
access to information on HAWI or EBT — it is the SDHS.® In fact, the Auditor, in
conducting its audit and obtaining information necessary for it to complete its audit,
assumes that all information (unless it is specifically advised that it is confidential) is not
confidential to the Auditor and can be used by the Auditor for audit purposes.®
Therefore, the Auditor has not violated any federal law to which it may be subject and

3 Ms. Park outlined two areas of concern. The first was with respect to the Federal Food
Stamp program, which was the subject of your letter. The second was the CPSS (Child Protective
Services System) EBT system. The CPSS matter was not raised in your letter so we and the Auditor
assume that the CPSS matter need not be addressed in this letter.

4 HAWI is, among other things, the SDHS'’s food stamp system.

5 We understand that 7 U.S.C. Section 2020(e)(8) requires that each State plan of
operation provide for "safeguards which limit the use or disclosure of information obtained from applicant
households.” Since this duty is particular to the SDHS, the Auditor, unless specifically advised by the
SDHS, has no knowledge of the same. ,

6 The Auditor keeps its work papers confidential and, to the extent that information is
provided but is not used as part of its audit report, any information provided to the Auditor would be kept
confidential subject to applicable law.

57



58

The Honorable Mark J. Bennett FuruTani SATO & KoOMATSUBARA
July 9, 2003 ATTORNEYS AT LAW

Page 3

has no "serious issues of Federal law that must be addressed" prior to the issuance of
its report. ,

b. SDHS Personnel Redacted Records. We have been
informed by the audit staff responsible for this audit that the Auditor did not object to the
the SDHS staff's redacting of its records which contained information provided by
individual applicants or recipients. In other words, the SDHS, apparently in an attempt
to comply with its obligations under federal law, provided information and documents to
the Auditor with all information obtained from applicants or recipients (such as name,
address and social security number) removed or blacked out. The Auditor then
justifiably assumed that all remaining portions of the documents or information could be
used as part of its audit of the SDHS’ EBT system without limitation pursuant to Chapter
23, Hawaii Revised Statutes. Therefore, to the extent that the SDHS inadvertently
violated federal law, the Auditor is willing to cooperate with the SDHS in ameliorating
the effect of any such violation so long as it does not delay the finalization and issuance

of its audit report.

C. No Applicant or Recipient Information. After receipt of Ms.
Koller's letter and upon review of the draft report, it is apparent that no information
"obtained from food stamp applicants or recipient households" was disclosed in the
draft report provided to you. As we read 7 C.F.R. 272.1(c), not all information
concerning food stamps is confidential - it is only information provided by either an
applicant for or recipient of food stamp benefits that is deemed confidential and
restricted as to use or disclosure. Much, if not all, of the information used in the audit
and the report concern the management and financial performance of the SDHS. In
fact, much of the information (such as error rate, rank and enhanced funding for prior
years) are readily available to the public and published by the United States
Department of Human Services ("DHS"). Therefore, unless you can point out
specifically what confidential information was obtained, used and would be published by
the Auditor in its audit report, the Auditor will, in accordance with the Auditor's schedule,
release the report in its present form.

d. No Agreement Regarding Audit of Food Stamp Program. In
her memorandum, Ms. Park in Footnote 1 on Page 2, states that the U.S. Department
of Agriculture authorized the SDHS to allow the Auditor to "access HAWI, with the
understanding that the State Auditor is not going to be viewing the food stamp program
information and would not make any findings with respect to the food stamp program.”
She goes on to state that "the proposed agreement between [SDHS] and the State
Auditor would serve to assure [SDHS] that the State Auditor would not view or utilize
the food stamp records contrary to the U.S. Department of Agriculture’s request.” In
connection with Ms. Park’s statement, we note:

(1) No agreement regarding the production of information
and documents by the SDHS was finalized. The Auditor’s staff advised that no such
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agreement was ever executed by the Auditor. However, if such an agreement was, in
fact executed, we would appreciate your sending a copy to us.

(2)  The draft agreement provided to us by the Auditor's
staff does not refer to or outline the nature and extent of the U.S. Department of
Agriculture’s authorization to allow access to HAWI by the Auditor’s staff. In fact, there
is no mention in the draft agreement that the Auditor would have no access to food
stamp program information and would not be making any findings regarding the food
stamp program.” If there was, the Auditor would have objected to the same.

(3)  Finally, the Auditor’s staff could not recall being
advised by any SDHS personnel, either at the initiation of the audit or during the State
Auditor’s field work, that the Auditor and its staff would not be allowed access to food
stamp information and would not be allowed to report its findings on the EBT program,
including the food stamp program portion of the EBT program. This is consistent with
the Auditor’s prior experience with its 1994 and 1998 audits of the SDHS where the
food stamp program was one of the programs audited and in which management
problems surfaced. It would be inconceivable for the Auditor to audit the EBT system
without focusing on the management and other issues raised in its prior reports. Thus,
at no time did anyone at SDHS advise the Auditor or its staff that it could not review or
report on the EBT program, including the food stamp program portion of the EBT
program.

RESPONSE TO BENNETT LETTER

With respect to the matters addressed in your letter of July 7, 2003, | note that
the Auditor, as noted above, disagrees with your statement that the Auditor
‘unquestionably obtained information from the Benefit, Employment and Support
Services Division ("BESSD”) in violation of federal regulations relating to food stamps.”
To the extent that any information was provided by BESSD to the Auditor, the Auditor
and its staff assumed that such information could be provided to the Auditor and to the
extent that information could not be provided the BESSD personnel would either redact
the information (as was done in several instances) or would refuse to provide the same.
Thus, any intimation that the Auditor or its staff violated any federal regulations is
unfounded. This is simply because it is the obligation of the BESSD to protect the
confidentiality of information that must be protected.

In any event, | have been authorized to meet with Ms. Kishimoto to discuss her
preliminary findings. | note, however, that the meeting must be scheduled prior to close

7 The draft agreement only cites to 7 C.F.R. 272.1(c) without explanation. However, as
noted above, 7 C.F.R. 272.1(c) refers to the SDHS'’s obligation to keep certain information provided by
applicants or recipients confidential. There is no general provision regarding keeping all food stamp
information and documents confidential.
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of business on July 14 if you wish the meeting to occur prior to the release of the report
in final form.

Given the foregoing, the Auditor, unless further information or clarification is
received immediately or a meeting with Ms. Kishimoto is scheduled, will finalize and
issue its report. Thus, unless we hear from you by the close of business (4:30 p.m.) on
July 14, 2003, we will assume that the foregoing adequately responds to the concerns
raised in Ms. Koller's May 15, 2003 letter and your letter of July 7.

If you have any questions, please do not hesitate to contact me.
Very truly yours,

Furutani Sato & Komatsubara
Attorneys at Law

Z;( =
By & —1. ©

Kerry M. Komatsubara

cc: Diane Kishimoto, Esq. (sent by telefax 587-3077)

d:\kmk\forms\office\letterhd.3
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Sent by telefax (586-1239)

The Honorable Mark J. Bennett
Attorney General

State of Hawaii

465 South King Street, Room 200
Honolulu, Hawaii 96913

Re: State Auditor's Access to DHS Databases

Dear General Bennett:

We represent the Office of the State Auditor ("Auditor”) regarding the above-
referenced matter and are responding to your letter of July 14, 2003, addressed to Ms.
Lillian Koller and the Auditor.

| met with Diane Kishimoto and Heidi Rian yesterday morning to discuss the
issues relating to the Auditor's access to DHS databases. The focus of our discussion
was on the Federal Food Stamp program since it seemed that your concern was with
the Federal Food Stamp information that was disclosed to the Auditor and not the
information regarding CPSS. Thus, we are responding to the Federal Food Stamp
aspect of your July 14, 2003, letter.

First, we wish to clarify the meaning of “protected” information. Itis my
understanding after my meeting with Diane Kishimoto and Heidi Rian that the
“protected” or “confidential” information is limited to the information regarding the
eligibility of applicants for food stamp benefits. Thus, the information within the HAWI
program that identifies the food stamp applicant (e.g., name, address, social security
number and any other information that may identify the applicant) and the applicant’s
financial status (e.g., income, assets, liabilities and dependents) is the information
which you seek to have redacted. Please be advised that the Auditor does not
disagree with this procedure.

Second, we wish to correct the mistaken belief that the Auditor “requested
unfettered access to the Department of Human Services’ (“DHS”) databases .. .." As
stated in my letter of July 9, 2003, we have been informed by the audit staff responsible
for this audit that the Auditor did not object to the DHS staff’'s redacting of its records
which contained information provided by individual applicants or recipients.
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Thank you very much and please feel free to contact me if you have any
questions or further comment.

Very truly yours,

Furutani Sato & Komatsubara
Attorneys at Law

5y = se=

Kerry"M. Komatsubara

cc: Diane Kishimoto, Esq. (sent by telefax 586-1239)
Heidi Rian, Esq. (sent by telefax, 587-3077)

d:\kmk\forms\office\letterhd.4
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August 4, 2003

Sent by Telefax, 587-~3077

Heildi M. Rian, Esqg.

Supervising Deputy Attorney General
456 South King Street, Room 200
Honolulu, Hawaii 96813

Re: Audit of the Department of Human
Services’ EBT Program

Dear Ms. Rian:

I am writing to you to respond to portions of Ms. Lillian
Koller’s letter of July 28, 2003, to Ms. Marion Higa (“State
Auditoxr”).

Regarding Ms. Koller’s statement in the first sentence of
the second paragraph that “the Attorney General’s preliminary
investigation revealed that your office ‘unquestionably obtained
information from the Benefit, Employment and Support Services
Division (‘BESSD’) in violation of federal regulations relating
to food stamps,’” we wish to point out the following:

1. Although Ms. Koller’s statement recognizes that
the Attorney General’s investigation is
“preliminary,” we would like to make known that
the State Auditor has disputed from the very
beginning many of the claims and intimations of
the Attorney General’'s preliminary findings.

2. The Attorney General is still in the process of
working with the State Auditor’s staff to hear the
State Auditor’s “side of the story.” Thus, the
State Auditor believes that there was unjustified
haste in making preliminary determinations on this
matter by the Attorney General.

3. Although carefully worded, Ms. Koller’s statement
may give the wrong impression to others that the
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State Auditor violated federal regulations and
that this was revealed by the Attorney General’s
investigation. This is hardly the case here. As
discussed below, if there is any violation of
federal law, it is the wviolation of DHS and not
the State Auditor.

With respect to Ms. Koller’s point in the second sentence of
the second paragraph that “failure to comply with the food stamp
regulations could result in a suspension or disallowance of
federal reimbursement for state agency’s administrative costs,”
we would like to make clear that it is DHS’s obligation to comply
with the food stamp regulations and any intimation that the State
Auditor has the responsibility to comply with the food stamp
regulations is wrong. Of course, the State Auditor will
cooperate with DHS in its efforts to comply with the food stamp
regulations, but the compliance responsibility is with DHS and
the State Auditor has been relying upon DHS to ensure compliance
and provide guidance in order to avoid any compliance violation.

Ms. Koller is incorrect in her statement in the third
paragraph of her letter that “[t]lhe Attorney General’s
investigation is still on-going and awaiting your [State
Auditor’s] response to his request to interview a key staff
member from your office to determine the reasons why this
violation of federal regulations occurred.” As you know, Ms.
Diane Kishimoto promised to provide me with a list of the
specific concerns that the Attorney General has regarding the
actions of the State Auditor’s staff in performing the EBT Audit.
After this list is provided to me, I will discuss the list with
the State Auditor’s staff and then determine the next course of
action to be taken. Thus, at the present time the State Auditor
and I are awaiting Ms. Kishimoto’s list and any delay to the
completion of the Attorney General’s investigation is not due to
the inaction of the State Auditor. Please advise Ms. Koller of
her error.

Furthermore, we disagree with Ms. Koller’s statement in the
fourth paragraph of her letter of July 28, 2003, where she
states, “As the Attorney General noted ‘the Auditor’s lack of
clarity in communicating her cbjectives impeded DHS’ right (which
the Auditor acknowledges) to properly safeguard restricted
information.’” It is disingenuous to claim that DHS’ error, if
any, in not properly safeguarding restricted information occurred
as a result of “the Auditor’s lack of clarity in communicating
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her objectives.” It should be noted that some of the restricted

information were redacted from the DHS records, and thus it
becomes obvious that the State Auditor’s objectives were
sufficiently clear for this redaction to have taken place. Why
all other restricted information were not redacted is something
the State Auditor cannot answer; however we think that it is
unfair and unwarranted to lay blame with the State Auditor in
this case.

Finally, please be advised that I am not responding to any
of the other statements in Ms. Koller’s letter of July 28, 2003.

The State Auditor and I look forward to receiving Ms.
Kishimoto’s list and to bringing this matter to a final
conclusion.

Very truly yours,
FURUTANI SATO & KOMATSUBARA

o O 5=

Kerfy M. Komatsubara

cc: Diane S§. Kishimoto, Esg. (sent by telefax, 586-1372)

d:\kmk\forms\office\letterhd.met .wpd
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