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FOREWORD

In recent years, an issue among criminal justice agencies has been whether additional

resources are needed to support the State Criminal Justice Information and Identification System
and what direction that system should take. As a result, Act 390, the Supplemental
Appropriations Act of 1988, réquested the Office of the Legislative Auditor to conduct a study
of the program and to recommend a specific course of action. .

In addition, Senate Concurrent Resolution Number 3, Senate Draft 1, was adopted by the
1988 Legislature. It requested that the feasibility of networking the Hawaii Automated
Fingerprint Identification System with systems developed by member states of the Western
Legislative Conference also be examined. This study was prepared in response to the two
legislative requests. ‘

The consultant firm of Wolfe & Associates, Inc., of Albuquerque, New Mexico, assisted us
in the conduct of this study. We join Wolfe & Associates, Inc., in expressing our appreciation
to the many individuals in the county governments as well as the state government for the

cooperation and assistance extended to us during the course of this study.

Newton Sue
Acting Legislative Auditor
State of Hawaii

February 1989
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EXECUTIVE SUMMARY

For many years, the State of Hawaii has been committed to maintaining centralized,
automated records of all criminal offenders, available to all criminal justice agencies, whether
at the state or local level. This system has been administered by the Hawaii Criminal Justice Data
Center (“data center”), along with other centralized support functions. More recently, the State
has initiated a process to procure and implement, on a statewide basis, an automated fingerprint
identification system (AFIS). Such a system has the potential to significantly increase the ability
of the criminal justice system to successfully identify and prosecute criminal offenders.

The Legislature has demonstrated a high level of interest in ensuring the success of both of
the above initiatives. Therefore, through a provision in Act 390 of the Supplemental
Appropriations Act of 1988, the Legislature directed the Office of the Legislative Auditor to
perform a study of the State Criminal Justice Information and Identification Program (ATG231),
as administered by the data center. In addition, Senate Concurrent Resolution Number 3, Senate
Draft 1, also adopted by the 1988 Legislature, requested that the Legislative Auditor study the
feasibility of interfacing Hawaii’s new AFIS with systems developed by member states of the
Western Legislative Conference. This report satisfies both of the above directives.

The report focuses on the following major areas: the role of the Criminal Justice Data
Interagency Board; the organization and operational effectiveness of the data center; the design
and operating effectiveness of the State’s centralized criminal justice information system, known
as the “Offender-Based Transaction Statistics/Computerized Criminal History” (OBTS/CCH)
system; the interfaces and degree of integration between OBTS/CCH and individual agencies’
information systems; the communications network supporting OBTS/CCH; the current
processing environment and potential alternatives, including the use of a computer dedicated
completely to criminal justice systems; and the current AFIS implementation effort, including
the feasibility of connectivity with other western states. A number of significant findings and
recommendations were identified for each of the above areas and are described in the body of
the report. In addition, a coordinated plan of action is presented that would immediately address
concerns and deficiencies in the current systems, and, over the longer term, develop truly
integrated systems to support all criminal justice agencies effectively. This plan of action is
detailed in Chapter 3. Very specific tasks are identified for accomplishment during 1989 and
1990, and a general direction established for later years.

The State faces a crossroads decision. As its highest priority, the State faces a crossroads
decision regarding the board and OBTS/CCH. The board itself is due to expire on June 30, 1989,
under a current sunset clause. Because of its lack of achievements to date, many of its members
question the advisability of extending its term of life. OBTS/CCH is in danger of dying a slower,
but still permanent death, owing to design limitations and inefficiencies, chronic data entry
backlogs resulting in major gaps in criminal records, widespread user dissatisfaction, and an ever-
increasing number of systems development projects at the agency level that circumvent OBTS/
CCH instead of incorporating it into their design. In the absence of a clear strategy, a plan of
action, and a renewal of commitment, the demise of both the board and OBTS/CCH is a -
conceivable development.
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Recommended plan of action. As an alternative to the above scenario, which would be highly
disadvantageous to the State, this report strongly recommends a more active, planned process
that strengthens the board’ s role, commits resources to overcome the deficiencies of existing
systems and achieve effective integration, and attains the full participation of criminal justice
agencies. The action plan that is presented in this report initiates a process to establish a strategic
direction for the State’s criminal justice information systems, defines tasks and projects to be
accomplished, assigns responsibilities, and provides a timetable for completing these efforts.

In regard to the board and OBTS/CCH, basic components of this action plan are as follows:

The board is retained, its membership structure is clarified, and it is granted expanded
authority to set policy and make binding decisions regarding criminal justice information
systems throughout the State. The board would directly oversee activities of the data
center and establish effective user group participation in information systems decisions.
- Enabling legislation is required during the upcoming session, both to extend the life of
the board and increase the scope of its powers and responsibilities as outlined above.

At the outset, effective leadership is provided through the Attorney General to initiate
and oversee the effort envisioned in the action plan. As part of its expanded authority,
the board is expected to eventually assume this leadership role from the Attorney
General.

OBTS/CCH is retained, with several project teams established immediately to resolve
its most significant design and operating deficiencies. This includes efforts to eliminate
the data entry backlogs and establish effective automated interfaces with as many agency
systems as possible. These tasks will occupy much of the first year of the action plan.

A long-range effort is initiated to overhaul OBTS/CCH and develop a more effective
central criminal information system that: (1) achieves integration and compatibility with
agencies’ operational systems and (2) provides complete and timely centralized criminal
history records and statistical reports.

Through both legislative and administrative actions, the State must commit sufficient resources
to implement the action plan, including support of required state and local agency activities at
all levels. Agencies will also need to commit their best efforts to accomplishing the objectives
of the action plan and assisting in the development of an enhanced OBTS/CCH, submerging
personality differences and animosities that may have arisen over the years.

Findings and recommendations from the other areas of review are also incorporated into this
- action plan. For the data center itself, one major finding is that its responsibilities have grown
at a faster rate than resources have been made available to it. Consequently, its effectiveness
at fulfilling both old and new responsibilities has suffered. It is recommended that, after AFIS,
the data center acquire no new responsibilities and instead -concentrate on consolidating its
current functions, improving its level of service, and planning its longer term organizational
direction. In the action plan, the data center plays a key role in facilitating many of the
recommended tasks or projects, but is directly accountable to the board for all of these activities.

xii



Dedicated computer resources. Current computer hardware and data communications
support for centralized criminal justice information systems are found to be adequate in most
respects. Certain recommendations for improvement are identified and incorporated into the
action plan. Over the long term, it may be advantageous for the State to consider establishing
a dedicated computer to support its criminal justice systems, using an established computer
operations site. The action plan includes a step to study the feasibility of establishing a dedicated
computer, once the more urgent problems with OBTS/CCH and the board have been resolved.
Finally, the report finds that significant efforts are already underway to improve data
communications connectivity between criminal justice system users and the major supporting
computer facilities. These efforts are supported and included in the action plan.

AFIS. A partial review of the AFIS selection process indicates that, to date, the State’s
approach has generally been professional and objective. However, some concerns about this
process and the selection result are noted in the report. In particular, the winning vendor
selection appears to complicate efforts to achieve connectivity with other western states. This
is due to the fact that no other western state uses the system that has been selected by Hawaii.
Furthermore, the preliminary findings of this report appear to indicate that the cost effectiveness
of achieving interstate connectivity is questionable at this time. In the action plan, it is
recommended that efforts be concentrated at present on implementing the new AFIS system
throughout the State and developing an effective central support function at the data center.
Only at a later date should attention be focused on achieving connectivity with other states. By
that time, because of efforts underway at the national level to interconnect different automated
fingerprint identification systems, the State of Hawaii may be able to establish connectivity with
other states much more readily, and at less cost, than is now possible.

xiii






Chapter 1

INTRODUCTION

This is a report of our study of the State Criminal Justice Information and Identification
Program (ATG 231 in the State’s formal budget structure), as administered by the Hawaii
Criminal Justice Data Center. The study was conducted by the Office of the Legislative Auditor
and the consultant firm of Wolfe & Associates, Inc. o

The Legislature directed the Legislative Auditor to undertake this study by a provision in
Act 390, the Supplemental Appropriations Act of 1988. In addition, Senate Concurrent
Resolution Number 3, Senate Draft 1, which was adopted by the 1988 Legislature, requested that
the Auditor study the feasibility of interfacing the Hawaii Automated Fingerprint Identification
System (AFIS) with systems developed by member states of the Western Legislative Conference.

Objectives of the Study

The objectives of the‘study were:

1. To identify the nature, scope, and capabilities of existing, developing, and planned
criminal justice information and identification systems of the State and counties.

2. To the extent possible, to identify and assess the nature and scope of interrelationships
of the information systems with each other and the actual and planned interface of these
information systems with the statewide Offender-Based Tranmsaction Statistics/Computerized
Criminal History (OBTS/CCH) system, giving particular attention to user agency operational
needs as well as statewide statistical reporting needs.

3. To identify and assess the nature, scope, and effectiveness of AFIS and determine:
(a) the relationship of this system to the OBTS/CCH system and the operational needs of user
agencies, and (b) the feasibility of interfacing this system with similar systems developed by other
member states of the Western Legislative Conference.

4. To identify problems arising out of or associated with the existing and future development
of a statewide criminal justice information and identification system and possible solutions to

these problems.



5. To recommend a coordinated plan of action for implementing and integrating existing
and future criminal justice information systems and determine the present program’s need for
a dedicated computer.

Scope of the Study

The scope of this study was confined to the administrative procedures and operations at the
Hawaii Criminal Justice Data Center and its user agencies. The study assessed the
appropriateness of the OBTS/CCH program of the State. The information systems of other state
agencies and the counties were examined only to the extent that they interact with the OBTS/
CCH system. Further, other systems which bear some relation to the OBTS/CCH program, such

as AFIS and the emerging Juvenile Justice Information System (JJIS), were reviewed.

Organization of the Report _

This report consists of two parts. Part I contains the following three chapters:

Chapter 1 is this introduction.

Chapter 2 provides some general background and a historical treatment of Hawaii’s criminal
justice information and identification system.

Chapter 3 outlines our proposed action plan.

Part II is comprised of the remaining six chapters, as follows:

Chapter 4 deals with the role of the Criminal Justice Data Interagency Board.

Chapter 5 examines the current organization and operations of the Hawaii Criminal Justice
Data Center.

Chapter 6 assesses the OBTS/CCH system.

Chapter 7 discusses infcrface, connectivity, and networking issues. This includes an
examination of the systems of criminal justice user agencies and their relationship to the OBTS/
CCH system. '

Chapter 8 evaluates the need for dedicated computer resources.

Chapter 9 focuses on AFIS.



Chapter 2

BACKGROUND

This chapter provides background information on criminal justice information systems in
general; the history of the Hawaii Criminal Justice Data Center (‘“data center”) as an
organization; and legislative history as it relates to the data center and to the State’s centralized

criminal information system.

Criminal Justice Information Systems in General

From an operating perspective, the criminal justice process in a state such as Hawaii tends
to require a high level of sophistication in terms of information systems support. There are at
least five reasons for this. First, these systems need to track independently information regarding
offenders, arrests, cases, and charges. A variety of different relationships can arise within the
criminal justice process. An offender may be associated with more than one active case, each
of which may consist of multiple charges. Conversely, a case may involve multiple offenders. As
another example, an arrest may involve one or many offenders; may result in one or multiple
charges, which are subject to change; and may or may not result in a court case. This can
complicate greatly the task of storing and classifying this information in such a way that it can
be readily accessed and used, no matter what the particular circumstance or need. Second, from
the time of arrest through final disposition, 2 number of different agencies with specialized
functions are involved in handling a particular case. As each agency deals with the case,
information is generated which is required by other agencies in order to complete their own
functions appropriately. Thus, any supporting information system must be able to collect a wide
variety of data from multiple sources, store it in a central location, and make it widely available
to multiple users.

Third, agencies frequently need to maintain additional detailed case information, which leads-
them to develop their own systems. This creates the need for interfaces between such agency
systems and any centralized information support system.

Fourth, the timetable of events from arrest to arraignment, trial, and final disposition makes
it necessary for these centralized information support systems to make data available in a very

timely manner. Because of the critical nature of decisions being made, and because these



decisions depend greatly on the background of the offender who is involved, the supporting
system must make case and offender history readily available. The accuracy and completeness
of this historical information can greatly affect the quality of these judicial decisions.

Finally, the sensitivity of the case and offender information maintained by the system makes
confidentiality and privacy of data a key requirement. This can be especially difficult to achieve
because of the large number of users in different organizations who rightfully have the need to
access this information regularly.

In summary, information systems that effectively support statewide criminal justice operations
must fulfill the following functions: maintain offender, arrest, case, and charge data in its various
forms; capture this data through a wide variety of sources; provide a centralized means of
accessing critical information; interface to particular agency systems; provide very timely and
accurate information on current cases; make available accurate and complete historical
information; and maintain the confidentiality and privacy of data. This is a demanding set of
performance requirements for an information system to accomplish. However, the payoff in
terms of an effectively functioning criminal justice process is very high.

Designers of successful statewide criminal justice information systems have generally realized
that such a system must accomplish three main objectives. First, as implied above, it must play
a vital support role to the daily operational needs of each criminal justice agency. Second, it must
provide a permanent, complete, and accurate historical record of all criminal offenders and the
cases and charges associated with them. Third, it should serve as a source of basic data from which
accurate statistics can be derived regarding the performance of the State’s criminal justice system.
Norne of these objectives should be slighted at the expense of another.

A typical statewide criminal information system operates on a centralized mainframe
computer using a data base, or data bases, commonly accessed and updated by a variety of agency
users. The data base(s} will contain the following types of information:

Offender Master Information--Basic demographic and identification information
regardiﬁg the criminal offender. (Automated fingerprint identification detail may be
maintained on a separate system and linked to the central system.)

Offender/Case Tracking Information--Current records are maintained of all cases active

in the criminal justice system. These include offender and case identification, a record
of all charges, and the current status of each charge.

Criminal Case History--A historical record of all criminal cases involving the offender

from the time of arrest through ultimate case disposition.



Statistical Information--Criminal case history records, with all identifying offender
information stripped off. These are retained to provide basic data needed for purposes
of statistical reporting and analysis.

Except for the statistical information, agencies tend to inquire into all of the above data to
support their operational needs. Arresting officials frequently access the offender master record,
particularly to obtain accurate identification of suspects. They also will check current offender/
case tracking and criminal history records to help them respond appropriately to the offender
and the arrest situation. Prosecutors and court or correction officials will similarly access these
same types of records to assist them in making sentencing, bail, and custody recommendations
or decisions.

Besides continual inquiry usage, each agency will have a role in keeping offender/case
tracking information current, and arresting (police) officials may add to or update the offender
master record. In general, criminal case history and statistical information records are not
updated through normal agency operations. . This normally is automatically performed by the
system when final disposition is achieved on all charges within a case. Direct updates to history
or statistical records are generally necessary only on an exception basis. This function is often
handled through a central control group.

Normally, individual agencies see a need to maintain detailed information regarding cases
or offenders in their own manual or automated systems. In general, this level of detail does not
‘need to be shared commonly with other agencies. Most successful central criminal information
systems are designed to interface automatically with these agency systems. Preferably, this
interface is accomplished so that users enter data into their own agency system and simultaneously
update the central system. The central system, on the other hand, supplies basic identification
and demographic information to the agency system in order to achieve consistency of this
information throughout all of the existing criminal justice systems.

Besides basic offender, case, and charge data, additional information' that is of value to
agencies may be maintained on the central data base. This can include detail on outstanding
wants and warrants, and on “interested parties,” such as suspects, witnesses, or victims. This type
of information would normally be purged from the data base after a given elapsed time. The idea
of including this type of information is to make the system the natural first point of reference
when an arrest is made, or when any other critical event occurs which requires quick access to
background information.

Centralized systems of this type are normally the source of information needed to satisfy

routine history and statistical reporting requirements. These include criminal history record



checks, gathering of statistics to meet uniform crime reporting requirements, and any other
information dissemination requirements that may arise. Depending on the situation, all of the
major data bases in the System may be used for these purposes. .

A number of states have gone much further and use the statistical reporting capabilities of
their central information system to assist in planning and improved management of the criminal
justice process. At a minimum, the information system can provide information to pinpoint trends
in incidence and severity of crimes, and thereby assist in better allocation of police, court, or
correctional resources. At a higher level of sophistication, these systems can provide sufficient
statistical detail to allow operation of analytical models or simulations of the criminal justice
process. These modeling techniques can help answer “what if” questions, such as, “What would
happen to caseloads and backlogs if we reorganized the court structure, added judges, or shifted
positions?” or, “What would be the overall impact on the number of offenders processed through
the system, and on the safety of the citizenry, if community-based alternatives to incarceration
were emphasized/deemphasized?” Use of such models or simulations, based on accurate
statistical data, can provide useful input to policy decisions being made by criminal justice
administrators ‘and legislators.

Most centralized criminal information systems are characterized by a high level of attention
to security and privacy considerations. Both procedural and system safeguards are normally in
place to ensure that only authorized users can inquire into, or update, the data base.
- Dissemination of criminal history information to outside parties is tightly controlled, and statistical
reports do not reveal the privacy of individual offenders. Finally, such systems generally provide
comprehensive audit controls and reports to help ensure the integrity of the data base.

In the 1970s, the Law Enforcement Assistance Administration (LEAA) of the United States
Department of Justice funded the development of numerous state criminal information systems,
including Hawaii’s Offender-Based Transaction Statistics/Computerized Criminal History (OBTS/
CCH) system. In Hawaii, the Hawaii Criminal Justice Data Center grew out of the need to
support the development of OBTS/CCH as such a system. Unfortunately, although OBTS/CCH
is capable of capturing much of the data required for this purpose, few of the objectives that were
originally envisioned for this system have been successfully accomplished. The remainder of this
chapter explains how the data center developed as an organization and the legislative history
behind the data center and OBTS/CCH.



History of the Hawaii Criminal Justice
Data Center as an Organization

In the 1960s, criminal justice records were kept by the Honelulu Police Department (HPD).
HPD served as the central repository of criminal justice records, primarily because it was
beginning to automate, whereas the police departments of the other counties were not yet
automated. These records consisted mainly of information on arrest and identification, although
HPD kept some information on dispositions which was gathered by an officer phjsically assigned
to the district court.

In 1972, Governor John A. Burns committed the State of Hawaii to develop a comprehensive
automated criminal history information and data system utilizing federal funds.! Around that
time, the LEAA was encouraging each state “to develop a comprehensive data system to
coordinate the coilection of comparable data to be exchanged within and among the states.”2

In 1975, the Hawaii Criminal Justice Statistical Analysis Center (SAC) was created under
a grant from the LEAA to develop a comprehensive data system for the State of Hawaii. The
“semi-autonomous” SAC whose primary function was “to insure the integrity of uniform crime
reporting in Hawaii” was attached to the State Judiciary for administrative purposes.
Accordingly, 2 mainland consultant from the National Center for State Courts was hired by the
administrative director of the courts to design an automated criminal history tracking system.
The result was OBTS/CCH. Once OBTS/CCH was designed, it took until 1979 to convert all
HPD records to the new system. ‘

The incorporation of the data center. To meet federal regulations which in effect mandated
each state receiving federal funds from the LEAA to provide its data center with a firm statutory
base, the 1979 Hawaii State Legislature established the Hawaii Criminal Justice Information Data
Center, which then became a state agency.4 Apparently, this action was requested with some
urgency by the counties to prevent the loss of federal funding, for all state and county agencies
involved with the collection and dissemination of criminal justice information were receiving
LEAA funds at the time. When this action occurred, all functions which were being performed
by the SAC were incorporated into the data center. The data center was “to be responsible for
the collection, storage, dissemination, and analysis of all pertinent criminal histofy record
information from all criminal justice agencies and to provide for the collection, storage, and
dissemination of criminal history record information by criminal justice agencies in such a manner
as to balance the right of the public and press to be informed, the right of privacy of individual
citizens, and the necessity for law enforcement agencies to utilize the tools needed to prevent
crimes and detect criminals in support of the right of the public to be free from crime and the

fear of crime.”



As a result, all operating costs for the data center were assumed by the State. Pending the
outcome of further study, however, the data center was temporarily attached to the Judiciary for
administrative purposes, and an interim director was appointed by the Governor to direct and
manage it. A committee composed of selected criminal justice agency personnel was to advise
in matters related to interagency cooperation and user needs. ' |

A study, which was conducted during the 1979 interim by the State Law Enforcement
Planning Agency (SLEPA) and SAC in response to Senate Concurrent Resolution Number 123,
recommended that the data center be transferred from the Judiciary to the Department of the
Attorney General. Accordingly, the 1980 Legislature permanently plabed the data center within
the Department of the Attorney General for administrative purposes and also provided for the
appointment of a permanent director by the attorney general, effective July 1, 1981. Further,
the data center was to be assisted by an advisory committee whose members were to be appointed
by the attorney general.

On July 1, 1980, the present administrator took over the helm of the data center, which had
a staff of 13 employees. Act 128, Session Laws of Hawaii (SLH) 1981, provided for the orderly
transfer of the data center’s personnel from the Judiciary to the Department of the Attorney
General. Also in 1981, the data center became known as the Hawaii Criminal Justice Data Center
rather than Hawaii Criminal Justice Information Data Center.9

OBTS/CCH. In September 1979, the statewide OBTS/CCH system had become cperational
to the extent that terminals were supplied to participating agencies and telecommunications lines
to neighbor islands were established at state expense. Networking had begun with Maui County
and had expanded outward from there. At this time, neighbor island police departments began
feeding into the State system rather than into HPD’s system. In addition to the county police
departments, the county prosecutors, the courts, and corrections entered information into the
State system. | .

Early on, problems with the OBTS/CCH system began cropping up. By September 1980, the
data center began recognizing that some criminal justice agencies were not entering information
on dispositions. Soon afterward, an appeal for assistance was made to the Governor’s Planning
Committee on Crime, which had been acting as the advisory committee to the data center.
Cognizant of the complexity of the task of effecting interagency coordination among many
agencies in different jurisdictions and concerned that the State did not yet have an efficient
criminal justicé information system, the planning committee formed an Ad Hoc Committee on
the Criminal Justice Information System.” Its task was to further evaluate the system and
formulate an on-line computerized system design. The ad hoc committee began meeting in
October 1983 and issued a comprehensive report in February 1985.



Establishment of the Criminal Justice Data Interagency Board. The ad hoc committee
identified 20 objectives as part of a comprehensive plan to improve the OBTS/CCH system and
give the State of Hawaii a well functioning criminal justice information system which would meet
all the needs of the criminal justice system. However, the implementation of many of the 20

.objectives identified by the ad hoc committee hinged on the establishment of a formal
representative organization to oversee and exercise responsibility for their implementation.
Accordingly, to facilitate the coordination among criminal justice agencies, the 1985 Legislature
created the Hawaii Criminal Justice Data Interagency Board. This representative board, whose
members were to be appointed by the Governor and were to include a resident of each of the
four counties of the State, was established specifically to ensure that Hawaii has a well functioning
system. Established within the Deparfment of the Attorney General for administrative purposes,
the board first met in November 1985 and continues to meet today. |

Additional responsibilities of the data center. Through the years, the data center has taken
on additional responsibilities. In 1983, its statutory purpose was substantially expanded when
it became responsible for “the collection, storage, dissemination, and analysis of all pertinent
criminal justice data” rather than merely criminal history record information.®8 Moreover, “in
order to provide system-wide criminal justice information,” the 1983 Legislature found the need
“to expand the data center’s role to include providing criminal justice information systems and
the telecommunications network required to support access to information.”® Finally, the
Legislature consolidated under the data center the civil identification activities and criminal
identification and statistical réporting‘ functions of the Bureau of Crime Statistics and Civil
Identification. (This bureau was then abolished.) The consolidation brought the authorized
position count at the data center up to 24. At the same time, the data center was made a division
of the Department of the Attorney General. No longer was it simply attached to the department
for administrative purposes only.

In 1985, the statutory purpose of the data center was further amended to include
fingerprinting as part of its criminal justice identification system. Subsequently, the Legislature
appropriated $4.5 million for the implementation of an automated fingerprint identification
system (AFIS), and the data center has been actively involved in planning for the procurement
of this system. |

The data center has assumed further responsibilities in recent years. These include
performing criminal record checks for state employment, child care facility workers, child abuse
cases, private guards and detectives, and others. Finally, the data center performs record
expungements under conditions specified in state law. Its authorized position count for the fiscal

year is 31.



Juvenile justice information system (JJIS). The 1988 Legislature provided $650,000 to the
Judiciary for the development of a 1718.10 At one time, the data center was to be responsible
for the development of this system in much the same way that it is responsible for its adult
equivalent. However, this is not the case at present. Spearheading development of the JJIS is
the Juvenile Justice Interagency Board (JJIB). At its meeting held on October 27, 1988, the JJIB
approved housing the new system at the Electronic Data Processing Division of the Department

of Budget and Finance.

Statutory History of the Hawaii
Criminal Justice Data Center

The history of the legislation affecting the Hawaii Criminal Justice Data Center is outlined
below. Specifically, the establishment of the data center under Chapter 846, Hawaii Revised
Statutes (HRS), and the more substantive amendments are highlighted in chronological order.

As discussed in the previous section, the Hawaii Criminal Justice Data Center was established
with the passage of Act 129, SLH 1979. Under the provisions of this act, the data center was
temporarily attached to the Judiciary for administrative purposes and managed by an interim
director appointed by the Governor. M.oreover, an advisory committee composed of selected
criminal justice agency personnel was to be established to assist in matters related to interagency
coordination and user needs. '

Act 269, SLH 1980, permanently transferred the data center to the Department of the
Attorney General for administrative purposes and provided that the director and the members
of the advisory committee be appointed by the attorney general, effective July 1, 1981. The 1980
Legislature noted that the environment of the Department of the Attorney General, the primary
law enforcement agency in the State, would contribute to “the maintenance of the high level of
operations and cooperation with the criminal justice agencies throughout the State, while at the
same time providing sound administrative support.”11

Act 128, which was enacted in 1981, provided for the orderly transfer of the data center’s
personnel from the Judiciary to the Department of the Attorney General. Although prior to
1981, the position of the director of the data center was exempt from civil service, following.
passage of Act 128, the Department of Personnel Services ruled that the position had to be filled
through the civil service system. 12 1n 1982, Act 57 was adopted in an attempt to clarify the matter.
With the passage of this act, the director’s position was exempted from civil service status.

Act 78, SLH 1983, was adopted to consolidate the functions of the Bureau of Crime Statistics
and Civil Identification with the functions of the data center and to expand the purpose of the

data center, as discussed in the previous section. More specifically, the data center became
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responsible for the following: the collection, storage, dissemination, and analysis of all-intrastate,
interstate, and national--criminal data rather than just criminal record history information; the
selection and enforcement of criminal and civil identification systems; and the collection of all
statistics relating to crime. At the same time, the counties were mandated to “provide the
necessary equipment and the compensation of the persons required to install and carry out the
work of such systems of identification and statistics in their respective jurisdictions[,]” except
when that work involves prison matters. In recommending the consolidation of functions, the
1983 Legislature noted the similarities in the objectives and overlapping responsibilities of the
bureau and the data center. In taking this action, the Legislature also permanently established
the data center as an organizational division within the Department of the Attorhcy General.

With the passage of Act 119 in 1985, the data center was authorized to use fingerprinting
as part of the criminal identification system. Further, persons to whom penal summonses had
been issued for a criminal offense or who had been convicted or granted a deferred acceptance
of guilty or nolo contendere plea or a conditional discharge were also included in the criminal
identification system as a result of this act, whereas previously, the system did not allow for their
inclusion.

Also in 1985, Act 165 replaced the advisory committee of the data center with the Criminal
Justice Data Interagency Board, which was established within the Department of the Attorney
General for administrative purposes. According to the provisions of this act, the 11-member
board was to be comprised of members representative of criminal justice agencies, a resident
member of each county, and ex-officio members as necessary. Moreover, the executive secretary
to the board was to be designated by the attorney general. The board was given responsibility
for “promoting interagency cooperation and coordination in the development and management
of an accurate, complete, timely, and fully integrated statewide criminal justice information
reporting and retrieval system[,]” and was required to meet no less than once per quarter.
Additionally, the board was scheduled to sunset on June 30, 1989. '

Act 65, SLH 1986, amended Chapter 846, HRS, by converting the position of the director
of the data center to civil service status and by entitling the incumbent director to the full rights
and privileges of civil service employees without the necessity of examination. These actions were
taken because the status of the data center was viewed as being comparable to that of a division
within a department and because continuity of service by the director was sought to ensure
program progression and to minimize the effect of political influence in this area, 13
Act 146, SLH 1987, authorized the data center to assess fees for services; changed the title

of the head of the data center from director to administrator; clarified the composition of the
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Criminal Justice Data Interagency Board; and provided for the automatic termination of board
membership upon a member’s termination of employment with a member agency or reassignment
to nonadministrative or other functional responsibilities inconsistent with the basis for
appointment. With respect to the cornposiﬁon of the board, the act provided for an 11-member
board consisting of eight appointed and three ex-officio members. The appointed members are
to consist of one representative from each of two police departments; one representative from
each of two prosecuting attorneys’ offices; an administrative judge of the circuit court; an
administrative judge of the district court; a representative of or a government attorney who
provides legal services to a state or county criminal justice agency; and a representative from the
adult probation office. The qx-offiéio members are to be the division chief of the Electronic Data
Processing Division of the Department of Budget and Finance of the State of Hawaii, the director
of the Department of Data Systems of the City and County of Honolulu, and the deputy director
of the state department overseeing corrections.
Act 380, SLH 1987, provided $4.5 million in fiscal year 1987-88 for the purchase of an
automated fingerprint identification system (AFIS) which was to be established within the data
‘center. In enacting this legislation, the Legislature noted that fingerprint evidence, the best tool
available to law enforcement agencies for the identification, apprehension, prosecution, and
conviction of criminal offenders, was seriously underutilized owing to the archaic manual methods
currently being used for reading, classifying, storing, retrieving, and comparing fingerprints.
Act 182, SLH 1988, further amended provisions relating to the Criminal Justice Data
Interagency Board. Specifically, this act authorizes a member to designate a substitute to attend
board meetings and act in place of the member, provided that the substitute is employed by the
same agency that is represented by the member. In addition, Act 182 made the director of the
State Department of Corrections rather than the deputy director of that department an ex-officio
member of the board. . '
Act 58, SLH 1988, was adopted to clarify the responsibilities for the management of AFIS
and to extend the lapsing. date for the unencumbered balance of the $4.5 million appropriated
for the purchase of the system until June 30, 1989. Under this act, the State is to provide for the

management of and-equipment maintenance for AFIS.
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Chapter 3

PROPOSED ACTION PLAN

. This chapter summarizes the major findings and recommendations from this study and
presents a plan of action for the State’s criminal justice community to address current problems
and upgrade the quality of its information systems. An introductory section is also included that
provides a philosophical basis for the findings and recommendations of this study and explains

the essential direction and purpose of the action plan.

Introduction
In January 1982, a study performed by a task force of the Chamber of Commerce of Hawaii

made the following statement:

“The current status of information processing and management in the criminal justice
system is a series of individual agency systems almost completely disassociated with one
another. These systems are directed solely towards the specific, unique function of the
individual agency without significant attention given to the numerous, critical information
exchange points which should tie the functions together.”1

At the time of this study, the Hawaii Criminal Justice Data Center (“data center”) had been
in existence as the “Statistical Analysis Center” for less than three years and had only recently
come under the Department of the Attorney General The Offender-Based Transaction
Statistics/Computerized Criminal History (OBTS/CCH) system was also a relatively new
undertaking. In fact, the task force’s assessment was that OBTS/CCH, “although used in some
areas on a secondary level, has not had the funding or political support to become a first-level
support system for the criminal justice system.”2 "

In the seven intervening years, OBTS/CCH has gradually increased in importance. The
different agency systems have, in some cases, become a little less “disassociated,” and the data
center has assumed a number of new roles related to provision of centralized criminal justice
services. However, in many ways, the basic situation, in terms of information systems support
for the criminal justice community, has remained unchanged. Chronic data entry backlogs and
untimely and incomplete information have limited the usefuiness of OBTS/CCH to criminal

justice agencies. As a result, agency users continue to rely heavily on their own systems to find
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the operational information they need, supplementing this with multiple, time-consuming
inquiries to their counterparts in other agencies. Agency confidence in, and commitment to,
OBTS/CCH is frequently very shaky. In some cases, agencies have begun to build ad hoc links
between their own systems, bypassing OBTS/CCH completely.

The data center, which has the most direct interest in the success of OBTS/CCH, has in the
past attempted to require agencies to fulfill their obligations to keep OBTS/CCH information
current by developing statutes or administrative rules and by obtaining written agency
commitments to this effect. In the absence of a demonstrated value of OBTS/CCH to the
individual agency, however, this “arm twisting” approach to obtaining agency commitment has
not been successful and in fact, has on occasion led to conflicts between the data center and
agency representatives.

One factor inhibiting the data center’s efforts has been its lack of direct authority or influence
over the various criminal justice agencies. In 1985, a Criminal Justice Data Interagency Board
was established to “promote interagency coordination and cooperation” in the development of
an integrated statewide system, with the intent being to utilize OBTS/CCH as the vehicle to this
end. Unfortunately, the board’s accomplishments to date in meeting this objective have been
disappointing. From the beginning, confusion has existed as to whether the board should play
a policymaking or merely an advisory role. In practice, it has performed primarily in an advisory
capacity to the data center, which has taken the policy lead in most cases. Statutory restrictions
on the membership composition of this board have also created issues that have tended to
undermine its effectiveness. |

Another factor which inhibited the data center’s efforts to promote the widespread use of
OBTS/CCH was the fact that it was not viewed as an operational support tool that should be
closely integrated into the daily operations and systems of the various agencies. Another finding

of the Chamber of Commerce Task Force was as follows:

“Information management must occur both within each individual agency and among
agencies. Each agency, therefore, must first have a system capable of managing that
information unique to it and its function. An overview system must also exist which
integrates the individual functions and provides avenues of exchange for the criminal
justice system as a whole. Since it is extremely difficult to integrate discrete systems after
the fact, system integration and compatibility should be addressed at the outset.”3

Probably because OBTS/CCH was viewed as a historical or statistical system with limited
operational value, integration and compatibility with other agency systems were never given the

degree of attention recommended above by the task force. Those interfaces that have been
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developed are error prone, cumbersome, and unable to provide timely enough data to OBTS/
CCH to enhance its operational effectiveness. As-a consequence, agency users have assigned
a secondary priority to keeping OBTS/CCH data current, as compared with their own agéncy
systems.

Finally, issues have arisen concerning the adequacy of funding of the efforts of the data center
and other agencies to develop and maintain OBTS/CCH adequately. The State’s investment in
these efforts has been significant. The data center repoits that its expenditures on the OBTS/
CCH program totalled $2,390,198 during fiscal years 1982-83 through 1987-88. This does not
include expenditures during prior years when this program was included within the judicial
branch. The lack of visible progress during this time in resolving OBTS/CCH-related problems
makes the Department of Budget and Finance and state legislators reluctant to heed the data
center’s requests to increase funding for the OBTS/CCH program, and also for the other
centralized support functions that the data center has assumed. At the same time, there appears
to have been a failure to communicate the significant potential OBTS/CCH has for top
administrators and legislators as a planning and decision making tool.

At this stage, the State faces a crossroads decision regarding the board and OBTS/CCH. The
board itself is due to expire on June 30, 1989, under a current sunset clause. Some participants
seriously question the advisability of extending its term of life based on its lack of achievements
to date. OBTS/CCH is in danger of dying a slower, but still permanent death, faced as it is with
chronic and increasing data entry backlogs, widespread user dissatisfaction, and an ever-increasing
number of systems development projects that circumvent OBTS/CCH instead of incorporating
it into their design. In the absence of a clear strategy and plan of action and a general renewal
of commitment, the demise of both the board and OBTS/CCH is a conceivable development.

The above scenario would be highly disadvantageous to the State. It would indefinitely set
back opportunities to achieve truly effective, integrated information systems support for the
criminal justice community. At this time, alternative structures and systems to accomplish this
objective do not exist. To develop these alternatives would, in e;ffect, be “reinventing the wheel.”
New versions of the board, the data center, and OBTS/CCH would need to be developed, at great
cost to the State.

A much prcférable alternative is to immediately initiate a more active, planned process that
strengthens the board’s role, commits resources to overcome the deficiencies of existing systems
and achieve effective integration, and attains the full participation and commitment of criminal

justice agencies. As the first step in this process, the action plan presented in this chapter initiates

15



a process to establish a strategic direction for the State’s criminal justice information systems,
defines tasks and projects to be accomplished, assigns responsibilities for tasks, and provides
a timetable for completing these efforts.
Certain basic assumptions or conditions drive this action plan. These are as follows:
The board will be retained and it will be granted authority to set policy and make binding
decisions.
Effective leadership will be provided to initiate the effort envisioned in the action plan.
(The Attorney General is identified at the outset as the most logical source of such
leadership.) ‘
OBTS/CCH will be used as the core for development of an effective central criminal
information system that will integrate effectively with agencies’ operational systems, as
well as provide centralized criminal history records and statistical reports.
A primary objective of all parties will be the effective integration and compatibility
between agency systems and OBTS/CCH.
Through both legislative and administrative action, the State will commit the needed
resources to implement the action plan, including support of required state and local
agency activities at all levels. '
Agencies will commit their best efforts to accomplishing the objectives of the action plan
and in assisting the development of an enhanced OBTS/CCH, submerging personality
differences and animosities that may have arisen over the years.
If the above conditions are substantially realized, the objectives of the action plan can be fulfilled.
Successful implementation of this plan will permit the State to finally realize the benefits of its

paﬁ years of substantial effort and resource expenditure.

Major Findings and Recommendations‘

This section summarizes, in order, the most significant findings and recommendations from
Chapters 4 through 9 of this study. For additional detail, please refer to the specific discussions
contained in these chapters. -

Hawaii Criminal Justice Data Interagency Board (Chapter 4). We find as follows regarding
this board: | ‘ ]

1. Considerable ambiguity exists as to whether this board should operate as a policymaking
or advisory body and in terms of its relationship to the data center. :

2. The board’s efforts have focused on internal operational or statutory matters, as
compared to substantive issues regarding the State’s criminal justice systems. Board member

frustration with the lack of progress is increasing.

16



3. A need exists for the board to continue beyond its present statutory expiration date of
June 30, 1989, but its status needs to be clarified and the composition of its membership changed
and strengthened. |

4, Under the board’s direction, user steering committees should be established for major
inter-agency systems such as OBTS/CCH and the Automated Fingerprint Identification System
(AFIS). '

We recommend that:

1. The Legislature clarify the board’s policymaking status by statutorily specifying that it
has overall administrative responsibility for statewide adult criminal justice information systems;
transferring rulemaking authority to it from the Attorney General; and defining its duties and
responsibilities.

2. The life of the board be extended, but only if its role is clarified as stated above, and its
membership composition changed and strengthened. '

3. The board address, to a much greater degree, substantive issues related to statewide
criminal justice information systemns. _

4. User steering committees for the OBTS/CCH and AFIS systems be established under the
board’s authority. '

Organization and Operations of the Hawaii Criminal Justice Data Center (Chapter 5). In
regard to the organization and operations of the data center, we find as follows:

1. Over time, the data center has accumulated new responsibilities, most of which fit logically
within the concept of a central criminal justice service function. However, resources have lagged
behind this growth, with a resulting impact on the service provided to traditional functions such
as OBTS/CCH support, as well as to the new areas of responsibility.

2. Organizationally, OBTS/CCH support responsibilities are spread throughout several
sections of the data center. Management is recommending a reorganization plan which will
combine many, but not all, of these functions under a new Information Systems Section.

3. Staffing levels appear to be low relative to workloads in several areas, and skill levels are
sometimes inadequate. Management is requesting additional resources in a number of functional
areas.

4. The data center has developed short-term tactical plans, but no long-range plans directed
at determining overall organizational direction and growth and resolving major outstanding issues
regarding specific systems such as OBTS/CCH.

5. There is a relative lack of formal tools to control work and monitor progress.
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6. There is no single plan for addressing the security and privacy requirements of centralized
criminal justice records. Such a privacy and security plan has been developed and used
successfully in other states. While the data center has drafted some administrative rules in this
area, these have not been finalized and promulgated.

7. The amount of data center staff resources to address privacy and security matters and
to provide audit services is currently deficient. |

8. While current procedures for coordinating OBTS/CCH password and user ID
assignments are thorough and well documented, certain short-time improvements could be made
to current access-control methods.

9. Hardware resources provided by the Electronic Data Processing Division (EDPD) appear
to be adequate to support the OBTS/CCH user community and provide generally acceptable
response times. '

We recommend that:

1. No new responsibilities (after AFIS) be assigned to the data center at this time. The data
center should focus on déveloping plans and obtaining resources to perform its currently assigned
responsibilities adequately.

2. In general, funding be provided for the reorganization and increased staffing proposed
by the data center management. Some specific modifications are suggested in the detailed
recommendations of this report. In particular, additional assistance, possibly on a contract basis,
should be obtained to address the OBTS/CCH backlog problems.

3. Future staffing growth in the following areas be given a high priority: AFIS support,
system security and privacy, and auditing.

4. Long-range planning, linked to continually updated tactical plans, be instituted at the data
center. Also, adoption of more formal project control and monitoring tools should be considered.

5. A statewide privacy and security plan be developed, including enactment of supporting
statutes. The plan can be developed by the data center under the direction of the Attorney
General and the board.

6. Data center staff levels aimed at ensuring system security be increased, and the quality
of user identification (ID) and password security to control on-line user access to OBTS/CCH
data be improved in certain ways.

Analysis of OBTS/CCH (Chapter 6). We find as follows regarding OBTS/CCH:

1. The OBTS/CCH data entry backlog exceeds 100,000 transactions and is growing, This
is the major factor undermining user confidence in the system. Neither the data center nor

agencies have the resources to address this problem adequately.
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2. The system design is a major contributing factor to the backlog problem. The most
significant design problems are as follows: ‘

The requirement that case data be accepted into the system according to agency
sequence; _

System inability to accept partial charge data for a case; and

Numerous inefficiencies in the design of the data entry and validation process.

3.. Other contributing factors to the delinquency problem are the need for redundant data
entry at some agencies and the complete absence of automated systems at other agencies. The
district court on Oahu, which has the worst backlog problem, is one such agency. ‘

4. The current delinquency reporting system does not provide information of sufficient value
to management.

5. The requirement at the Honolulu Police Department (HPD) that a positive identification
be obtained prior to OBTS/CCH input contributes to the backlog problem and undermines the
value of the system to other agency users.

6. The system does not adequately address input of cases that are not initiated by an arrest.

7. Completeness and integrity of the OBTS/CCH data base are also areas of concern. Sc-:Jme
types of cases are not regularly entered into OBTS/CCH that should be, and some information
gets into the system that should not. In the case of expunged data, information that still is
potentially needed by some users is deleted entirely from the system.

8. 'A number of design and reporting enhancements are needed to the system and are
described in the body of the report. |

9. Despite its current shorfcomings, many agencies do attempt to rely on OBTS/CCH as part
of their daily operations. Both current in-process cases and criminal history information are
needed. This serves to underline the need for a centralized information system as an operational
tool for the criminal justice community. '

We recommend that:

1. At a minimum, the additional positions requested by the data center to clear up data entry
backlogs be funded. As part of the action plan, additional contract labor should be hired to
expedite this effort, and increased funding of agency staff needs will also need to be provided.

2. As a prerequisite to the effort to clear up the backlog, procedures be revised and the
system redesigned wherever possible to allow nonsequential process of input transactions, to
permit capture of partial charge data on a given case, and to address current inefficiencies in the

design of the data entry screens.
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3. As ajoint data center and HPD effort, the front-end arrest processing flow be redesigned
so that information can be recorded on OBTS/CCH on a preliminary identification basis.

4. After AFIS is installed at the data center, automated AFIS support be provided as a
priority at HPD in order to reduce current delays in obtaining positive identifications.

5. The system design be altered to allow certain case records to be entered without an arrest
having been made.

6. Development of automated interfaces between OBTS/CCH and agency systems be
accelerated. COMPAS (Department of Corrections), PROMIS (Honolulu prosecutor’s office),
and PROBER (Aduit Probation Division) are leading interface candidates.

7. Development of an automated and integrated district court system having an automated
two-way interface with OBTS/CCH be funded.

8. All instances be identified in which felony and misdemeanor case information may fail
to reside on the OBTS/CCH data base, and procedures and system interfaces be developed to
correct this.

9. Consideration be given to maintaining expunged and ]uvemle justice case records on the
data base, accompanied by strict access control provisions.

In addition, because of the need to increase the operational value of OBTS/CCH, it is
recommended that the State, and specifically the board and the data center: ,

Realize the operational value of OBTS/CCH to the criminal justice ‘community as a
whole.

Communicate this value to the individual agencies.

Enhance, in every way possible, the operational strengths of OBTS/CCH in a way that
visibly impacts the effectiveness.of agency operations.

Remove obstacles or disincentives to agencies which need to enter information regularly
to OBTS/CCH, in order to keep its data base complete and accurate.

OBTS/CCH System Interfaces and Network (Chapter 7). In regard to OBTS/CCH system
interfaces and the communications network, we find as follows:

1. -Automated interfaces do not exist between many agency systems and OBTS/CCH. This
is a major cause of redundancy in entering data. Systems that could profitably be interfaced to
OBTS/CCH include COMPAS, PROMIS, and PROBER.

2. Many agéncies still rely largely or entirely on manual systems for their internal operations
and therefore cannot interface automatically to OBTS/CCH. In some cases, this contributes to
delays on their part in entering data into OBTS/CCH. The most significant problem of this kind
is at the district court on Oahu.
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3. While not unduly high, the error rate for the automated interface between HPD’s system
and OBTS/CCH could be reduced further by more closely integrating the HPD record structure
with OBTS/CCH. _

4. The automated interface between the Hawaii Judicial Information System (HAJIS) of
the Judiciary and OBTS/CCH is run only every two weeks and produces extremely high error
rates. A growing backlog exists of unresolved errors from these interface runs. The primary
causes of error are missing or mismatched key identification numbers and other missing case
information on the records feeding from HAIJIS to OBTS/CCH.

5. New systems are under development in various agencies that either currently or
potentially will interface with OBTS/CCH. This includes FACTS (Hilo prosecutor’s office),
which already has established an interface; the Family Court System; and the Juvenile Justice
Information System (JJIS). There is a growing need to establish standards governing how these
agency systems will interface into OBTS/CCH and to ensure that such interface considerations
are taken into account as these new systems are designed and implemented.

6. The FACTS and HAIJIS interfaces permit nonsequential posting of data to an OBTS/
CCH file. However, this information is not made available for OBTS/CCH user inquiry until alt
preceding sequential information has been entered, '

7. Current planning for the JJIS system appears not to have considered the potential
benefits of establishing an interface with OBTS/CCH, or the costs involved in doing so for each
alternative design approach.

8. Users have benefited significantly from recent increases in interconnectivity between the
three major computer centers that contain criminal justice information.

9. Ease of OBTS/CCH access could be improved for many users if two concurrent sessions
could be supported on the same terminal. . |

10. The Department of Data Services (DDS) of the City and County of Honolulu is
supporting a statewide criminal justice user network because of the various systems it supports.
This places an operating burden on DDS which rightfully should be borne by the State.

11. The most significant planned development is implementation by EDPD of its microwave
backbone network between Oahu and the neighbor islands. Agencies using this alternative will
obtain increased transmission speeds, replace redundant communications lines, and support more
users at lower cost.

We recommend that: .

1. Automated interfaces be developed between OBTS/CCH and agency systems as a high-
priority effort. Besides the FACTS interface, which is already implemented, systems that should
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interface to OBTS/CCH include PROMIS, COMPAS, and PROBER. Additional data center
and agency staffing for this effort is well justified.

2. Resources and funding be allocated to automate agencies, such as the district courts,
which continue to rely heavily on manual methods to enter information into OBTS/CCH.

3. The record structures and validation logic of the HPD system and OBTS/CCH be revised
" to reflect one another as closely as possible. '

4. Whenever possible, two-way interfaces be designed between OBTS/CCH and agency
systems. This includes both existing and new interfaces. Agency systems will feed transaction
information into OBTS/CCH. OBTS/CCH, in turn, will feed standard offender demographics
and basic arrest data to the individual agency system. This will reduce interface errors that now
exist because of inconsistencies between the agency systems and OBTS/CCH.

5. At a minimum, the HAJIS tape interface be increased to a daily frequency. Eventually,
both the HPD and HAJIS interfaces should become interactive.

6. Data that have been posted by interfacing systems to OBTS/CCH and validated be made
available to all authorized users in other agencies, whether or not they have been entered
sequentially.

7. Current JJIS planning efforts consider the potential benefits of an OBTS/CCH-to-JJIS
interface. This may in turn affect the design approach and selection of the supporting processing
environment.

8. The various data processing organizations involved in OBTS/CCH support continue their
progress toward integrating their computer networks. Certain objectives of this effort are
presented in the Chapter 7 recommendations. .

9. The potential be evaluated for allowing users to initiate and operate concurrent sessions
on their terminals. |

'10. Communications lines from the neighbor islands that currently link into DDS begin to
be shifted to EDPD.

11. In the long run, the microwave backbone network be used to replace the existing
dedicated 9600-bits-per-second (bps) lines with higher speed digital transmission capabilities.
In the interim period, existing line speeds appear to support user needs adequately so that
widespread upgrades are not necessary. _

Dedicated Computer Resources (Chapter 8). In regard to the current shared hardware
environment and potential alternatives to this environment, we find as follows:

1. EDPD’s current operational support for OBTS/CCH presents concerns in the areas of
system availability, utilization reporting/capacity planning, and systems support.
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2. Four major hardware resource alternatives can be identified for support of OBTS/CCH
processing, but each has disadvantages as well as advantages.

3. While the dedicated computer alternative offers very positive advantages, the continuity
provided by the shared hardware environment appears necessary until more fundamental OBTS/
CCH system problems are resolved.

4. The alternative of a dedicated center at EDPD is preferable to establishment of a new
dedicated center elsewhere, because it avoids expenditure of funds on duplicate facilities and
personne] resources. -

5. The final alternative of a decentralized processing network greatly complicates the ability
of OBTS/CCH to maintain the integrity of its data base, and does not appear to merit serious
consideration at this time. : |

We recommend that:

1. The problem of system unavailability ‘to the Intake Service Centers and police be
addressed as a priority matter. A recommended approach is contained in Chapter 8.

2. EDPD begin to maintain continuous records of utilization of key system resources; -
establish a capacity planning function; and (in conjunction with the data center) establish and
adhere to minimum service levels to the OBTS/CCH user community. '

3. Over the short term, processing remain on the shared computers at EDPD. 'Priority
should instead be given to bringing the OBTS/CCH data base up-to-date and accomplishing
design improvements that will help make OBTS/CCH an effective operational tool for its users.

4. Over the long term, the alternative of a dedicated processor at EDPD be seriously
considered. This would especially be true if it appeared that other major criminal justice agency
applications could be combined on the same machine with OBTS/CCH. 'J

5. The alternatives of a dedicated computér at a new facility and a decentralized processing
environment to support OBTS/CCH be eliminated from consideration at this time.

Automated Fingerprint Identification System (AFIS) (Chapter 9). We find as follows |
regarding the AFIS selection and implementation effort, and related issues:

1. The State api)ears to have followed a thorough, logical, and objective process in selecting
an AFIS vendor. However, the evaluation method that was used and the resulting vendor
selection do raise certain issues or concerns that are discussed in Chapter 9.

2. The only interface requirement specified in the Request for Proposal (RFFP) was the
ability to produce, on an occasional basis, an interface tape from AFIS to OBTS/CCH designed
to ensure that all offenders entered into AFIS also are recorded on OBTS/CCH. '
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3. There should be a two-way interface between AFIS and OBTS/CCH, which should run
frequently, probably daily.

4, While $4.5 million has been appropriated to fund the AFIS search process and the
winning vendor’s quotation, no funding was set aside to initiate a centralized AFIS support
function within the data center. The appropriation also does not appeér to cover maintenance
charges beginning in the second year of the vendor’s five-year contract.

5. The data center’s current funding recommendation for AFIS operational support
apparently is consistent with the winning vendor’s recommendations and does not appear to be
excessive in comparison to the new responsibilities that are being shouldered.

6. The winning vendor selection appears to complicate efforts to achieve connectivity
between Hawaii’s AFIS and automated fingerprint identification systems in other western states.

7. Efforts are currently under way nationally to achieve generalized connectivity between
all of the major automated systems. This may result in an alternative and easier way for Hawaii
to achieve West Coast connectivity in the next few years.

8. Discussions with major potential users, and preliminary cost estimates, call into question
whether an interconnection with the Western Identification Network (WIN) is cost justiﬁable
at this time.

We recommend that:

1. In contract negotiations with the winning vendor, the State ensure that it is adequately
protected in the event that the vendor is unable to perform on its contract.

2. A two-way data transfer be established between AFIS and OBTS/CCH. To maintain
records in a current status, a daily interface should be considered. Over the long run, an
automated interface may be justified.

3. The data center’s request for funding to initiate a central fingerprint identification service
be supported.

4. After initial installation at the data center, AFIS workstations be provided to HPD as a
priority. This will reduce current delays in obtaining positive identifications and thereby expedite
the recording of arrest data in the OBTS/CCH data base.

5. Attempts to achieve West Coast connectivity be deferred until AFIS implementation is
complete. Meanwhile, efforts under way elsewhere to achieve generalized vendor connectivity
should be monitored, and Hawaii’s vendor be persuaded to join this effort.

6. A study be conducted to evaluate the need and economic justification for establishing

connectivity between Hawaii and other western states.
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Action Plan

This section presents a time-phased plan of action including identification of tasks or projects
to be completed and responsibility assignments for carrying out the efforts. This plan is organized
according to the major areas of review, as follows:

The board.

Data center organization.
OBTS/CCH.

AFIS.

Hardware/communications support.

The Legislature and the Department of the Attorney General are also included in this action
plan. The Legislature will need to provide funding to permit initiation of many.of the projects
identified in the action plan. This will include funds for the data center, for the agencies, and
for external contractual assistance. The Legislature will also need to statutorily redefine the
board’s role and approve various plans and strategies that will be developed in the next few years.

The Department of the Attorney General is assigned a number of specific responsibilities
related to active initiation of many of the action plan recommendations during the first year.
This is done to ensure that leadership is obtained at the appropriate level for this critical but very
complex - effort.

Action plan recommendations are specific for the first year. Many of them can, and should
be, initiated immediately. Recommendations for the second year are preliminary, but still indicate
specific tasks or projects. In addition, a direction is suggested for later years; however, this is
subject to change based on the results of planning and design efforts initiated during the first
two years.

Year one (1989). Objectives of the first year are as follows:

Statutorily extend the board’s life and clarify and strengthen its role.

Obtain active direction from the Department of the Attorney General.

Establish active user group participation in information systems decisions.

Fund the necessary resources to begin to address the most serious and immediate issues
affecting OBTS/CCH. |
Initiate specific project teams to resolve major OBTS/CCH design and interface problems
and to reduce the backlogs.

Initiate long-range planning activities.
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Additional developments are also indicated for the data center organization, AFIS
implementation project, and hardware/communications support. Planned activities and
accomplishments for this very critical year are summarized in Exhibit 3.1.

Legislature. In this first year, the Legislature will need to pass legislation that extends the
life of the board, assigns it a policymaking role, defines its duties and responsibilities, and
restructures its membership. The Legislature also will need to fund additional staff or external
resources, to allow project teams to be formed to address the OBTS/CCH system in a concerted
fashion. The Legislature will also need to provide additional funding for AFIS, including system
implementation, ongoing maintenance, and establishment of a central support function at the
data center. , .

Attorney General. The Department of the Attorney General will take an active role during
the first year. This includes developing statutes or regulations for legislative consideration that
will clarify and strengthen the board’s role, extend its life, and restructure its membership so as
to make it a more active and influential entity. The Attorney General will also serve as the main
point of contact during the legislative session regarding the initiatives outlined in this action plan
and will pursue funding of the supporting resources needed at all levels (board, data center, and
individual agency).

As the first task during this year, the Department of the Attorney General will commission
resources to flesh out the action plan presented here into a detailed tactical plan for the next
12 to 24 months. This tactical plan will define tasks and projects in a final form, make staffing
and responsibility assignments, establish a specific timetable, and estimate costs of
implementation. The Attorney General will also initiate the process to prepare a statewide
master plan for development of criminal justice information systems over the next five to ten
years. The scope of this master plan will include the functions and responsibilities of the board,
the data center, and all criminal justice agencies in terms of their information systems activities;
direction for major systems such as OBTS/CCH and AFIS, including the need for redesign as
necessary; security and privacy issues; standards for developing and interfacing systems; and
hardware and communications strategies. The master plan, by its nature, will generate specific
projects for accomplishment during later years.

Finally, the Departmen't of the Attorney General will sponsor formation of multi-agency user
advisory or steering committees for major systems such as OBTS/CCH or AFIS. These
committees will work with the data center to identify and resolve systems issues and problems,
approve and prioritize enhancements or development projects related to these systems, and

monitor the progress of staff performing these assigned tasks.
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Exhibit 3.1

ACTION PLAN SUMMARY—1989

Review Area Actions
Legislature - Extend life of board

~ Statutorily redefine board role and membership
- Appropriate funding for OBTS/CCH and AFIS efforts

Attorney general - Assume active leadership role
- Develop tactical plan
- Develop statutes to clarify/strengthen board role
— Pursue funding with Legisliature
- Monitor expenditures
- Establish user steering committee
- Initiate master planning process

Board - Acquire strengthened role and membership
- Assume oversight responsibilities by end of year
- Oversee interface standards development

Data center - Plan for, establish, and staffy
Information Systems Section
Quality Assurance Unit
AFIS Support
- Facilitate user groups and planning activities
- Improve on-line access security
- Institute internal management tools

0BTS/CCH ~ Implement critical system improvements (3 teams):

1. Non-sequential input design
2. Data entry design improvement
3. Automated interface design

- Complete critical improvements in six months

- Establish data entry team to eliminate backlogs

- Develop agency data entry resources

- Establish OBTS/CCH user steering committee

- Specify standard interface requirements

- Document long-term system objectives

- Design and implement additional system enhancements

AFIS - Complete procurement
- Obtain additional funding
- Begin equipment installation
- Establish centralized data center operations
- Establish AFIS user steering comittee
- Establish two-way OBTS/CCH interface
— Implement HPD site

Hardware/ - Restlve system availability issue
comnunications — Establish management tools:
Support © Utilization monitoring/reporting

Capacity planning
Service-level standards
- Evaluate concurrent session feasibility -
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Board. The board will be in a period of growth and change during this first year. As stated
above, its role and membership will be clarified and strengthened. This will probably be
accomplished by July 1, 1989. After this point, it is expected that the board will begin to assume
responsibility from the Attorney General for coordination and monitoring of the action plan,
oversight of planning activities and user steering groups, and active policy development and
implementation. The Attorney General, however, will continue to play an active role, preferably
as a member of the board. One major responsibility of the newly constituted board, before the
end of 1989, will be to initiate and oversee an effort to establish standards for interfaces between
OBTS/CCH and agency systems, whether existing or newly developed. This is discussed further
under the description of first-year OBTS/CCH activities.

" Data center. The role of the data center will also be evolving during the first year.
Experience indicates that a lower level organization such as the data center cannot effectively
obtain a concerted commitment of all the parties needed to effectuate an action plan as ambitious
as this one. For this reason, the Attorney General--not the data center--is the more logical choice
to initiate this statewide effort. Similarly, over the long run the board is the appropriate oversight
instrument, as it will be composed of key agency representatives with the power to make decisions
and set policies. The data center, of course, will continue to be an important source of
information and advice to these oversight bodies. In fact, beginning immediately, this plan entails
the addition of significant resources to the data center to accomplish several high-priority
projects. However, the data center will not have direct authority at the highest planning and
policy-setting level. ,

Part of the first-year plan for the data center includes obtaining funding for the reorganization
and staffing increases that have already been requested by data center management. This
includes formation of the Information Systems Section, the new Quality Assurance Unit, and
- growth in the Criminal ID Section to support a centralized fingerprint identification function
and implement AFIS. In addition, data center staff will play a major role in facilitating the
development of the user steering committees, development of a detailed tactical plan, and
initiation of a master planning process. In some cases, additional permanent data center staff
may be required to support these efforts. In other cases, temporary staff or outside contract
assistance may instead be obtained. An example would be obtaining contracted data entry staff,
in addition to the data center’s current staffing request, in order to resolve the data entry backiog
problem as-expeditiously as possible. Other projects that entail system planning, design, or
enhancement activities will require additional system analyst and programmer support. Some

. of this assistance may come in the form of new permanent data center staff, while the remainder
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may be contracted for externally. Other priority data center tasks for the first year are
improvements to the current group security methods for OBTS/CCH and initiation of forced
regular password changes; update of the tactical plan for the data center in conjunction with the
overall tactical plan; and implementation of other formal internal management tools, as needed.

OBTS/CCH. In the OBTS/CCH area, three project teams will be established immediately.
The purpose of these teams will be to resolve in short order the major design problems of OBTS/
CCH that are obstacles to cleaning up the backlog problem. These teams need to focus their
efforts on specific problems and achieve results within six months from initiation of the action
plan. .

The first team will plan and implement design improvements that will allow nonsequential
input and availability of data to all agency users. This will keep backlogs of input transactions
from piling up at all of the agencies and help keep the current situation from getting worse.

The second team will focus on various design improvements to facilitate the data entry
process. The major concern of this team will be to alter the system design to allow input of partial
charge data for any given case by an agency user. This team will also take other steps to improve
screen design and the input process, as long as these can be implemented quickly.

The third team will resolve problems related to existing automated interfaces. The first order
of business for this team will be to design a standard interface from OBTS/CCH to HAJIS to
transmit basic identification and offender demographics data to HAJIS. This should greatly
reduce the incidence of error transactions when HAJIS feeds court case disposition information -
into OBTS/CCH. This team will also ident;'fy ways to reduce the other components of the
currently high interface error rate and accomplish any other design improvements that can be
completed in short order. Finally, this team will work with HPD and with the AFIS
implementation project to reduce the front-end delay in getting new arrest information from
HPD into the OBTS/CCH system.

After the above three teams of analysts and programmers have achieved their short-term
results, a separate data entry team will be assembled to directly attack the backlog situation. This
effort should begin by mid-year. While this will be centrally directed, sufficient resources need
to be available by this time at the various agencies to ensure that they can stay abreast of new
input transaction volumes. This will prevent a new backlog situation from developing while the
central data entry team is working down the old backlog. This “catch-up” effort should be
completed by the end of 1589.

The above project activities will receive review and approval from the newly formed OBTS/

CCH user steering committee. This committee will decide which design changes will be made
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as part of this short-term effort and which will be deferred. It will also work to ensure agency
cooperation with the project team efforts and will approve the completed system changes.

Later, during the first year, the following efforts will be initiated with regard to OBTS/CCH:

Specification of standard requirements for interfacing OBTS/CCH with agency systems.
Documentation of long-range design objectives for OBTS/CCH as part of the overall
master planning process. .

Design and implementation of additional system enhancements identified in Chapter 6
of this study.

This should proceed under the direction of the newly constructed board, with input from the
user steering committee for OBTS/CCH.

AFIS. AFIS activities will proceed largely in accordance with already existing plans. This
includes completing the procurement process, obtaining the additional needed funding, installing
the equipment, and establishing centralized operations at the data center. In addition to these
activities, the action plan calls for establishing an AFIS user steering committee to oversee the
implementation effort and make relevant decisions. The establishment of a twd-way daily
interface with OBTS/CCH is also specified. Finally, if at all possible, implementation of
automated fingerprint processing at HPD should be accomplished as early as possible in order
to help the OBTS/CCH project teams to reduce the current lags at HPD between making arrests
and obtaining positive identification. _

Hardware/communications support. In the area of hardware and communications support,
the first priority will be to resolve the current problem of early morning unavailability of the
OBTS/CCH system to the Intake Service Centers and police. Other tasks to be accomplished
include the establishment of formal system utilization monitoring and reporting and capacity
planning; the establishment of service-level standards, and reporting on performance against
these standards; and an evaluation of the feasibility of achieving the capability for users to conduct
more than one terminal session concurrently when making inquiries into the system. Most of
these tasks are the joint responsibility of the data center and EDPD, although there will be
oversight by the Attorney General and, later, the board.

Year two (1990). A primary objective for the second year is for the board to assume oversight
responsibility for all developments relating to the State’s criminal justice information systems.
Another major objective is to shift the focus for OBTS/CCH away from cleaning up crisis
situations to establishing a longer range direction. Other areas will also see more of a focus on
completing implementation of projects already started and developing additional planning in

specific areas to support the overall master plan. Exhibit 3.2 provides an overview of probable
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tasks and responsibilities related to the second year. This is a preliminary listing that depends,
in large part, on both the accomplishments and the planning results of the first year.

Exhibit 3.2

ACTION PLAN SUMMARY--1990

Review Area Actions
Legislature - Appropriate funding to complete resolution of

critical 0BTS/CCH problems
- Fund pianning efforts
~ Fund agency interfaces
- Fund growth in data center and AFIS programs
- Statutorily support master plan findings

Attorney general - Transfer oversight responsibilities to the board
- Continue active participation as a board member

Board . ~ Coordinate action plan activity

- Oversee master plan finalization

- Coordinate development of additional plans for:
Security/privacy
Data center organization
OBTS/CCH redesign

- Oversee user steering comittee work

- Pursue funding with Legislature

- Monitor expenditures

Data center - Develop long-range organizational plan
- Support board and user steering committee functions
- Support plan development
- Draft security/privacy plan
- Increase audit and security staff

0BTS/CCH — Complete resolution of backleg problems
- Develop plan to redesign OBTS/CCH under user
steering group direction
- Improve delinguency reporting system
- Develop automated interfaces
(COMPAS, PROMIS, PROBER)
- Automate district court system

AF1IS - Complete implementation at all sites
— Evaluate West Coast connectivity

Hardware/ . - Evaluate hardware support alternatives
communications - Initiate microwave instaliation project
support
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Legislature. In the second year, the Legislature will continue to need to fund projects
initiated during the preceding year to correct immediate OBTS/CCH design problems and
eliminate the backlogs. However, the need for this should cease sometime during the year. The
Legislature will also need to fund a number of planning efforts to be accomplished under the
direction of the board. A number of agency system interfaces to OBTS/ CCH are scheduled for
development during this year, which will have an additional funding impact. Both the planning
and interface design efforts may require external assistance as well as increases in state staffing.
As a result of the planning efforts, areas may be defined in which the Legislature needs to take
statutory action. Fihally, funding for additional data center staff may be required in areas such
as AFIS implementation and audit and security. functions.

Attorney General and board. The role of the Attorney General should become. more
facilitative than directive during the second and later years. The board should, by this time,
become the primary oversight body. One of its activities during the second year would be
finalization of the master plan. It would also direct development of a statewide privacy and
security plan, data center organizational plan growth, and a long-range plan for redesign of
OBTS/CCH. The board will also oversee the user steering committees, work within the legislative
process to obtain continued funding needed to support the action plan activities, and monitor
expenditures actually made while carrying out the action plan.

Data center. During the second year, the data center will develop a long-range organizational
plan for its own activities, will participate in all of the other planning efforts, and will facilitate
activities of the user steering committees. One area in which the data center can take the lead
is in developing a statewide security and privacy plan under the direction of the board. This can
build on the draft administrative rules already assembled by the data center. In addition, attention
should be paid during this year to strengthening the security and audit functions of the data
center, including the probable addition of staff.

OBTS/CCH. At the beginning of the second year, the OBTS/CCH backlog problem should
be eliminated and conditions should be in place to prevent a recurrence. If needed, project teams
from the first year will remain in place until this first-priority objective is accomplished. Efforts
will then be redirected to achieving longer range improvements to OBTS/CCH, and the project

teams will be restructured. On a preliminary basis, three teams are envisioned to address :longer
 term needs. The first team, working closely with the user steering committee, will be established
“to develop a plan for a thorough redesign of OBTS/CCH. This should include development of
a more practical and informative delinquency reporting system that can address some of the

needs described in Chapter 6 of this study. The second team will work on establishing automated
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interfaces with major remaining agency systems such as COMPAS, PROMIS, and PROBER.
These interfaces will adhere to the interface standards developed during the first year. A third
major project will be to automate the district court system. This is the major, remaining,
unautomated source of information for OBTS/CCH. This undertaking, of course, requires the
close cooperation of the Judiciary and coordination by the OBTS/CCH user steering group.

AFIS. AFIS activity will consist primarily of completion of implementation of the new system,
including extension to the neighbor islands. This is also the time to evaluate the feasibility of
West Coast connectivity, as discussed in Chapter 9.

Hardware/communications support. Depending on the direction stated in the master plan,
the second year may include a more thorough consideration of hardware support alternatives,
with particular attention to the possibility of acquiring a dedicated processor for criminal justice
systems. The probability of such a move depends to a large extent on whether the activities of
the first two years builds a cooperative atmosphere between the various entities involved in
criminal justice information activities. It will also depend on the master plan findings regarding
the degree of integration that should be achieved between the different systems. Any actual
move to a different processor would require advanced planning and would probably occur after
the second year of the plan.

In the area of communications support, the microwave installation project may have begun
by the second year. While this should have a significant effect on the eventual flow of criminal
justice information, it is still early to determine the specific impact of this development on the
action plan. l

Later years (1991 and on). Over the longer run, a structure should be in place to actively
plan for and oversee further developments related to statewide criminal justice information
systems. This will consist of the board, supported by user steering groups with specific oversight
responsibilities, and the advisory staff support of the data center. In the third and later years,
it is expected that the board will continue to refine and modify the master plan and other
supporting plans. A major redesign of OBTS/CCH appears likely to occur and will involve input
and assistance from the full user community. This new OBTS/CCH design should enhance
significantly its value as a management reporting and modeling tool. AFIS implementation should
be completed and stabilized in the third through fifth years, although West Coast connectivity
may become a major project. The data center’s organizational structure, staffing, and |
responsibilities may also tend to stabilize and mature during this time. Finally, continued
development is expected in the areas of hardware and communications support. This may assist -
significantly in achieving much closer integration of information systems than has historically been

the case.
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Chapter 4

HAWAII CRIMINAL JUSTICE DATA INTERAGENCY BOARD

In this chapter, we examine the role of the Criminal Justice Data Interagency Board in the
development and management of the statewide criminal justice information reporting and
retrieval system. The interagency board was established by Act 165, Session Laws of Hawaii
(SLH) 1985.

Summary of Findings

We find as follows concerning the Hawaii Criminal Justice Data Interagency Board:

‘1. Considerable ambiguity exists regarding the nature, functions, authority, and
responsibilities of the board, particularly with respect to:

a. Whether it should operate as a policymaking entity or purely as an advisory body.
b. Its interrelationships with the Hawaii Criminal Justice Data Center (“data center”).

2. Most of the board’s efforts to date have been focused on the internal operations of the
board and on statutory amendments and other legislative matters, and relatively little
concentrated attention has been given to substantive issues and problems facing Hawaii in the
area of criminal justice information. As a result, the system continues not to be fully functional
and effective, and board members are becoming increasingly frustrated over the lack of progress
being made toward fulfilling the board’s statutory mandate.

3. A need exists for the board to continue beyond its present statutory ekpiration date of
June 30, 1989, but if it is to fulfill its mission effectively, its status needs to be clarified and the
composition of its membership needs to be changed and strengthened.

4. One area of need is for the development of user steering committees for direct
administrative oversight of multi-agency systems such as the Offender-Based Transaction
Statistics/Computerized Criminal History (OBTS/CCH) system and the Automated Fingerprint
Information System (AFIS). These steering committees would work under the authority and
within the policy guidelines of the board, and would ensure that specific work being performed

on these systems is effective and in accordance with the needs of the user community.
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The Present Governance Structure

Pursuant to Section 846-1.5, Hawaii Revised Statutes (HRS), the Criminal Justice Data
Interagency Board is “responsible for promoting interagency cooperation and coordination in
the development and management of an accurate, complete, timely, and fully integrated statewide

"

criminal justice information reporting and retrieval system.” At present, 8 of the 11 voting
members of the board are appointed by the Governor and confirmed by the State Senate, while
3 serve as ex-officio voting members. The appointed members include at least one resident
member from each county in the State and are representative of criminal justice agencies. The
ex-officio voting members are the division chief of the Electronic Data Processing Division of
the State Depaftment of Budget and Finance; the director of the Department of Data Systems
of the City and County of Honolulu; and the director of the State Department of Corrections.
All the members serve without compensation but are reimbursed for the expenses incurred during
the performance of their duties. The interagency board is established within the Department
of the Attorney General for administrative purposes. It is slated to expire on June 30, 1989.
The Attorney General designates the executive secretary of the board.  Since the
establishment of the board in 1985, the administrator of the Hawaii Criminal Justice Data Center
has served in this capacity. Organizationally, the data center is a division of the Department of
the Attorney General, as shown in Exhibit 4.1. The data center, which was statutorily established
in 1979, initially was attached to the Judiciary for administrative purposes. Subsequently, it was
transferred to the executive branch, effective July 1, 1981. The data center is the state agency
in which the responsibility for the operation of the statewide OBTS/CCH system is vested and,
as such, functions as the state repository for criminal history records. It also has other
responsibilities besides OBTS/CCH which include but are not limited to the state civil
identification program, the state criminal identification program, criminal record checks, and

‘expungement orders. These responsibilities are described in more depth in Chapter 5.

Ambiguity‘ Regarding the Board’s Role

We find that considerable ambiguity exists in terms of the nature, functions, authority, and
responsibilities of the interagency board. This ambiguity is particularly evident with respect to:
(1) whether it should operate as a policymaking entity or purely as an advisory body, and (2) its
interrelationships with the data center.

Policymaking or advisory role. | The establishment of a formal board was no accident.
Recognition of the pressing need for the development of a well-functioning criminal justice

information system by the Governor’s Planning Committee on Crime led to the creation of an
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EXHIBIT 4.1
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advisory ad hoc committee whose members were appointed by the Governor and whose task was

to determine just what needed to be done to achieve such a system. The committee first met

on October 6, 1983. After extensive effort, the Ad Hoc Committee on the Criminal Justice

Information System, chaired by Associate Justice Edward Nakamura, issued a detailed report

in February 1985. This report identified 20 objectives as part of 2 comprehensive plan to improve

the statewide OBTS/CCH system administered by the Hawaii Criminal Justice Data Center.

Objective 1 called for the replécemcnt of the ad hoc committee by “a formal representative policy -
[Emphasis added.] board” which would have “overall responsibility to implement and monitor

the criminal justice information system to insure an effective and dependable system for user

agencies.”

Accordingly, a formal board was statutorily established in 1985. The motivation behind the
ad hoc committee’s. recommendation was to “[e]stablish a formal representative organization
with authority and commitment to oversee and exercise responsibility to implement a criminal
justice information system in order to ipsure that effective actions will be taken to facilitate
implementation of accurate, complete, and timely statewide criminal jﬁstice information.” -

However, from the outset, there was confusion as to what the board was supposed to do. A

 review of the minutes of board meetings indicates that at the very first meeting held on

November 20, 1985, the newly appointed board members sought clarification of the board’s
specific duties and responsibilities. To assist the board in this regard, the executive secretary
of the board drafted the board bylaws, which were formally adopted by the board at its third
meeting on March 7, 1986. These bylaws serve as guidelines for the board’s internal operations.

The duties and responsibilities of the board, as defined by its own bylaws, differ materially
from those envisioned for the board by the ad hoc committee. Most important, the board’s own
document does not specify clearly and unequivocally that it will have overall administrative
responsibility for implementing and monitoring the criminal justice information system. Instead,
the board’s document contains contradictions in that on the one hand, it is “to assist in drafting
interagency agreements and compliance requirements [and] rules and regulations promulgated
for user agencies, and to establish necessary operational procedures for the effective
implementation of a statewide iufofmation system,” while on the other hand, it is “to set
- priorities, establish policies and program standards, and determine resource allocation and
placement.” In the first passage, the board’s role appears only to be advisory in nature while in
the second passage, it appears that the board has overall policy authority.

The contradictions evident in the board’s bylaws stem from the ambiguity surrounding its

authority. An examination of the minutes of the 12 board meetings from November 1985 to
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January 1988 shows that early on, at the request of the board chairman, a deputy attorney general
assigned to service the board also attempted to clarify its authority. The deputy attorney general’s
preliminéry finding, which was communicated orally to the board at its meeting on June 6, 1986,
was that the board is advisory in nature. On August 8, 1986, the same deputy attorney general
summarized the authority of the board in terms of the powers enumerated by the Legislature.
Particularly, she noted that the board was given no rulemaking power under Chapter 846. Yet,
there is general legislation governing the administrative supervision of boards and commissions
assigned to departments for administrative purposes which casts a different light on this matter.
As previously indicated, the Hawaii Criminal Justice Data Interagency Board is placed within
the Department of the Attorney General for administrative purposes. Under Section 26-35,
HRS, rules and regulations of such boards and commissions are subject to approval only by the
Governor. Moreover, the head of a department to which such a board or commission has been
attached is specifically precluded from having the power to supervise or control the board in the
exercise of its functions, duties, and powers. If the board was intended to be only advisory, it is
anomalous that it was attached to the Department of the Attorney General for administrative
purposes.

The problem seems to be that when Act 165, which established the interagency board, was
passed in 1985, certain powers which Chapter 26, HRS, reserves for boards of this kind were not
given to the board but were left with the Attorney General. Key among these is the rulemaking
authority. While Section 846-1.5, HRS, is silent on the matter, Section 846-15, HRS, provides
that the Attorney General shall adopt rules and regulations which will insure compliance with
the provisions of Chapter 846 by the most efficient and effective means possible. Thus,
rulemaking authority which would have allowed the board to set policy was not granted to the
board but was left with the Attorney General. As a result, the board has assumed an advisory
capacity which we think is clearly in violation of the spirit and intent of creating a formal board.
That is to say, if the board was intended to be merely advisory, there would have been no need
to replace the already functioning advisory ad hoc committee with a formal board. In addition,
if rulemaking as well as other authority had been given to the board, the board might have had
the requisite clout that many of its members believe is so sorely needed if it is to function as
intended. '

Furthermore, it is imperative that rules and regulations to implement Chapter 846 be
promulgated. The ad hoc committee recognized the importance of rules and regulations “to
assure that the criminal justice agencies comply with the requirements of the statute to diligently

enter accurate and complete data into the existing criminal justice information system (OBTS)
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in a timely fashion.” So much was this the case that the development of a plan to insure the
promulgation became objective 2 of the 20 objectives identified by the committee. However,
to this day, no rules have been adopted. The proposed rules and regulations which were drawn
up by a deputy attorney general selected by the ad hoc committee and included in its 1985 study
of the criminal justice information system still remain in draft form.

At this juncture, because so much time has elapsed, the proposed rules and regulations should
be reexamined and reviewed by all the affected criminal justice agencies before further formal
action is taken to adopt rules governing the criminal justice information system. The interagency
board would provide the proper forum for this reexamination and review. However, legislative
action is required to clarify the board’s authority to adopt rules in this area.

Board’s interrelationships with the data center. Not only is there ambiguity with respect
to whether the board is a policymaking entity or an advisory body, there is also ambiguity with
respect to its interrelationships with the Hawaii Criminal Justice Data Center. Both the board
and the data center are statutorily established within the Department of the Attorney General.
However, whereas the former is placed there for adminijstrative purposes, the latter is an
organizational division under the full control and direction of the department. To complicate
matters, Chapter 846 gives the two entities potentially overlapping responsibilities. While the
board is ‘“‘responsible for promoting interagency cooperation and coordination in the
development and management of an accurate, complete, timely, and fully integrated statewide
criminal justice information reporting and retrieval system,” the data center is “responsible for
the collection, storage, dissemination, and analysis of all pertinent criminal justice data from all
criminal justice agencies.” _

Under the statutory authority to designate an executive secretary for the board, the Attorney
General has named the data center’s administrator to be the board’s executive secretary. While
this designation serves to provide a formal link between the two entities, it raises other questions
which remain unanswered. For example, does this action in any way bring the data center
administrator and his staff under the control and direction of the board? Or, conversely, does
the action make the board answerable to the data center administrator?

In the absence of any formal clarification of roles between the board and the data center,
actual practice has served to place the data center administrator/executive secretary in a dominant
position in terms of setting the board’s direction and influencing what it has or has not done.

To illustrate, while the board is supposed to meet at least once per quarter, as of
November 1, 1988, when most of the fieldwork for this study was concluded, it had not met

officially since January 1988.1 This is because the executive secretary’s time has been devoted
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almost completely to the planning for AFIS. Whatever importance AFIS may have, it does not
appear that this project should have been allowed to prevent the board from meeting for almost
a whole year-—-especially considering the fact that the board has not yet fulfilled its statutory
mandate and is scheduled to go out of existence on June 30, 1989. Yet, this is what has happened.

Moreover, while the board is clearly supposed to deal with the criminal justice information
system, an examination of the minutes of board meetings indicates that on at least two separate
occasions, the board has discussed and supported legislation which deals with the civil
identification program of the data center. The civil identification program, which fails under Part
I of Chapter 846, HRS, is totally separate from the criminal justice information program covered
under Part I of this chapter. As such, it is entirely under the control and supervision of the
Attorney General and is in no way subject to the jurisdiction of the board.

Further, the board has spent. considerable time keeping up with developments relating to
AFIS. According to Section 846-2.5, HRS, AFIS is also the responsibility of the Attorney
General. Currently, it is uncléar whether AFIS will fall under the purview of the board although
the current procurement process for AFIS indicates that it will interface with the OBTS/CCH
system. If the board is going to be involved in AFIS, then it would seem that it should bé. given
some formal responsibility in this area and should be encouraged to become more fully involved.

Similarly, the development of a juvenile justice information system (JJIS) has been the topic
of some discussion at several board meetings. Originally, the data center was to be the lead
agency for the design of the system; however, the system currently being proposed was designed
by consultants quite separate from the data center. Still, at its official meeting in January 1988,
the board unanimously agreed to support the appropriations bill for the JJIS. Under
Chapter 846, juvenile information also comes under the au.thority of the data center, but the
data center has decided that it cannot accept responsibility for developing the system. The JJIS
is discussed in more detail in Chapter 6 of this report. The point here, however, is that the
respective roles of the board and the data center relative to the JJIS have remained undefined.
As a result, the board has ended up giving time and attention to this peripi:eral matter, time which
might have been used more productively to focus on its main mission, the effective
implementation of the adult criminal justice information system. _

Nominally, the chairman sets the board’s agenda. However, actual decisionmaking on thls
matter is only done in close consultation with the executive secretary and is usually based on staff
work performed by the executive secretary or other personnel in the data center. Thus, it is the
executive secretary who largely determines what is and is not considered by the board at its
meetings. Under this arrangement, it should come as no surprise to find that the board probably

serves the data center more than the data center serves the board.
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To a large extent, then, the board’s confusion in terms of its role simplyAreﬂects statutory
ambiguity on the matter. Traditionally, administrative boards and commissions are expressly given
rulemaking authority and are empowered to function very much on their own in carrying out their
assigned tasks. However, unlike most such boards, this board shares much, if not all, of its
authority with the Attorney General. The organizational interrelationships between and among
the board, the Attorney General, and the data center, therefore, should be reviewed in order
that clearer lines of authority can be identified. If the board’s role is truly to be an administrative,
policymaking one, then it will probably be necessary to provide it with a firmer base than it has
at present.

Scant Attention to Substantive Issues _

We find that largely owing to the ambiguity which exists regarding the nature, functions,
authority, and responsibilities of the board, most of the board’s efforts to date have been focused
on internal operations of the board and on statutory amendments and other legislative matters.
Relatively little concentrated attention has been given to substantive issues and problems facing
Hawaii in the area of criminal justice information. To assess the actual role of the interagency
board, we examined all of the minutes of the 12 board meetings from November 1985 to January
1988. To classify the board’s actions in some meaningful fashion, we used the following three
categories: (1) intra-board concerns and operations, (2) support for legislation, and (3} OBTS/
- ccH management. )

An examination of the 41 decisions made by the board during 1985 to 1988 revealed that
56 percent of all the decisions were decisions in the intra-board concerns and operations
category; 39 percent were decisions concerned with support for statutory amendments and other
legislation; and 5 percent were OBTS/CCH management decisions. Among the decisions
concerned with supporting specific legislation, 25 percent were decisions relating directly or
indirectly to OBTS/CCH, while 75 percent were decisions relating to legislation in non-OBTS/
CCH areas or concerning the board itself. '

Intra-board concerns and operations. Fifty-six percent of all board decisions were in this
category. They included the types of decisions which deal with the internal operations of the
board, such as the adopiion of bylaws and minutes, election of officers, and establishment of
standing committees or working subcommittees.

Support for legislation. The second major category of board decisions consists of decisions
concerned with supporting statutory amendments and other legislation. These comprised

39 percent of all board decisions. Twenty-five percent of all the board decisions in this category
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bore some relation to OBTS/CCH. They had to do with the conversion of the data center
administrator’s position from appointed to civil service status; the conversion of temporary
positions to permanent to assist in the areas of data entry and dissemination of criminal history
record information; and the creation of a data quality assurance unit within the data center to
audit, monitor, and assist user agencies with data entry. The remaining 75 percent had to do with
JJIS and AFIS; civil identification; the interstate transmission of criminal justice data and
information; authorization for the data center to assess fees for-conducting criminal record
checks; requiring criminal record checks for employees of the Department of Corrections; and
board membership or composition, which is explained more fully later in this chapter.
OBTS/CCH management. The third category of board decisions has to do with management
of the OBTS/CCH system. A mere 5 percent of all the decisions fell into this category. These
~decisions had to do with the board unanimously approving the discontinuance of the career
criminal listing and special career criminal prosecution disposition, only to unanimously approve
reverting the career criminal program back to is original status at a subsequent meeting.
That the board has made very few actual decisions with regard to the management of the
OBTS/CCH system does not mean that the board has been wholly inattentive to substantive
issues. The board has spent considerable time discussing the longstanding problems which
impede the development of a fully functional criminal justice information system. It has even
attempted to deal with them by establishing standing committees and working subcommittees.
However, for various reasons, one of which is a relatively rapid turnover of board members, the
board has been unable to deal effectively with those problems. It should be noted that as of
January 1988, only six board members had been serving since the board first met in November
1985. Of these six board members, one more has terminated since that time and another will be
leaving at the end of 1988. Then, too, with respect to the five other members, a representative

of the Judiciary who was appointed in 1988 will also be terminating.

Result of Board’s Inability to
. Deal With Substantive Issues

As a result of the board’s inability to deal with substantive issues and problems facing Hawaii
in the area of criminal justice information, the statewide system continues not to be fully
functional and effective and board members are becoming increasingly frustrated over the lack
of progress being made toward fulfilling the board’s statutory mandate. The deficiencies of the
present OBTS/CCH system are discussed in Chapter 6 of this report, but here some mention must

be made of the board members’ frustration with the board’s lack of progress.
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All 11 present members and one past member of the board were interviewed between
August 11 and October 5, 1988. Because 3 of the 11 present members are so new that they have
yet to attend a board meeting, and another 1 of the 11 has only attended two meetings, they could
not comment about the workings of the board. However, the remaining seven present members
and one former member all agreed that the board has been unsuccessful at fulfilling its objective.
Also widely acknowledged was the fact that the board has not performed any oversight of the
data center’s budget or operations, equipment purchases, and the like. Some members alluded
to experiencing a great deal of inertia at meetings while others mentioned that obtaining a
quorum at meetings is a significant problem. All indicated some frustration with the board. One

member said that he feels that the board is “chipping away an ice mass with a toothpick.”

Need for Continuation of the Board

Although under the provisions of Section 846-1.5, HRS, the board is due to sunset on
June 30, 1989, we feel there is a need for the board to continue beyond the statutory expiration
date. This is mainly because a great deal of interagency coordination and cooperation is still
required to make the statewide criminal justice information system as accurate, complete, timely,
and fully integrated as it can and should be. However, if it is to fulfill its mission effectively, we
also believe that its status must be clarified and the composition of its membership must be
changed and strengthened.

The ‘majority of the 12 past and present board members who were interviewed expressed
support for the continuation of the board. More specifically, 8 of the 12 board members feel that
there is a need for the board, primarily because the system is not up and running efficiently or
because criminal justice agencies need a forum for ongoing dialogue until the sysiem is fully
functional. Three others strongly believe as we do, that it should be continued only if it can be
reconstituted or strengthened. Only one member had no opinion, but this was because he has
only recently been named to the board and has not yet had the opportunity to attend a meeting.

Clarification of the board’s status. The clarification of the board’s status requires legislative
action. First, Section 846-1.5, HRS, should specify explicitly that the board has overall
administrative responsibility to implement and monitor the criminal justice information system.
Perhaps its specific duties also should be more clearly defined by statute. The board, as the
representative of the agencies, should primarily have a policymaking role so that administrative
responsibility for implementing and monitoring the statewide criminal justice information system
rests with the criminal justice agencies themselves. This will help to ensure that the system is

an effective and dependable one for the user agencies. In order for the board to have a

44



policymaking role, rulemaking authority needs to be transferred from the Attorney General to
the board. Thus, Section 846-15, HRS, would have to be amended to reflect this change. Once
this is done, it is hoped that the board will act with some urgency to promulgate rules and
regulations for the successful implementation of Part I of Chapter 846. The existing draft of the
proposed rules and regulations needs to be reexamined and reviewed, however, to determine
whether its contents are still relevant and appropriate. |

Under Chapter 91, HRS, which governs state administrative procedure, once proposed rules
and régulations are completed and a copy is sent to the Governor for his preliminary approval,
public hearings are conducted to allow public input. Once the rules are finalized, they are
adopted by the adopting agency, subject to the approval of the Governor. The rules take effect
10 days after they are filed in the Lieutenant Governor’s office. During the course of conducting
this study, we learned that the Department of the Attorney General may take the proposed rules
out to public hearing before the end of the year. However, even if this does happen, we feel that
rulemaking authority should be transferred to the board, particularly if it is to have overall
administrative responsibility for implementing and monitoring the statewide criminal justice
information system, as originally envisioned. _

By clarifying the board’s status, its interrelationships with the data center as well as the
Department of the Attorney General should become more well defined. As clearer lines of
authority are identified, the board should give stronger consideration to fulfilling its statutory
requirements and pay less attention to other peripheral matters.

Strengthening the membership of the board. If the board is to fulfill its mission effectively,
the composition of its membership also needs to be changed and strengthened. Previous actions
taken to change the board’s membership seem to have weakened, rather than strengthened, the
ability of the board to perform effectively.

When the board was first established in 1985, its members were to be appointed by the
Governor and to be representative of criminal justice agencies. They also had to include a
resident member from each county in the State and ex-officio members, as necessary. Act 146,
which was enacted in 1987, provides that the board shall consist of 11 voting members, 8 of whom
shall be appointed and 3 ex-officio. Further, the eight appointed members shall include one
representative from each of two police departments and two prosecuting attorney’s offices; an
administrative judge of the district court and of the circuit court; a representative from the adult
probation office; and a representative of, ora government attorney who provides legal services
to, a state or county criminal justice agency. Moreover, the appointed members are to include

aresident of each of the four counties of the State. The ex-officio members are the division chief
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of the Electronic Data Processing Division of the State Department of Budget and Finance, the
director of the Department of Data Systems of the City and County of Honolulu, and the deputy
director of the state department overseeing the corrections functions.

According to testimony submitted to the House Committee on Finance by the Attorney
General on March 31, 1987, the language relating to the composition of the board was
recommended to provide for “the automatic termination of membership on the [bloard upon
the member’s termination of employment with, or reassignment to nonadministrative or other
functional responsibilities for, their respective representative agencies.” Apparently, the original
language was “so broad as to allow current members to remain serving on the [bJoard despite
the possibility of their termination of employment in a criminal justice agency.” Thus, Act 146
also provides for the automatic termination of board membership under certain conditions.

Act 182, which was enacted in 1988, requires the director of the State Department of
Corrections, not the deputy director overseeing the corrections functions, to be an ex-officio
member of the board. In addition, Act 182 provides for a member to designate and authorize
a substitute to attend meetiﬁgs and to act in place of the member. The substitute need only be
employed in the same agency that is represented by the member.

These statutory amendments were intended to strengthen the board. However, the net effect
of these amendments may be to weaken rather than strengthen the board in at least two ways:
* (1) they may disallow the selection of the best candidates for appointment to the board, and
(2) they may exclude certain agencies from being represented on the board.

Diminishment of discrétionary authority. In recommending the establishment of a formal
policy board, the Ad Hoc Committee on the Criminal Justice Information System envisioned a
body whose members would have “authority and commitment to oversee and exercise
responsibility” to implement a statewide criminal justice information system. That is to say that
members representing the criminal justice agencies should be able to speak authoritatively for
and have influence within the respective agencies that they represent, so much so that they would
be able to elicit the appropriate kind and amount of cooperation to make the statewide system
fully functional and effective. '

Specifying just who should be represented on the board by agency or position within an
agency diminishes the discretionary authority of agency heads to recommend and the Governor
to appoint the best qualified, most committed, and most appropriate candidates for board
membership. This seems particularly true of the Judiciary. Rather than specify that an
administrative judge of a circuit court, an administrative judge of a district court, and a
representative from the adult probation office of the Judiciary sit on the board, it may be
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advisable to leave it up to the Chief Justice to determine who can best represent and speak for
the organization.

Exclusion of agencies. Further, the present composition of the board may exclude certain
agencies or at least make them feel as if they are not represented. For a statewide system which
depends on the cooperation of many agencies which span multiple jurisdictions, i.e., the executive
and judicial branches of the state government and the county governments, it is imperative that
all the affected agencies feel they are represented, but this is not the case now. With respect
to the county prosecuting attorneys, three of whom are elected and one of whom is appointed,
having two serve on the board does not mean that all four are represented or that the two on
the board can speak for the two who are not on the board. The same is true of the four county-
police departments. However, increasing the size of the board to include all the agencies would
make it unwieldy. Instead, the four prosecuting attorneys and four police departments may each
want to meet to determine which two amongst them, respectively, should be recommended for
appointment to the board.” Then, those who are appointed should regularly communicate with
their counterparts to keep them apprised of and to seek their input on what is going on with
respect to the criminal justice information system and the board. In this fashion, those most
interested in serving may be able to sit on the board and no agency need feel totally
unrepresented.

Interestingly, from the outset, the Attorney General has not been a member of the board.
We think that as the state’s chief law enforcement officer as well as the head of the department
in which the board is established for administrative purposes, the Attorney General should be
a member of this board. In order to make the board truly representative, we propose that the
board be composed of the following voting members: one representative from each of two police
departments, as determined by the police departments themselves; one representative from each
of two prosecuting attorneys’ offices, as determined by the prosecuting attorneys themselves;
two representatives from the Judiciary, as determined by the Chief Justice; two representatives

“from the State Department of Corrections, as determined by the director of the department;
the division chief of the Electronic Data Processing Division of the State Department of Budget
and Finance; the director of the Department of Data Systems of the City and County of
Honolulu; and the State Attorney General. The appointed members of the board would still be
appointed by the Governor who would ensure that the members of the board include a resident
member from each county of the State.

As mentioned earlier, in 1988, Section 846-1.5 was amended to provide for substitutes o

attend and act at meetings. This amendment was supported by the board because it wanted
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to overcome the nagging problem of not having a quorum for board meetings. By providing for
the best qualified, most committed, and most appropriate candidates to be appointed for board

. membership, it is hoped that the use of substitutes will be kept to a minimum or avoided entirely.

Need for Multi-Agency System Steering Commitees

It was stated earlier that full participation of the criminal justice agencies will be required
to ensure that systems operate effectively and dependably. Restructuring the board membership
will help to increase this participation at the policymaking level. In addition, for multi-agency
systems such as OBTS/CCH and AFIS, the need exists for steering cominittees composed of key
system users from all agencies to provide more direct administrative or operational oversight,
and ensure that work being performed on these systems reflects users’ priorities. These steering
committees, for example, would approve system changes or enhancements; establish priorities
for implementing changes; approve action plans and monitor progress against plans; and oversee
projects initiated to carry out policy determinations made by the board that relate to their
particular system. These steering committees would be organized and controlled by user agencies
and operate under the authority of the board. Data center personnel would provide advisory
input and carry out project activities under the direction of these steering committees. It would
be expected that one or two members of each steéring committee, but not all members, would

also serve on the board and serve in a liaison capacity.

Recommendations

We recommend that:

1. The Legislature clarify the board’s policymaking status, particularly as it relates 1o the
board’s nature, functions, authority, and responsibilities. The Legislature can do this by:

Specifying in statute that the board has overall administrative responsibility to implement
and monitor the criminal justice information sysiem,

Transferring such powers as rulemaking authority from the Attorney General to the board;
and E

Defining the board’s duties and responsibilities in statute.

2. The Legislature extend the life of the board beyond its present statutory expiration date, but
only if it also clarifies the role of the board as recommended above and changes and strengthens
the present composition of the board.

3. The board address substantive issues which wdl enable the criminal justice information

system to be fully functional and effective and pay less attention to peripheral matters.
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4. Under the authorily of the board, user steering committees be established to provide effective
direction over OBTS/CCH and AFIS activities.
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Chapter 5

ORGANIZATION AND OPERATIONS OF THE
HAWAIl CRIMINAL JUSTICE DATA CENTER

As part of this study, documentation was assembled regarding the mission of the Hawaii
Criminal Justice Data Center (“data center™); its organization, budget, policies, and procedures;
and relevant statutory requirements. This provided an initial understanding of its current
functions and responsibilities. Interviews were then conducted with all management and
supervisory level personnel within the data center, with particular fact-finding emphasis on those
areas directly supporting the functions of the Offender-Based Transaction Statistics/
Computerized Criminal History (OBTS/CCH) system.

This chapter provides findings and recommendations resulting from this fact-gathering
process that deal primarily with the overall organization and operating effectiveness of the data
center. Specifically, these findings and recommendations deal with the data center’s roles and
responsibilities, organization and persoﬁnel resources, planning and project control methods,
security policies and procedures, hardware resources and level of performance, and functionality

of the supporting data communications network.

Summary of Findings

Findings resulting from the review of the data center’s organization and operations are
presented in this section. Recommendations may be found in the final section of this chapter.
Both findings and recommendations are organized according to the major areas of review.

Roles and responsibilities. With respect to roles and responsibilities of the data center, we
find as follows:

1. The data center has steadily accumulated new responsibilities over time. With the
exception of the civil identification (ID) program, these appear to fit logically within the concept
~ of a centralized criminal justice service function.

2. This growth, while logical, has also created issues and problems. The data center’s
resources have lagged behind its increased responsibilities. It continues to have difficulties in
serving adequately its traditional functions, such as OBTS/CCH, while trying to provide new

services at the same time.

Al
i

51



Organization and personnel resources. With respect to the data center’s organization and
personnel resources, we find as follows:

1. The data center’s current organization structure allows it to address satisfactorily the
majority of its assigned responsibilities. The most significant exception is OBTS/CCH support,
which is currently spread across three sections and therefore may not be well coordinated
centrally. ‘

2. Data center management has proposed a reorganization to combine most OBTS/CCH-
related functions under a new Information Systems Section. This includes creation of a new
Quality Assurance Unit to address the delinquent disposition problem and initiate an audit role.
Significant OBTS/CCH-related functions not included under the new section are systems support
‘and the interface clerks. ,

3. Staffing levels appear to be low relative to workloads in several areas. In some cases, this
has been exacerbated by the inexperience of some personnel and by management’s inability to
fill certain authorized positions. Specific areas of staffing inadequacies include the following:

Number and skill levels of staff in the System Development Section;

Number of interface clerks in the Operations Section;

Temporary clerk/typist positions to clear up the OBTS/CCH backlog, which management
has not filled in two years;

Number of Systems Support Section staff; and

Number and skill level of Criminal ID Section staff.

Planning and project control. With respect to planning and project control methods within
the data center, we find as follows:

1. The data center is operating under a rather complete and logical six-month tactical plan.
However, it lacks long-range plans directed at its overall organizational direction and growth,
and at resolution of major outstanding issues regarding specific systems such as the OBTS/CCH.

2. On a more operational level, there is a relative deficiency of formal tasks to control work
and monitor progress, particularly in the System Development and Operations Sections. While
supervisory personnel nevertheless appear to have adequate knowledge of the status of current
projects, this may change quickly as more complex projects are initiated and staffing needs
increase. ' _

Security. With respect to security practices within the data center, especially with regard
to the OBTS/CCH system, we find as follows:

1. The current procedures for coordinating OBTS/CCH password and user ID assignments
with agency personnel appear to be well documented, thorough, and consistent.
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2. There is no single plan for addressing the security and privacy requirements of centralized
criminal justice records. Such a privacy and security plan has been developed and used
successfully in other states.

3. The data center has drafted administrative rules that would address a number of security
and privacy concerns. However, these remain in draft form and have not been promulgated.

4. The amount of data center staff resources assigned to address privacy and security
matters, as well as provide audit services, is currently deficient.

5. Certain improvements could be made in a short period of time to current access control
methods. These include replacing group security practices with individual security, using the
system to require regular password changes, and changing control of access based on terminal
ID wherever this creates a significant user operating problem.

Hardware resources and performance. With respect to the adequacy of hardware support
and performance for OBTS/CCH system users, we find the following: ,

1. The hardware resources provided by the Electronic Data Processing Division (EDPD)
are adequate to meet the current needs of the OBTS/CCH user community.

2. Response times currently appear to be satisfactoty, and planned performance upgrades
should permit this to continue for some time. .However, there is insufficient information to
provide long-term assurance of this.

Additional findings regarding system availability, utilization mdnitoring, and capacity planning
are presented in Chapter 8. See also the description of the Intake Service Center activities in
Chapter 6.

Network/communications functionality. Specific findings and recommendations in this area

are provided in Chapter 9 of this report.

Data Center Roles and Responsibilities

Over time, a definite trend has been established for the data center to accumulate new
responsibilities, often absorbing functions that were previously performed on a more
decentralized basis. While support of OBTS/CCH was the original function of the data center,
others have steadily been added. The function of providing criminal history record checks for
all interested parties throughout the State was taken over from the Honolulu Police Department
(HPD). The civil ID card program, statistical reporting, and some criminal ID functions were
assumed from the Bureau of Crime Statistics in 1983. More recently, the data center has
undertaken the task of centralizing fingerprint records and identification functions, and selecting
and supporting an Automated Fingerprint Identification System (AFIS). This will result in a
further transfer of responsibilities from HPD to the data center.
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With the exception of the civil ID program, the responsibilities assigned to the data center
appear to fit logically within the concept of a centralized criminal justice service function. They
involve criminal justice information that should be captured, maintained, and made available on
a centralized basis to a large number of agencies and other interested parties throughout the
State. The need to maintain the integrity and confidentiality of this type of information, and
to provide a single source of information for accurate reporting of criminal justice statistics,
argues for a centralized state organization such as the data center.

The data center’s growth, while logical, has also created a number of issues and problems.
In general, it appears that the resources available to the data center have lagged behind its growth
in responsibilities. To some extent, this seems to result from a natural tendency to underestimate
the challenges presented by the assumption of new responsibilities. At the same time, the data
center has frequently lacked the staff needed to properly address and resolve the challenges still
being presented by its traditional functions. For example, the data center continues to struggle
to keep pace with the current operational problems of OBTS/CCH, and has not been able to plan
and implement the more far-reaching design changes that are needed to build solid user
community support for OBTS/CCH as an effective operational system. While not the sole reason
for the data center’s troubles, lack of staffing and budgetary support has definitely made it difficult
for the data center to grow and still maintain its service effectiveness. This disparity between
the growth of the data center’s responsibilities and the resources available to it continues to this
date.

Brief descriptions of the data center’s responsibilities are provided in the remainder of this
~ section. These include its new responsibility to administer, operate, and maintain a statewide
automated fingerprint identification system.

OBTS/CCH. The data center’s single largest commitment of resources is toward
administering and maintaining the OBTS/CCH system. This system is extremely complex from
both a technical and operational perspective, as it requires a significant level of cooperation from
numerous agencies involving the intricate processes of law enforcement, prosecutors, courts, and
.corrections on Oahu, Hawaii, Maui, and Kauai. '

Maintaining the OBTS/CCH system entails the technical activities involved in enhancing or
otherwise modifying approximately 200 application software programs, including requiréments
analysis, design, coding, testing, and implementation.

By statute, the data center is responsible for the accuracy and completeness of OBTS/CCH
information that is maintained in the system. Therefore, a significant amount of time is spent

in identifying and researching missing information, as well as verifying existing data.
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Finally, the data center is responsible for the operational aspects of OBTS that include
scheduling of batch jobs, monitoring the communications network and resolving problems when
necessary, ensuring maintenance of the data base, providing system security, producing various
system reports, and disseminating hard-copy output to appropriate users. A number of these
functions require close coordination with EDPD, which provides the supporting hardware
environment.

Civil identification cards. The data center is responsible for administering the state civil
identification card program. Activities related to this responsibility include processing of
applications, fingerprinting, classification of fingerprints, photographing applicants, and
producing the actual identification card complete with photograph. Furthérmore, the data center
is responsible for maintaining the information regarding each card that is issued.

The data center is currently in the prbcess of designing and developing software and acquiring
hardware to provide automated support of the civil identification process and recordkeeping
responsibilities. '

Criminal history record checks. As a result of Chapter 846, Hawaii Revised Statutes, the
data center is assigned the task of performing criminal history record checks and disseminating
this information to requesting organizations. Organizations routinely request this service when
considering individuvals for employment or licensing in the areas concerning child care, child
protective services, security guards, private detectives, and.state government agencies. The
Honolulu Police Department had historically provided this service but has since discontinued
this function. Consequently, all requests for this form of criminal history record research are
directed toward the data center.

The demand for criminal history record checks is increasing yearly, and data center personnel
are growing more concerned over the fact that statutes do not exist that govern the dissemination
of such sensitive information. As part of its proposed administrative rules, the data center has
drafted guidelines to govern the dissemination of criminal history information. However, these
administrative rules have not obtained approval.

Expungements. The data center is responsible for processing expungements. By statute,
expungements must be processed within 120 days of the request for this service, requiring that
data center personnel react relatively quickly.

Processing expungements requires that data center personnel research and coordinate efforts
with the police department, prosecutor, and the court. The court information is typically the first
to be researched to ensure that the disposition is such that it qualifies for the expungement

process. Once it is determined that a case is eligible for expungement, further processing is
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resumed by coordinating with both the police department and prosecutor’s office to ensure that
all source documents are returned and that automated systems are fed the appropriate
information. A file is maintained which provides an audit trail of information that has been
expunged.

Statistical reporting. As a result of the data center absorbiﬁg the Bureau of Crime Statistics
in 1983, the data center assumed the responsibility for generating statewide crime-related
statistical reports, including the Uniform Crime Report (UCR). The UCRs are generated
quarterly by collecting both manual and automated information that is loaded into personal
computer (PC)-based spreadsheets, and generating the various statistical correlations.

‘The data center also responds to requests for specialized crime statistical reports by the
Legislature, Attorney General, criminal justice agencies, government officials, libraries, and state
archives. In addition, the data center statistical personnel collectively identify their own topics
and present them to the data center administration for approval. Information is gathered from
many sources; however, OBTS/CCH is typically used as a starting point in the information-
gathering process. \

Automated Fingerprint Identification System. The data center is currently involved in the
identification and acquisition of a new statewide AFIS. The data center anticipates assuming
the responsibility of housing, administering, operating, and maintaining the system once it has
been acquired. It is also anticipated that the data center will serve as the central repository for
all fingerprint cards on a statewide basis and will train the appropriate state personnel in the
use of AFIS. These new responsibilities will affect the organization, necessary staffing levels,
and budget of the data center.

For a more extensive discussion of the AFIS selection process and associated issues, please

refer to Chapter 9 of this report.

Organization and Personnel Resources

The data center is a division of the Department of the Attorney General. It currently consists
of 31 authorized, permanent staff positioné, as well as eight temporary positions, not all of which
have been filled. It is managed by the data center administrator and an assistant administrator,
and is organized into six sections. See Exhibit 5.1, which depicts these sections and the specific
functions assigned to each.

The System Development Section, consisting of a systems analyst and two programmers, is
fully dedicated to maintenance and enhancement of the OBTS/CCH application software. This

staffing level is low relative to the overall effort required to maintain OBTS/CCH, a situation
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which is aggravated by the fact that the current programming staff is relatively inexperienced.
Not surprisingly, this section faces a backlog of maintenance work and has not been able to devote
significant time to new devélopmcnt activity.

The Operations Section also is primarily devoted to functions related to OBTS/CCH. The
Delinquent Dispositions Unit, which was established to work with the various agencies to reduce
their delinquency backlogs, consists of a number of temporary positions that have not been filled.
Therefore, this unit is not effective at this time. Two full-time clerks, however, are assigned to
validating data entered via the automated interfaces from the Honolulu Police Department and
from the Judiciary’s First Circuit Court through their Hawaii Judicial Information System
(FLATJIS) application. At this time, these staff have difficulty keeping up with the volume of error
transactions resulting from these interfaces. This is especially true with the HAJIS interface,
which may have a transaction error rate exceeding 50 percent. (See Chapter 7.) Many of these
errors appear to result from the fact that basic offender identification information is entered into
the two systems separately, with resulting discrepancies. The Operations Section also has a staff

* person devoted to monitoring the OBTS/CCH network, an individual who performs the
expungement function, and a unit composed of four permanent employees who perform the
criminal history record check function.

The Systems Support Section consists of one individual having a variety of functions. One
of these is to identify changes required to the OBTS/CCH data base, communicate these to the
data base administration group at EDPD, and ensure that these are completed. A second
function is to assign user IDs and passwords to OBTS/CCH system users and address any user
problems related to system security. This individual also is engaged in communication with the
user community, -provides advice regarding personal computer use, and is engaged in special
projects such as the recent request for proposals (RFP) issuance and evaluation process for
hardware for a new state ID system.

The remaining data center sections perform functions that are relatively independent of
OBTS/CCH. The Research and Statistics Section performs the statistical reporting functions
described earlier in this chapter. The Civil ID Section fulfills the data center’s responsibility to
issue state civil identification cards. The Criminal ID Section consists of two staff members
located at the Records Division of the Honolulu Police Department. One of these individuals
is qualified to classify all fingerprint cards, but does not perform latent fingerprint work. With
the implementation of AFIS, it is expected that thes¢ existing staff will be moved back to the

data center and that the overall staffing of the section will increase.
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The current organizational structure of the data center appears to allow it to address
satisfactorily the majority of its assigned responsibilities. The exception, which is very significant,
is OBTS/CCH support. Functions related to OBTS/CCH are currently spread across three
sections: System Development, Operations, and System Support. The resulting lack of central
coordination, except at the top administrative level, may have contributed to some of the planning
and project control findings that are discussed later.

Management plans to request a reorganization of the data center along the lines indicated
in Exhibit 5.2. One primary purpose of this new structure would be to group all of the activities
related to OBTS/CCH together, organizationally. This combined “Information Systems” Section
would continue to report separately to the assistant administrator. '

Within the Information Systems Section, a new Quality Assurance Unit would be created.
Management’s request is for a data processing systems analyst to supervise the unit and three
permanent, full-time clerk/typists.

The immediate focus of the Quality Assurance Unit would be to eliminate the delinquent
dispositions backlog. The three requested clerk/typists would be used to assist user agencies
in key entry of these delinquent transactions. The analyst’s role would be to supervise these clerk/
typists and work directly with users to identify and address any system issues that are hindering
resolution of the delinquency backlog situation.

Over the longer term and as the delinquency counts decline, the Quality Assurance Unit
would be expected to conduct an increasing amount of its activity at user agency locations,
assisting them in improving the accuracy and efficiency of their own data entry operations, and
conducting reviews or audits of the quality of criminal justice data maintained on the various
systems throughout the State. This latter function is mandated by statute to be the Attorney
General’s responsibility; however, staffing shortages have, to date, prevented this from being
- accomplished.

While the above-recommended steps are very constructive, two areas for further
consideration exist. One is that the two interface clerks, currently in the Operations Section,
should perhaps be transferred to Quality Assurance, since their primary role is to insure the
integrity of the data input into OBTS/CCH through its automated interfaces. The other
consideration is that System Support, which includes responsibility for OBTS/CCH data base
maintenance and password sécun'ty, would continue to operate as a separate section under the
current reorganization plan. This may be another function that should be included within the

new Information Systems Section.
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Another significant finding is that the actual levels of staffing appear to be low relative to
the workloads in a number of different areas. In some cases, this has been exacerbated by the
inexperience of some personnel and by management’s inability to fill certain authorized positions.
Specific areas of staffing inadequacies include the following: |

Both the number and skill levels of staff in the System Development Section appear
inadequate to meet even the current backlog of OBTS/CCH maintenance projects. New
system development activity is even more limited. The current OBTS/FACTS interface
| project, while important, is unfortunately the only new development effort that this staff
can handle at this time.
The two interface clerks, within the Operations Section, appear unable at this time to
stay abreast of the error transactions identified by the automated HPD and HAIJIS
interfaces. As is discussed in Chapter 7, however, certain design improvements could be
implemented to reduce this error workload.
Three temporary clerk/typist positions, which were created to help clear up the delinquent
dispositions backlog, have not been filled for approm'mately two years. This is especially
regrettable because of the fact that the backlog problem has inhibited general user
acceptance of OBTS/CCH, adversely affected the data center’s credibility, and delayed
efforts to implement more far-reaching design improvements that are needed.
The single staff member in the System Support Section is obliged to assume a number
of very disparate responsibilities. This creates the risk that some of these assigned
functions may not be handled as thoroughly as possible. For example, OBTS/CCH system
security is one of these assigned responsibilities. This is an area for which a number of
recommendations for improvement are being made.
The Criminal ID Section has always been understaffed in relation to the statewide
demand for searches of centralized fingerprint records. The two current data center staff,
in reality, are adjuncts to HPD, which is currently performing this centralized service. The
data center’s staff, in any event, lack the latent fingerprint search capabilities that will
be needed in a centralized full-service unit that is now envisioned to reside at the data
center once AFIS is implemented.

Management has requested additional staff in a number of areas. The most significant is a
major increase in the Criminal ID Section to accommodate the expected workloads associated
with the new AFIS implementation and the assumption by the data center of central responsibility
for fingerprint identification services. The selected vendor’s proposal recommends that the State
provide six staff to support AFIS. The data center requested a supervisory position plus five staff -
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positions for the Criminal ID Section for next year. This would include the two staff members
now located at the Honolulu Police Department who would move back to the data center.
Other personnel requests subrmitted by the data center include the addition of an accounting
clerk to the administrative support staff, addition of an analyst in the Systems Development
Section to support increased workloads related to OBTS/CCH and the civil ID automation
project, and upgrade of a temporary clerk position in the Civil ID Section to a permanent

position.

Planning and Project Control

While the data center has not developed any long-term plans or strategies at this time, it is
operating under a six-month plan of action which is tactical in nature. This tactical plan sets both
agency and section goals; identifies projects that have an agency-wide priority; and identifies,
prioritizes, and schedules projects for each section. While this serves as a potentially useful tool
for monitoring progress against short-term plans at a section level, it is not used to monitor
progress of an individual project against schedule. In fact, interview findings indicate that most
project status reporting is not regularly scheduled and is primarily verbal.

While the data center’s tactical plan is a valuable management tool, many of the challenges
faced by the data center require planning of a more strategic nature and many years of work to
address. OBTS/CCH and AFIS are two primary examples. As described in Chapter 3 of this
report, several years of effort are needed to build OBTS/CCH into a fully effective, operational
system for the entire state criminal justice community. Similarly, it will take several years to build
adequate staff and operational support for AFIS. The data center currently lacks long-range
plans directed either at these specific projects or at its overall organizational direction and growth.
This lack of formulation of long-range objectives and plans also may have contributed to what
appears to be chronic difficulties in obtaining sufficient funding for staffing resources from the
Legislature.

Another area requiring planning and project control methods is new systems development.
At the data center, major system development projects that are currently underway appear to
employ some type of development methodology. One recent example of this has been the use
of SDM/70 (see Glossary) in a project to define requirements, issue an RFP, and evaluate
responses for a new automated civil identification system. A detailed work plan has also been
developed and followed for the recent OBTS/FACTS interface project.

On a more operational level, we observed a relative lack of formal tools to control work and
monitor progress in the System Development Section. One example of this has already been

stated. This is the prevalence of verbal reporting regarding the status of work being performed
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on projects contained in the tactical plan. It is customary in information systems organizations
to have regular written status reports on outstanding projects.

A second example relates to the handling of system maintenance and enhancement requests.
User requests of a system maintenance or enhancement nature are generally phoned in to the
System Development Section. Section staff complete a System and Development Request Form
in order to record and describe the nature of the problem. Based on this information, the data
center prioritizes this project relative to other requests that have been received. To a large
extent, those projects that will deliver the gfeatest favorable impact for the resources expended
are assigned the highest priority.  This prioritization process does not appear to involve
representatives of user agencies.

The Systems Development and Request Form itself does not appear to be used for any other
purpose than to record the problem and permit it to be distinguished, for tracking purposes, from
other projects being worked on by the System Development Section. It is a common practice
elsewhere to use this type of form to support initial analysis and evaluation of the request; to
estimate hours required to complete necessary tasks and to provide this estimate to the user prior
to initiating work; to provide a means to estimate completion dates and monitor actual progress
‘against budget as the work proceeds; to document work performed and test results; and to provide
a written record of supervisory and user reviews and approvals prior to placing system changes
into production. As far as could be determined, the Systems and Development Request Form
is not used for the above-stated purposes. _

A third area in which informal project control methods were noted was in Operations. This
pertains to logging and controlling production problems identified either by users, EDPD, or data
center personnel. At the data center, production-related problems are reported to the
Operations Section: Normally, these are resolved by Operations without the use of specific
problem logs or repofts. However, if a problem results in the need for a software change, a
Systems Development Request Form is completed and the procedure described above is
followed.

A widely used practice in other information systems organizations is to maintain trouble logs
and problem resolution reports that keep a continuing record of production problems, their
source, current sta_tlis, and ultimate resolution. These can serve as tools for identifying and
resolving recurring problems, allocating staff resources, and providing activity reporting that can
be used to justify staffing levels within Operations.

Despite the lack of formal project control methods, supervisory and management-level

personnel at the data center appear to have an adequate understanding of the status of projects
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that are underway. The relatively small size of the current organization and frequent verbal
communication probably help to make this possible. However, with growth in staffing support
needs for both OBTS/CCH and AFIS, and probable increased project complexity, more formal
methods of project control will eventually become necessary. One significant advantage of the
data center’s current reorganization request is that it includes a new Information System Section

management position, which could become the focus for improved project management.

Security

The data center’s System Support staff members coordinate password and user ID
assignments with agency personnel according to a well-documented and thorough procedure.
Systems Support maintains a written form from each agency that identifies an official authorized
to make all security-related requests for that agency, including designation of agency liaison and
alternate liaison individuals. These agency liaisons, in turn, work with the data center to identify
and screen new users, assign and change user IDs and passwords, delete terminated employees
from the authorized user lists, and perform any other necessary day-to-day, security-related
functions for the agency. All of these actions are documented on various request forms submitted
by the agency liaisons to the data center. However, while these procedures are in place, certain
other areas for concern exist and require more concentrated attention by the state’s criminal
justice community.

One of these areas is the lack of a single plan for addressing the security and privacy
requirements of centralized criminal justice records. As with any state, this is a matter of great
importance to Hawaii’s criminal justice cominunity. These needs are especially acute with OBTS/
CCH because of its role as the central repository of criminal data for all offenders, and because
of the wide extent of access. At this time, the State of Hawaii has not enacted statutory
requirements regarding rights of access to this data and the responsibilities of EDPD, the data
center, and the criminal justice agencies in safeguarding the data base. In response to this
concern, other states have found it useful to develop a privacy and security plan that accomplishes
the following:

Identifies all of the relevant statutory and regulatory requirements.

Establishes standards for completeness and accuracy of data.

Establishes procedures for disseminating criminal record history information to qualified
parties and for satisfying individuals’ rights to access and challenge their own data.
Defines responsibilities of all criminal justice agencies for maintaining integﬁty and
timeliness of data, screening their employees who access and update this data, and

maintaining procedures to prevent unauthorized attempts to access data.

e
r

64



Establishes procedures for physical safeguard of data files and programs and of data

processing equipment and facilities, and provides for planning to recover from disastrous
. events affecting the system or its supporting facilities.

Establishes procedures and responsibilities for regular audits of the data base integrity

and of all procedures designed to protect the integrity and confidentiality of this data.

One advantage of this type of plan in Hawaii would be that it would define, in one place, all
of the procedures and responsibilities of the criminal justice agencies which deal with the data
center and with the OBTS/CCH data base. This would, in turn, be a tool to enforce agency
compliance in this area.

For its part, the data center has drafted administrative rules that would specify responsibilities
of EDPD, the data center, and user agencies in the area of security; require signed security
agreements between the agencies and the data center; enforce certain procedures for screening
of new users of the OBTS/CCH system; and establish guidelines pertaining to the dissemination
of criminal information. Unfortunately, these remain in draft form and have not been
promulgated.

A second area of concern is the deficiency of data center staff time assigned to address privacy
and security matters. Presently, security is a part-time responsibility of the systems support person
only. Security planning and audit functions have largely been unaddressed owing to a lack of staff
time. Creation and full funding of the Quality Assurance Unit may begin to permit the devotion
of greater staff resources to these neglected functions.

A final area of concern, which perhaps can be addressed with current staff resouices, is to
strengthen current access control methods and make them more consistent with users’ operating
practices. At this time, heavy reliance is placed on CICS (see Glossary) resource-level security
to control access to the OBTS/CCH data base. CICS user IDs and passwords are assigned by
the Systems Support Section and communicated to EDPD. Each user ID is allowed only to access
specified CICS transactions. In addition, the CICS Terminal Control Table is used to restrict
access to CICS transactions based on the terminal ID. Three areas for improvement were
identified. First, user ID and password assignments are often assigned at the group (department)
level. This tends to increase the opportunities for this sensitive access information to spread to
unauthorized users. It also does not allow agencies to differentiate between their employees in
terms of what types of transactions or information they should be allowed to access. Second, -
passwords are not automatically required by the system to be changed on a regular basis. This,

again, increases the risk that an unauthorized person will discover how to access the system.
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Finally, control of access by terminal ID has been found by some agencies to unnecessarily restrict
the activities of some of their personnel, especially at a supervisory level.

The management of the data center recently has initiated some efforts to address these types
of issues. As one step, it is currently looking into the use of RACF, which is security software
available at EDPD, for use in assigning individual user IDs and passwords that are required by

the system to be changed periodically.

Hardware Resources and Performance

The data center utilizes computer resources of the State of Hawaii’s Electronic Data
Processing Division for OBTS/CCH processing. These resources consist of two IBM mainframe
computer systems, a 3090-200E and a 3081-D32. The 3081-D32 computer system is used for
batch processing and the 3090-200E, for on-line applications. A third IBM machine at EDPD,
which is a 3090-180, is dedicated solely to a human services application named HAWI, This third
machine affects the OBTS/CCH only in that it provides a communications path into the system
for a number of users. Exhibit 5.3 depicts the data center’s processing environment and user
network. A more complete discussion of the hardware environment at EDPD is provided in
Chapter 7 of this report.

- During our interviews at EDPD, systems software personnel informally estimated utilization
of the machines used for batch and on-line OBTS/CCH applications at 90 percent and 75 percent,
respectively. With these high levels of utilization and given the fact that these processors support
several thousand on-line users, it would be expected that user complaints regarding system
response times would be encountered during interviews. Generally speaking, however, this did
not happen. It is therefore possible that the utilization estimates may be high, or may represent
peak periods of use that do not occur regularly. In addition, the planned upgrade to MVS/XA
(see Glossary) on the on-line production machine (3@-2%E) should further forestall the
possibility of response time or other performance problems in the near term.

Certain concerns were noted during the review regarding system availability, utilization
monitoring, and capacity planning. These are addressed in the Chapter 8 findings and

recommendations. See also the description of Intake Service Center activities in Chapter 6.

Network/Communications Functionality

Terminal access to OBTS/CCH is provided by inter-network communication links connecting
the state’s EDPD networks (including the Human Services Department’s HAWI system
network), the Judiciary Computer System (JCS) network, the City and County of Honolulu’s
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EXHIBIT 5.3
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Department of Data Services (DDS) network, and the Hilo prosecutor's Wang network. There
are currently 330 terminals that can access OBTS/CCH from the various agencies. These
termijnals are spread among four islands geographically.- The distribution of terminals is as

follows:

Total Oahu Hawaii Maui Kauai
JCS ‘ 127 41 3c 38 8
EDPD 80 69 5 3 3
EDPD (HAWI) 28 19 | 4 3 2
DOS 80 3 5 0 2
Hilo prosecutor 15 _0 _15 _0 | 0

In general, the trend in recent years has been toward increased interconnectivity between
the major systems (DDS, Judiciary, and EDPD), with resulting improved accessibility of the
OBTS/CCH to its users. Many OBTS/CCH users can now access the system using the same
terminal as they would use for their own agency applications. As an example, the Department
of Corrections (DOC) will in the near future be utilizing its own terminals to access OBTS/CCH
rather than using IBM terminals provided by EDPD. This is definitely a change from the recent
past, when a user often needed to obtain a separate terminal in order to access the OBTS/CCH.

A more complete description of networking and communications issues is provided in
Chapter 7 of this report.

Recommendations
Recommendations regarding the data center’s btganization and operations are listed below
according to the major areas of review.
Roles and responsibilities. We recommend that:
1. For the foreseeable future, except for the current AFIS plans, no new functions or
responsibilities be assigned to, or taken on, by the data center.
- 2. The data center instead focus its efforts on developing the appropriate plans and obtaining

the necessary resources to adequately perform its assigned responsibilities.
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Organization and personnel resources. We recommend that:

1. The reorganization and increased staffing levels recommended by data center management
be adopted as an interim measure. However, as a result of implementation of the action plan
described in Chapter 3, additional consulting assistance may be required, permanent staff may be
added, and some additional reorganization of the data center may become necessary.

2. As part of its current reorganization, management of the data center consider transfer of
the interface clerk positions to Quality Assurance and inclusion of the System Support function
under the new Information Systems Section. |

3. In order to carry out the action plan and resolve current staffing deficiencies, staff increases
over the longer range be considered for the following functional areas: OBTS/CCH programmer
and analyst support, OBTS/CCH backlog resolution, AFIS operational support, system security and
privacy, and auditing.

Planning and project control. We recommend that:

1. Longer range planning be instituted for the entire organization, with particular emphasis
on major areas of concern and potential growth, such as OBTS/CCH and AFIS. Such plans should
be linked to current tactical plans and should be used to strengthen the effectiveness of annual
appropriation requests.

2. The use of more formal management tools be considered, especially as the organization

. grows and takes on increasingly complex projects. This may include more formal project status
reporting; increased reliance on the System and Development Request Form as an evaluation,
scheduling, and control tool; and more formal recording of production problems and resolutions.
This may first need to be implemented within the proposed new Information Systems Section.

Security. We recommend that:

1. Consideration be given to development of a statewide privacy and security plan for criminal
Justice infbnnation under the direction of the Hawaii Criminal Justice Data Interagency
Board. _

2. In the interim period, the administrative riles that have been drafted by the data center be
finalized and promulgated.

3. Staffing be increased to support planning and monitoring of system security and to conduct
regular audits. '

4. Steps be taken fo replace group level with individual user ID and password security.

5. Regular password changes be required by the system. ,

6. The use of terminal-specific access restrictions be reevaluated in cases where this interferes

unduly with regular activities of user agency personnel.
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7. Whenever appropriate, use of RACF, ADABAS, or application ﬁrogram security features
be considered where these provide additional protection not available through CICS.

Hardware resources and performance. Recommendations in this area are provided in Chapter 8
of this report.

Network/communications functionality. Recommendations in this area are provided in
Chapter 7 of this report.
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Chapter 6

ANALYSIS OF OBTS/CCH

The original responsibility of the Hawaii Criminal Justice Data Center (“data center’) was
to provide centralized support and control of the State of Hawaii’s “Offender-Based Transaction
Statistics/Computerized Criminal History” system, or OBTS/CCH. Despite the data center’s
growth, this remains its most important single responsibility and entails the largest concentration
of its resources. The impact of OBTS/CCH is widespread. All of the state criminal justice
agencies are either <required to input information regularly to OBTS/CCH, inquire into its
common data base as part of their normal activities, or both.

This chapter describes the overall design and operation of OBTS/CCH, its use within the
current criminal justice procedural flow, and its actual and potential value as an operational tool
for the various agencies. Separate sections also address problems associated with the system’s

»

sequential processing requirements and data entry “delinquencies.” A summary of findings is

contained in the first section of this chapter, with recommendations in the last section.

Summary of Findings
A substantial number of specific findings were identified during this review and are
documented in following sections of this chapter. While many of these are interrelated, they may
be categorized- for presentation purposes into seven major groupings, as follows:
Data entry backlogs;
Sequential processing requirements;
Data entry inefficiencies;
Data base integrity;
Design and reporting enhancements;
System availability and response; and
Operational functionality.
The presentation of findings and recommendations follows this sequence in this chapter. In

cases where findings in one area have relevance to another area, this is duly noted.
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Data entry backlogs. Regarding the data entry backlog situation, we find as follows:

1. The backlog of transactions to be entered into OBTS/CCH exceeds 100,000 (see
Exhibit 6.1) and continues to grow. This backlog is the largest cause of user dissatisfaction,
contributes to friction between the data center and user agencies, and undermines OBTS/CCH’s
value as an operational system. |

2. The OBTS/CCH design and the requirement that transactions for a case be entered
sequentially contribute significantly to the backlog problem.

3. Agencies frequently cannot or will not allocate sufficient staff resources to keep abreast
of their own OBTS/CCH data entry requirements. This is due to both lack of funding and lack
of motivation.

4. Many agencies still lack an automated interface and must redundantly enter data into
their own systems and OBTS/CCH. The single leading source of “delinquent” transactions is
the district court in Honolulu, which has not even automated its own functions.

5. Significant changes in design and processing requirements and additional resources at
both the data center and agencies are needed to bring the backlog situation under control.

6. Over the long run, a management reporting system should be developed that distinguishes
data entry delinquencies, partial case delinquencies, and full case delinquencies. Each of these
entails different managément implications. A prerequisite to such a system is the ability to enter
case information nonsequentially and to enter partial case information.

Sequential processing requirements. We find as follows regarding the sequential processing
requirements associated with OBTS/CCH: '

1. The insistence on sequential input, while arising from a desire to maintain data base
accuracy, has instead resulted in information that is incomplete, untimely, and of diminished value
to criminal justice agency users.

2. The procedure used at the City and County of Honolulu requires that a positive
identification be made prior to input of arrest information to OBTS/CCH. This causes lags in
availability of this information to other users, inefficiencies in data entry, and over-reliance by
all agencies on a preliminary arrest form that is not generated by OBTS/CCH and that frequently
becomes outdated.

3. A compromise approach used by the neighbor islands that does allow input of preliminary
identification information to OBTS/CCH appears to ovércome some of the difficulties created
by the ,Citiy and County of Honolulu procedure.

4, The system does not adequately address entry of cases that are not initiated by an arrest.

This can include Grand Jury indictments, penal summonses, and contempt of court citations.
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EXHIBIT 6.1

OBTS/CCH
MONTHLY DELINQUENT DISPOSITICN COUNTS
BY AGENCY
DELINQUENT DELINQUENT ENTRIES MADE
CHARGES AS OF CHARGES AS OF DURING
AGENCY 7—-31-88 8—-31-88 AUGUST
Hawaii Police —— - 634
Hawaii Prosecutor 244 209 42
Hawaii ISC 3,340 3,409 +
Hawaii District Court 3,450 3,434 569
Hawaii Circuit Court 1,016 1,057 60
County Total 8,050 8,109 1,305
Honolulu Police Interface - - 7,586
Honolulu Police - - 421%
Honolulu BCSI Temp. SID . 427 %% 416%% ’ 902
Sheriff's Office -- -- 553
Honolulu Prosecutor 2,b21 2,564 88
Honolulu ISC ‘ 3,911 3,946 +
Honolulu District Court-Jcs 49,796 49,009 6,319
Honolulu District Court-HCIDC 8,123 8,120 71
Honolulu Circuit Ct. Interface 3,059 3,278 696
Honolulu Circuit Court 3,846 3,848 428%
Hawaii Paroling Authority 2,072 2,100 -
County Total 73,755 . 73,281 17,064
Kaual Police S - 368
Kaual Prosecutor 327 327 22
Kauai ISC 85 112 50 and +
Kauai District Court 2,5565 2,637 129
Kauai Circuit Court 533 568 18
County Total 3,500 3,644 587
Maui Police - -- 754
Maul Prosecutor 1,556 , 1,612 12
Maui ISC 4,047 4,104 +
Maui District Court 9,121 9,371 147
Maui Circuit Court 1,084 1,117 -
County Total 15,808 16,204 913
Statewide Total 101,113 101,238 19,869

*# Entered by Data Center staff
+ Entered by computer
%** Not a true delinquent count
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5. Because agencies need to wait on each other to complete their input on a case, the
sequential processing requirement contributes to the data entry backlog situation.

6. Exceptions to the sequential processing requirement have been provided in certain cases,
although normally not in a manner that per-mits earlier access to information by all agency users.
This includes the Hawaii Judicial Information System (HAJIS) interface, input by the Adult
Probation Division (APD), and the Hilo prosecutor’s office (FACTS) interface.

Data entry inefficiencies. Regarding the OBTS/CCH data entry design and procedures, we
find as follows:

1. A number of data entry inefficiencies exist that interfere with the system’s ability to obtain
user acceptance.

2. Data often must be entered redundantly into an agency system and into OBTS/CCH,
especially in the Honolulu prosecutor’s office (PROMIS), APD (PROBER), and the
Department of Corrections (COMPAS). In these cases, no automated interface exists. This is
also a problem at the Honolulu Police Department (HPD), but arises because of the requirement
that a positive identification must be obtained before data entry into OBTS/CCH occurs.

3. A significant inefficiency is the requirement that disposition information be entered for
all charges in a case before any information is accepted at all. This prevents valid charge
information from getting into the data base in a timely manner and artificially increases the
number of “delinquent” transactions. Often, the one unresolved charge is a relatively minor one
such as contempt of court. '

4. There is no function key to allow the data entry user to proceed quickly from one screen
to the next logical input screen for a given state identification (ID) or OBTS tracking number.

5. The system is unable to automatically insert the user’s agency number on the input screen.

6. The system is unable to immediately inform the data entry operator that a transaction
cannot be updated owing to a lack of sequentially required information. Users currently must
enter complete transactions before these are rejected by the system.

Data base integrity. Regarding the accuracy and integrity of the OBTS/CCH data base, we
find as follows:

1. Certain felony and misdemeanor information either fails to be recorded on the data base
or is not recorded in the manner intended. This includes:

Case information that does not involve an arrest- (Grand Jury indictments, penal
summonses, and contempt of court citations).
Cases appearing in family and traffic court.

. Traffic violations charges, which are normally too minor to reside on the data base, but

are entered if they accompany a felony or misdemeanor charge.
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2. Expunged case data are entirely deleted from the OBTS/CCH data base. Certain agency
personnel, such as at the Adult Probation Division, are authorized to refer to such data. At this
time, because the data are no longer on OBTS/CCH, they must be obtained through direct
inquiries to various agencies. .

3. One possible system defect allows a not-guilty plea for one charge within a case to be
written into the criminal history file along with guilty pleas for other charges associated with that
case. The charge for the not-guilty plea should remain in the OBTS In-Process File until the trial
is completed. _

Design and reporting enhancements. We find as follows regarding potential design and
reporting enhancements to OBTS/CCH. (Some of these were identified in the earlier findings
and are restated here.)

1. Not-guilty pleas are being written into the history file along with guilty pleas for the same
case (Data Base Integrity).

2. All data entry input is not accepted the first time it is entered by the user, regardless of
whether all prior sequential processing steps have been completed (Sequential Processing
Requirements).

3. The ability to enter information on some charges related to a case, even if other éharge
detail is still unavailable, is not provided (Data Entry Inefficiencies).

4. The ability to distinguish between attorney general and prosecutor cases and to report
on these separately is not provided.

5. Delinquency reporting is not provided in sequence by name as well as by OBTS tracking
number.

6. Inquiry into multiple systems during a session requires a number of logoff and logon
transactions. (See the discussion in Chapter 7.)

7. All users should be able to use the system function that retains the same screen for a new
OBTS tracking number. This did not appear to be available in the Probation Division.

8. The system does not provide a function to easily access a different screen for the same
OBTS tracking or state ID number. )

9. The court case number is not included on the full criminal history report to facilitate cross
referencing to HAJIS files.

10. The Re-arrest Report is not available to all interested users, in particular to the APD.

System availability and response. Regarding OBTS/CCH system availability and user

response, we find as follows:
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1. A major system availability problem was identified that adversely affects the Intake
Service Centers (ISCs) and police officers. Specific findings and recommendations on this
problem are provided in Chapter 8 of this report.

2. System response in general did not appear to be a problem. The sole exception is the
APD, which experiences slower response times after 8:00 a.m. on work days.

Operational functionality. Regarding the operational functionality of OBTS/CCH, we find
as follows:

1. OBTS/CCH is often considered to be a statistical and historical system, but in reality can
potentially fill a critical operational need for the state’s criminal justice agencie.s.

2. Many agencies use, or attempt to use, OBTS/CCH daily to make decisions regarding
individual cases and to allocate scarce resources. Either directly or indirectly, all of the agencies
depend on OBTS/CCH.

3. An ad hoc system of inter-agency inquiry exists that could, at least in part, be effectively
replaced by a truly operational OBTS/CCH system. '

4. Past efforts to force agencies to fulfill their data entry responsibilities have failed, largely
because of the perceived lack of progress in increasing the operational value of OBTS/CCH to

users.

Description of OBTS/CCH

The criminal justice process involves law enforcement, prosecutorial, judicial, and
correctional agencies. Responsibility for acting on behalf of the State of Hawaii and its counties
is assigned to a succession of these agencies as a criminal case is processed. The generation and
accumulation of information related to a criminal case are done in succession as well. Portions
of previdﬁsly accumulated information must be passed from agency to agency along with the
responsibility for handling the case. This sequence of responsibility is fairly constant and well
defined, although there are exceptions.

OBTS/CCH was intended to be a centralized, statewide repository of information related
to criminal cases. The system is operated by the data center and was redesigned to accumulate
offender information from all state, county, and city law enforcement; prosecutorial; judicial;
and correctional agencies. At this time, family, juvenile, and most traffic court information is
not included in OBTS/CCH. Each agency that is part of the system has been assigned
responsibilities for providing specific information to OBTS/CCH. The agencies are allowed
inquiry access to the information provided by other agencies. Agencies are not allowed to enter,

update, or delete information for which another agency is responsible.
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The information contained in the OBTS/CCH files is intended to serve two functions:
Provide criminal history information as it relates to offenders, arrest reports, court cases,
and specific criminal charges.

Provide the criminal activity information required to generate- a wide variety of crime
statistics for the state, counties, and cities of Hawaii. '

OBTS/CCH was designed to reflect the actual workflows and sequences of the criminal justice
process. The typical sequence of the criminal justice process is clearly reflected in the sequence
of data entry for in-process charges. For example, arrest information must be entered before
any prosecution information can be entered. Conviction or a guilty plea must be entered before
sentencing information is accepted by the system. This reflects the actual sequence of events
in the process. The nature of information generated or accumulated at each step is also reflected
in the assignment of information update responsibility and authority to each agency, i.e., police
departments enter arrest information but are not allowed to enter court data.

The rest of this section documents the OBTS/CCH system and agency workflows,
interactions, and interfaces. Major emphasis is placed on describing how data get into the system.
Information on each agency’s responsibilities and general work flow provides the context of the
judicial process within which OBTS/CCH operates. Bottlenecks in processing and other problems
associated with OBTS/CCH are noted. Accompanying each agency description will be a summary
of findings and any resulting recommendations. The recommendations that are noted are
intended to reduce the impact of the identified problems and improve the timeliness, accuracy,
completeness, and usability of the data.

The OBTS/CCH system. OBTS/CCH is an ADABAS/CICS-based, on-line application.
There are five general types of data accumulated by OBTS/CCH from the criminal justice
agencies. . Each agency is assigned responsibility for entry of one or more of these types of data:

Offender. Identification--data center Criminal ID unit, Honolulu Police Department,
sheriff’s office.

Arrest Disposition--police department, sheriff’s office.

Charge Disposition--prosecutor’s office, Attorney General.

Court Disposition--district and circuit court.
Custody Disposition--Intake Service Center/Community Correctional Center, Aduit

Probation Division, Hawaii Paroling Authority.
This information is stored in OBTS/CCH in the following data files:
In-Process File--This file is the one which receives the majority of the agency data entry.

A record is created for each charge. As each agency enters information on the charge,
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the data are written on thie record. Sequential data entry is required for direct entry into
this file. (See Exhibit 6.2.) The information on each charge remains in this file until the
charge leaves the criminal justice system.

Summary Criminal History File--This file contains the entered identification information.
The system maintains counts of total charges, arrests, and convictions for the individual.
A summary of charges is included. Limited pre-identification information can be entered
into this file by the neighbor island police departments and sheriff’s office.

Full Criminal History File--The records from the In-Process File are copied to this file
when the charge exits the system. No agency other than the data center can update
records in this file.

Offender-Based Transaction Statistics File--The records from the In-Process File, with
no identification information other than the state identification number, are copied to
this file at the same time as to the Full Criminal History File. This file is used to generate
crime statistics. Again, only the data center can update these records.
Parole/Probation File--This file contains information on post-sentence supervision
outside of correctional centers. This information is currently entered and updated by the
Adult Probation Division.

Re-arrest Message File--The system writes a record to this file when an offender on
probation or parole is re-arrested. The record contains limited identification, arrest, and
probation/parole data. The file is used for re-arrest reporting purposes.
Dissemination Log File--This file contains information on all records accessed for update

or inquiry purposes. The information includes which state ID was involved in each’
transaction. Transaction volume reports can be generated from this file.

Validation File--These are tables of offense section codes with related descriptions and
severity codes. This file is used for edit purposes by the system.

OBTS/CCH accommodates both on-line and batch updating. Time frames for the entry of
data by each agency have been determined for each segment of information. The interval is set
from when the prior segment is entered. If the information is not entered within the time interval
allowed, a “delinquency” is attributed to the agency responsible for the data entry. A significant
volume of “delinquent” transactions exists. This is discussed in detail in a later section of this
chapter. '

On-line inquiries can be made on the information in OBTS/CCH, provided the user has been

authorized to access the various files. A number of reports can be requested by users, including
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criminal histories and statistical information. Re-arrest reports are also produced. The system
also generates a number of update verification, missing information, error, and delinquency
reports. |

Agency interface and data flow overview. This subsection describes the overall workflow
associated with processing an offender through the criminal justice system, and the OBTS/CCH
implications. |

Findings. In this area, we find as follows:

1. Citations without an arrest are not entered into OBTS/CCH. This usually occurs when
charges are initiated or filed by the courts and include Grand Jury indictments, penal summonses,
and contempt of court citations. _

2. Arrests without positive identification are not entered into OBTS/CCH (City and County
of Honohilu only).

3. As a result, many criminal history records do not contain all of the relevant cases.

4. Approximately ten percent of all charges pass through and exit the criminal justice process
within 24 hours. :

Description. The criminal justice process of relevance to OBTS/CCH and thereby to this study
must include the arrest of an individual and a positive identification of that person through the
fingerprint process. A violation of the statutes that results in a citation being issued without any
arrest made does not meet the requirements for OBTS/CCH entry, nor do arrests that are made
without positive identification of the individual. If criminal charges are filed but no fingerprinting
occurs, the criminal history for the individual as recorded in OBTS/CCH will be incomplete,
because no record of the charge is ever created. Some charges, such as traffic violations that
would not normally qualify for OBTS tracking by themselves may be entered into the system if
they are filed at the same time as other charges that are eligible for OBTS/CCH.

' The normal work and data flows for criminal charges begin with an arrest by a law
enforcement agency. (See Exhibit 6.3.) The arresting agency accumulates identification and
arrest data and produces the OBTS/CCH Arrest Report that is used throughout the process. The
individual is fingerprinted for positive identification. This agency assigns or determines the
following three key OBTS/CCH identifiers are assigned or determined by this agency:

State identification number (SID).
OBTS tracking number (OTN).
Arrest report number (ARN).
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EXHIBIT 6.3
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The Intake Service Center (ISC) court unit reviews the arrest report and the CCH
information on the individual. The individual may be interviewed. The court unit develops
recommendations on custody dispositions for presentation at the individval’s initial arraignment.

Prosecutors assigned to the district court handle the initial arraignment. They may change
the charges filed in court from the original arrest charges, or add or drop charges, as the situation
warrants. The prosecutors for either the district or circuit court prosecute the case, as
appropriate to the type of charges (misdemeanor or felony) and trial (non-jury or jury). The
prosecutor’s office is responsible for entering charge disposition information.

The district court hears the initial arraignment. The case may be passed on to the circuit court
for felonies and misdemeanor jury trials, or remains in district court for misdemeanors. The
courts are responsible for accumulating information on the disposition of filed charges, pleas
entered, trial information, and sentencing data. '

Depending on the sentence, the case may become the responsibility of the APD or the
Community Correctional Center (CCC). If the individual is incarcerated, he may be released
after serving a portion of his sentence to the supervision of the Hawaii Paroling Authority (HPA).
These corrections agencies are responsible for the supervision of the criminal and for the post-
sentencing custody/supervision information.

Any given charge may exit from the criminal justice process at any stage. Approximately ten
percent of all cases pass through and exit from the criminal justice process within 24 hours.

The process is complicated from the perspective of OBTS/CCH when a chérge is initiated
and filed by the courts. This may be the result of a Grand Jury indictment, a contempt of court
charge, or a penal summons issued by a judge. These charges cannot be entered into OBTS/CCH
until and unless there is an arrest with positive identification of the individual. There may be
a significant time lag between indictment and arrest, during which indictment information is not
available for criminal history inquiries. If the individual is in court when a charge--such as
contempt of court--is filed, a fine may be imposed and paid without an arrest for the new case
being made. This charge will not get into the individual’s criminal history unless the judge orders
the individual be fingerprinted and an “arrest” report is generated.

The work and data flows of each criminal justice agency are detailed in the rest of this section.
Many of the agencies have their own computer systems that they use to capture the detailed
information related to their operational responsibilities. These are therefore considered to be
the agencies’ “operational” computer systems. These systems contain more agency-specific
information than is captured by OBTS/CCH and generally more than other agencies require to
meet their informational needs. A few of these agency systems have automated interfaces to
OBTS/CCH. These systems will be discussed as they relate to work flows and OBTS/CCH.
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Arresting agency. This subsection describes in detail the workflows of the various arresting
agencies throughout the State and identifies the implications for OBTS/CCH.

Findings. In this area we find the following: '

1. Information regarding each arrest is-manually recorded at HPD on three occasions: .ﬁrst,
when the arresting officer fills out a photocopy of the OBTS/CCH Arrest Report; second, when
it is entered into a stand-alone personal computer (PC) to generate the actual seven-part report;
and third, when it is entered into HPD's system after positive identification is obtained. This
redundant data entry introduces errors and wastes time.

2. No effort is made at HPD to ensure that all Offender Tracking Numbers are accounted
for and to verify that all arrests actually are entered into OBTS/CCH.

3. Owing to the time lags related to the process of obtaining a positive identification and
notifying agencies, the individual offender may be processed by an agency before a correct state
ID is received. This can result in inappropriate handling of the case especially if the offender
uses an alias.

4. The automated interface between the HPD and OBTS/CCH systems produces a3 to 5.
percent error rate, owing to mismatches on demographic data and aliases. This is partly due to
inconsistent field design between the two systems.

5. The automated interface from OBTS/CCH to the HPD system for the printing of charge
disposition labels produces a 10 percent error rate.

6. In contrast to HPD, neighbor island police agencies enter arrest information on a
preliminary identification basis into OBTS/CCH using the OBTS tracking number as a temporary
state ID number. This is subsequently updated when positive identification is obtained.” This
helps prevent the “identification lag” from inhibiting availability of arrest information to various
agency users. ‘

~ 7. Minor delays occur in getting neighbor island arrest information with positive
identification into OBTS/CCH. This is due primarily to mail lags and does not normally exceed
two weeks.

Description. The arresting agency could be any of the four counties’ police departments or
the sheriff’s office on Oahu. Personnel at the Honolulu Police Department and one of the data
center’s Criminal ID employees who verify offender identification for the neighbor islandé were
interviewed. The process followed by the HPD is the most comprehensive, and will be described
in the greatest detail. (See Exhibit 6.4.)
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There are two major types of OBTS/CCH data for which the police departments or the
sheriff’s office are responsible: arrest and identification. (See Exhibit A.1 of Appendix A.) These
are described separately in the following paragraphs.

The arrest process. The individual may be arrested based on a warrant issued for his arrest,
complaints received by the agency, or offenses observed by a police officer, or he may turn -himself
in. If the arrest is based on a warrant, the warrant officer will check identity information in the
HPD éomputcr system and in OBTS/CCH prior to arrest. Outstanding warrants from other law
enforcement agencies are checked as well. _'

The individual is arrested and transported to the booking facility at HPD. If the charge(s)
is a misdemeanor, the individual can be released on bail following booking. If he will be bailing
out at that time, his property is not checked into the property room. If he will remain in custody
at least until arraignment, his property is taken and he signs and is given a copy of a property
receipt. The individual is searched and put in a holding cell. The transporting ofﬁcer--whb may
or may not be the arresting officer--obtains the report number from the HPD dispatch office.
The officer completes the first section of the OBTS/CCH Aurrest Report on a photocopy of the
OBTS/CCH Arrest Report form. (See Exhibit B.1 of Appendix B.) This section consists of
demographic information.

The arresting officer arrives to continue the booking process. If the arrest is not based on
a warrant, the HPD and OBTS/CCH systems are checked for identification and any outstanding
warrants. Each offender must have a unique state identification number in order to be tracked
in OBTS/CCH. If the individual is found in either system, his state ID is noted on the form. If
the individual is. a first-time offender, a unique state ID will be obtained from the HPD’s ID
section. The data center provides HPD with a block of unique numbers to be assigned as needed.
If the individual is a repeat offender, the ID section is notified so the information can be put on
its Repeat Offender Log. The arresting officer completes the OBTS/CCH. Arrest Report with
information on charges filed, witnesses andfor victim identification, property dxsposmon,
telephone calls made, and so on.

A member of the booking facility staff enters the information from the OBTS/CCH Arrest
Report copy into a PC. The PC’s printer is used to print the actual seven-copy OBTS/CCH Arrest
Report ongmal (See Exhibits B.1 through B.7 of Appendix B.) This form is pre—pnnted with
the unique OBTS tracking number. The original, duplicate, and disposition copies are identical.
The Intake Service Center/Community Corrections Center (ISC/ CCC), prosecutor, and court
copies ilave sections where different, additional information is recorded. The ident copy has some

of the original information plus sections for distinguishing feature descriptions and fingerprints.
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If there are more than five charges being filed, multiple forms are used and numbered “1 of X,”
and so on. The form is reviewed and accepted by the booking facility’s supervising officer. No
effort is made to ensure that all OTNs are utilized or accounted for. There is also no systematic
verification process to ensure that all arrests are entered into OBTS/CCH.

The individual is then removed from the holding cell for fingerprinting and mug shots.
~ Fingerprints are made on the ident copy of the OBTS tracking form, a HPD fingerprint card,
and one or two FBI fingerprint cards. Fingerprints are taken on only one OBTS/CCH Arrest
Repbrt when multiple forms have been used. _

- If the individual has outstanding warrants, he is not released on bail. If there are no
outstanding warrants, and the new charge(s) is a misdemeanor, he may be released on bail if he
is able to post the bail amount. He is put in the holding cell again until bail is posted. If he will
not be released on bail at this point, he is transferred to the cell block until arraignment.

Arraignment is conducted within 24 hours unless the court is not in session. The ISC’s court
unit may interview the individual at HPD before arraignment. That process will be discussed in
a later section of this chapter. The police staff develops a court calendar, scheduling the arrested
individual for initial arraignment at traffic or district court. If the individual is known to have
a “rap” file, a copy of the Abstract of Criminal Record or rap sheet is photocopied for the
prosecutor’s office for the arraignment.

The booking facility staff routes the copies of the OBTS/CCH form to other agencies,
depending on whether or not the individual is in custody. (See Exhibit 6.5.) If the individual
has bailed out prior to arraignment, the following-distribution occurs:

Criginal, duplicate, and ident copies, and fingerprint cards go to the HPD ID section.
Court and disposition copies go.vs.rith the court calendar and rap sheets to the district court
section of the prosecutor’s office.
The prosecutor’s copy is routed to the prosecutor’s office via the HPD records section.
ISC does not iequire its copy.

If the individual remains in custody, the following distribution occurs:
Original and ident copies and fingerprint cards are sent to the HPD ID section.
The duplicate copy is kept in the booking facility. A custody log is created from these
forms by the graveyard shift. |
The ISC gets its copy when and if the court unit interviews the individual. Otherwise the
copy goes to the ISC when the individual is transferred there for detainment pending trial.
The court and disposition copies go with the court calendar and rap sheets to the
prosecutors. i

The prosecutor’s copy is sent via the HPD records section.
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In both cases, the FBI fingerprint cards are routed to that agency following positive
identification to request additional information on identity, outstanding warrants, and criminal
history. The duplicate copy of the OBTS/CCH Arrest Report is routed to the data center where
it is used to verify arrest information.

The identification process. Each offender tracked in OBTS/CCH should have a single, unique
state ID. Because an alias may be given to police, an individual may be issued more than one
state ID. The identification process is intended to catch individuals using aliases through an
examination of fingerprints. If an individual is found to have multiple IDs, his records are
combined under a single number so that the criminal history is complete.

The original and ident copies of the OBTS/CCH Arrest Report, the fingerprint cards, and
the duplicate OBTS/CCH Arrest Report, if the individual is out on bail, are routed to the HPD
ID section for the identification process. The following occurs if the individual is a first-time
offender: -

The fingerprints are classified according to the Henry System.

The fingerprint files, which are the most comprehensive of any Hawaiian law enforcement
agency, are searched for a match on the classification cards.

If no match is found in the Henry System files, a new rap file is created. The fingerprint
card is filed in the Henry System files. The ident copy is put in the rap file.

If a match is found in the Henry System files, the existing rap file is pulled, and the prints
are compared for verification. If they match, the correct state ID is recorded on the two
or three copies of the OBTS/CCH Arrest Report that were sent to the ID section. The
incorrect state ID is recorded as having been issued as a duplicate to that individual. It
is never reissued. The rap file is updated. Other agencies are notified of the correct
identification. Owing to the time lags for the identification process and notification, the
other agencies may have completed their processing of the individual before receiving
the correct state ID. ‘

If the individual is a repeat offender, his rap file is pulled and fingerprints are compared. If
they match, the rap file is updated. If not, the Henry System file is searched as described above.

Following positive identification, the original OBTS/CCH. Arrest Report is used for data entry
into the HPD identification system. This involves rekeying the information on a computer
terminal. The original data entry performed on the PC in the booking facility is not used to
update the HPD system. This redundant data entry introduces errors and is a poor use of time;
yet, these shortcomings are tolerated because HPD is reluctant to put information into its system

before a positive identification has been made.
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OBTS/CCH processing. The HPD system information is used to create a daily upload tape
of arrest and identification information for OBTS/CCH. These are the first data accepted for
in-process charges in OBTS. They must be entered before any subsequent criminal justice agency
can enter data related to the charge. This upload process produces an error rate of three to five
percent in mismatched demographic data and in acceptable aliases. Single names, acéeptable
in HPD’s system, are not accepted by OBTS/CCH. OBTS/CCH requires a comma followed by
at least one letter. For example, a name entered as “Al” in HPI)’s system would be charged to
“ALA” for OBTS/CCH. OBTS/CCH will only accept nine aliases, while HPD’s system can
accommodate 99. This lack of consistency between the two systems adversely impacts the
operation of OBTS/CCH. The data center employees verify the uploaded information by using
the duplicate copy of the OBTS/CCH Arrest Report. They research errors, determine the correct
information, and i'equest that HPD verify the information and make corrections to its ID) system -
~ that are then picked up by a subsequent upload process.

The prosecutor’s office reports disposition information to HPD. Included in the paper work
is the disposition copy of the OBTS/CCH Arrest Report and possibly the court copy as well.
These are routed to the appropriate court. The disposition information is entered into the HPD
ID system. '

HPD gets charge-disposition labels from OBTS/CCH. These labels are produced weekly.
They include information related to the original arrest and case disposition. The individual’s rap
file is pulled and the arrest informatjon is compared. Disposition information is verified with
that reported to HPD by the prosecutor’s office. There is approximately a 10 percent error rate
in the disposition labels.

Sixty-six labels with errors were examined. A total of 75 errors had been identified on the
labels. (See Exhibit 6.6.) Fifty-nine percent had errors in the disposition date. Some date
discrepancies appeared to be related to a verdict or plea date versus the notice of entry of the
judgment date. In other cases, plea and sentencing dates were confused. Fifteen percent of the
labels had erroneous final dispositions. Fourteen percent had incorrect arrest report numbers.
The majority of errors appear to be keying errors. ]

Sources of information for resolution of discrepancies include the original arrest report, rap
files, the HPD ID system, the prosecutor’s office, the courts, and OBTS/CCH. The' label is
corrected, if necessary, and then placed in the rap file. Corrections are made in HPD’s system
as required. Other agencies are notified of the corrections. The disposition information is
entered into their system. Once a month, a tape of parole and probation information is created
from OBTS/CCH. The tape is routed to HPD where it is used to update the parole and probation
data on the HPD ID system.
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EXHIBIT 6.6

OBTS/CCH - HPD
DISPOSITION TABEIL. ERRORS

Total Number of Labels: 66
Total Number of Errors: 75
Data Element in Error ' Number Percent Percent
' of of of .
Labels Labels - Errors
State ID Number 0 0 0
OBTS Tracking Number 0] 0 0
Arrest Date o] 0 0
Arrest Charge 8] 0 0
Arrest Report Number 9 13.64 12
Disposition Date 39 59.09 52
Final Charge 2 3.03 2.07
Final Disposition 10 15.15 13.33
Fine Amount 1 1.52 1.33
Fine Suspended 0 0 0
Community Service 1 1.52 1.33
Confinement 4 6.06 5.33
Confinement Suspended 0 0 0
Drivers License Suspended 1 1.52 1.33
Probation : 1 1.52 1.33
Restitution 5 7.58 6.67
Suspended Restitution 2 3.03 2.67
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Neighbor island processing. The neighbor islands have arrest and booking processes similar
to those at HPD. There are no automated interfaces to OBTS/CCH from any police department
other than Honolulu. Other police departments have OBTS/CCH terminals and can directly
enter pre-identification and arrest information into OBTS/CCH.

Because the largest repository of fingerprint cards is at HPD, the neighbor island police
departments send fingerprints to HPD, where two data center employees handle positive
identification tasks as part of the neighbor island criminal ID processing résponsibility. (See
Exhibit 6.7.) This process is the same as the one described previously for HPD. There is also
one contract employee processing identifications for .the sheriff’s office. The sheriff’s office
personnel do the direct OBTS/ CCH arrest and pre-identification data entry.

When pre-identification OBTS/CCH data entry has been completed, the OBTS tracking
number is used as a temporary state ID number. Following positive identification, the correct
or new state ID number is entered along with positive identification data elements. The charge
records are then included in the individual’s criminal history. If data entry of the OBTS/CCH .
Arrest Report information needs to be completed or information on distinguishing marks needs
to be updated, the data are entered directly into OBTS/CCH by the data center employees for
the neighbor islands.

The individual’s rap file is updated in the same manner followed by HPD. The individual’s
rap file can be in the state file cabinets or on HPD file shelves, depending on where the person’s
first offense was committed. The rap file stays in that file regardless of the island on which
subsequent offenses are committed. For example, if the first offense occurred on Oahu, the rap
file will be in HPD's files. Offenses later committed on Maui will result in a rap file update by
the state employees, but the rap file will be refiled in HPD’s section. The reverse also holds true.
Both sets of files are in the same office at HPD, but are separately filed and controlled.

There can be a lack of timeliness in getting the information into OBTS/CCH with the correct
state ID owing to the intervals at which the neighbor island law enforcement agencies mail OBTS/
CCH Arrest Report forms-to the Criminal ID clerks. There can be as much as a two-week lag
before the forms are mailed. During this lag, the charges are not linked to the correct individual.
This results in incomplete criminal history information on the individual. There are also
occasional data entry lags when the clerks cannot keep up with the volume of work. These
backlogs are generally short-lived.

I the arresting agency enters the arrest information under the temporary state ID tracking
number and the OBTS/CCH Arrest Report is not received within 30 days by the data center
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employees, a positive identification is not made in a timely manner. The correct state D is then.
not entered within the OBTS/CCH data entry time frame, so the charges are counted as
“delinquent.”

Summary. In summary, the arresting agency uses OBTS/CCH for inquiries on identification
and outstanding warrants. It uses the CCH information to determine whether the individual
should be handled as a career criminal or a first-time offender. This can affect bail decisions and
bail amounts. Decisions to request that the prosecutors drop or lessen the severity of charges.
in exchange for information are affected by the individual’s criminal history. Inquiries are also
made during the process of verifying information later in the criminal justice process.

The arrest information that is entered by the arresting agency is the required first step of the
OBTS/CCH process. The tracking number, arrest report number, and state ID are the keys used
for verifying that all subsequent charge information is entered into the proper OBTS/CCH
records. Delays in this initial data entry can cause 'delays in data entry by subsequent criminal
justice agencies.

Intake Service Centers. This subsection describes, in detail, the activities and workflows of
the Intake Service Centers and the implications for OBTS/CCH.

Findings. In this area, we find as follows:

1. The ISCs rely heavily on criminal history information to make custody disposition
recommendations. Unavailability of this history during certain early morning periods is a
significant problem for this unit, as well as for HPD. |

2. ISCevaluations are complicated because they are generally performed before a positive
identification of the offender is obtained, and also because OBTS/CCH in-process charge
information is frequently incomplete and untimely.

3. Because of the above problems, the State is exposed to a potential liability resulting from
inappropriate custody decisions based on incomplete or inaccurate criminal history information.

4. Sequential data entry requirements impede the ISCs’ ability to perform pre-sentence data
entry into OBTS/CCH in a timely manner and as part of their normal workflow. Frustration with
the system is at a high level among ISC personnel.

Description. The Intake Service Centers are responsible for the second step of the criminal
justice process. (See Exhibit 6.8.) The ISC court unit makes recommendations on custody
dispositions to the district court judge at the individual’s initial arraignment. The initial
arraignments are held beginning at 8:00 a.m. every day except Sundays and holidays. The person

that has been arrested must be arraigned within 24 hours, provided that the court is in session.
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The Oahu court unit begins review of the HPD arrest reports and criminal histories at
3:00 a.m. for arraignments scheduled for 8:00 am. If the court unit interviews the individual,
the ISC/CCC copy of the OBTS/CCH Arrest Report is taken at that time. Otherwise, its copy
is routed to the ISC office when the individual is transferred to the ISC facility to be held pending
trial. If the individual was already released on bail, the court unit does not require its copy of
the OBTS/CCH Arrest Report.

The determination of appropriate custody disposition recommendations relies heavily on
ISC’s ability to evaluate criminal history information for the individual. Past failures to appear
in court, the seriousness of previous offenses, and outstanding warrants are among the
information considered when making custody evaluations. Sixty percent of the individuals on
whom the court unit must make custody recommendations are repeat offenders, so some criminal
history information should be available in OBTS/CCH. Unfortunately, the nightly ADABAS
(see Glossary) backups are performed between 3:00 a.m. and 6:00 a.m. The backup process used
by the Electronic Data Processing Division (EDPD) prevents ali OBTS/CCH inquiries for one
to one and one-half hours during this period. This is a major problem for the court unit and a
lesser one for HPD, whose officers are unable to check identification information in OBTS/CCH
during this same period. Another complicating factor for the court unit is that these evaluations
- are performed before positive identification of the individual is made. The correct criminal
history may not be reviewed if an alias has been given to the police. Even if the correct history
information is reviewed, data entry lags for recent in-process charges may result in an incomplete
criminal history. The lack of family court data in OBTS/CCH also contributes to incomplete
evaluations. The court unit may use the information it has in its system, COMPAS, to evaluate
repeat offenders. If the offender is not in COMPAS, OBTS/CCH is checked before or after the |
backup process for any information it might have. The difficulty in obtaining current, complete
background information for the custody disposition evaluation in a timely manner is the major
shortcoming that ISC perceives for OBTS/CCH. The State does need to be sensitive to potential
liability arising from inappropriate custody dispositions that are based on incomplete criminal
history information. Every effort should be made to provide the best possible information and
to have it accessible when needed.

The ISC is also responsible for entry of OBTS/CCH information regarding pre-sentence
custody and custody disposition, ie., released on bail, released on own recognizance, held for
psychiatric evaluation, held without bail, and so on. (See Exhibit A.2 of Appendix A.) This
information is entered into OBTS/CCH unless the individual is sentenced at the initial
arraignment following a guilty plea, the individual is a misdemeanant released on bail immediately

after booking, or the charge is dismissed at arraignment.
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The pre-sentence detention information is also entered into the Department of Corrections
(DOC) COMPAS system. The DOC has recently modified COMPAS to run on a Wang
computer. This version is scheduled to replace the IBM mainframe version of COMPAS that
had been used since 1983. The Wang version does not currently have an interface to OBTS/CCH,
although one is planned for the future.

The ability of the ISCs to do the pre-sentence data entry for OBTS/CCH is adversely
impacted by the problems inherent in the sequential data entry required by that system. The time
required for the police department’s identification process, data entry into HPD’s system or
directly into OBTS/CCH, automated transfer of information from HPD's system to OBTS/CCH,
and resolution of the errors from that update process forces data entry lags for the ISC. The ISC
may have completed all of its work related to the charges before the arrest information is even
in HPD’s system, much less in OBTS/CCH. Ideally, OBTS/CCH data entry should be
accomplished as part of the normal case processing workflow. The ISC must, however, frequently
postpone completion of the case workflow until the system is able to accept its data. Once that
is accomplished, the ISC’s case information can finally be entered.

The DOC was able to provide results of test efforts to enter ISC data into OBTS. One test
* was conducted on April 4, 1987. Sixteen cases were tested, involving 32 charges. Three of the
cases were in the pre-sentence stage. Two were misdemeanants who were released on bail on
Saturday, April 4th; arrest records were not found for either on Tuesday, April 7th, at 3:60 p.m.
The third individual was a pre-trial felon. Acquittal and release information from April 6th could
not be entered. Similar results were obtained in a prior test. .

The current data entry lag for ISC pre-sentence information is approximately two weeks.
Efforts to enter data in a more timely manner are so often unsuccessful that it is perceived as
futile, frustrating, and an ineffective use of personnel time. Allowing nonsequential data entry
would alleviate this operational problem for the ISC. As a result, ISC staff perception of OBTS/
CCH would almost certainly improve.

Prosecutor’s office and courts. This subsection describes the activities and workflows of the
prosecutor’s office, district and circuit courts, and the implications for OBTS/CCH.

Findings. In this area, we find as follows:

1. The prosecutor’s office may fail to prosecute a case appropriately if an arrested individual
provides an alias, and a positive identification is not immediately obtained and communicated
to the prosecutor. Currently, several days may be required to-obtain a positive identification.

2. Because of the lack of an automated interface, the Honolulu prosecutor’s office must -
enter data redundantly into its PROMIS system and to OBTS/CCH. This is inefficient and

increases the risk of data entry errors.
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3. The prosecutor’s office is subject to OBTS/CCH’s sequential data entry restrictions and
the resulting delays in obtaining arrest information. This, as well as a lack of clerical resources,
has caused a buildup of data entry backlogs.

4, The prosecutor’s office in Honolulu is subject to many requests from other agencies
regarding disposition information. In fact, the volume of requests from the Honolulu Adult
Probation Division is so high that a preprinted form has been developed for this purpose.
5. The prosecutor’s office is unable to resolve delinquent charges that are on OBTS/CCH
from 1978. A method to remove these charges has not been developed.

6. OBTS/CCH cannot distinguish the Attorney General’s delinquencies from those of the
prosecutor’s office.

7. The prosecutor’s office is affected by its inability to enter information into OBTS/CCH
before an arrest is made. '

8. The district court is adversely affected by OBTS/CCH’s sequential data entry
requirements and by partial case restrictions. However, the circuit court is not affected because
the HAJIS interface allows nonsequential posting of data and allows partial posting of charges
related to an individual case.

9. The courts are affected by the OBTS/CCH system design problem that results in charges
with an outstanding not-guilty plea being written to the history file, if there are companion
charges for that case that have guilty pleas with a final disposition.

10. The Oahu District Court has nearly 50,000 delinquent charges; 15,000 are
contempt-of-court charges which have not been formally resolved. Contribuﬁng factors to this
problem are the lack of an automated district court system, OBTS/CCH design and procedural
problems, and lack of resolution of issues by judges. ‘

11. Because the HAJIS-to-OBTS/CCH interface is run every two weeks, the circuit court
information in OBTS/CCH is not timely.

12. The interface error between HAJIS and OBTS/CCH appears to be very high. Thirty
percent of the transactions do not match on the basic identifying keys (state ID number, OBTS
tracking number, and arrest report number). Approximately half also lack other needed
information.

13. While lower than for the district court, the circuit court delinquency backlog is significant
and growing.

Description. The prosecutor’s office is responsible for presenting the county’s case against
the accused individual to the courts: Based on the arrest report, the individual’s criminal history,

the weight of evidence in the case, and any plea bargaining, the prosecutor decides to prosecute
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a charge or declines to do so (nolle prosequi). The prosecutor may dismiss a charge at any point
in the process until a guilty plea is entered or the trial begins. The courts are responsible for
weighing the case as presented by both prosecution and defense and then passing judgment on
all charges. The judge may dismiss a charge at any point in the process. The judicial process is
first discussed below in general terms; then the specific work flows for the prosecutor’s office
and the courts are described and documented.

Overall judicial process. The early stages of the judicial process vary, dependmg on whether
the charge is a misdemeanor or a felony. (See Exhibit 6.9.) - For misdemeanor charges, the
individual is arraigned in district court within 24 hours, provided court is in session. The individual
is formally charged with the offense(s). Pleas are entered for each charge. If the plea is “guilty,”

" the individual is sentenced. If the plea is “not guilty,” a date for trial is set. Pre-trial custody
disposition recommendations may be made by the ISC court unit and/or the prosecutor. The
judge then decides on pre-trial custody for the individual. Misdemeanor trials are held in district
court without a jury, unless the defense requests a jury trial. Misdemeanor jury trials are heard
in circuit court. It is after this arraignment that the judge may request that a pre-trial investigation
of the individual be conducted by the APD. (This is described later in this section.)

The felony process begins with an initial arraignment in district court, at which time the
individual is charged. The preliminary hearing date is set. The amount of bail to be posted is
determined.

The preliminary hearing also occurs in district court. The judge determines if there is
probable cause to assert that the individual committed the crime as charged. If probable cause
is not found, the individual is released. If it is found, the case is sent to the Grand Jury for formal
indictment. .

The Grand Jury returns a finding of “true bill” or “no bill.” True bill confirms the
probable-cause finding of the preliminary hearing and passes the case to arraignment. No bill
results in the charges being dismissed. The case may also be referred back to district court to
be prosecuted as a misdemeanor.

The Grand Jury may indict an individual even if the district court judge did not find probable
cause. A victim may request further investigation, or the investigation may be initiated by the
arresting agency. The investigation may result in sufficient evidence for an indictment. In these
cases, a Grand Jury bench warrant is issued for the re-arrest of the individual.

Once the Grand Jury indicts the individual and a re-arrest has occurred, if necessary, the
arraignment is held. The charges are formally read, and a plea for each charge is entered. Ifa

guilty plea is entered, sentencing occurs. If the plea is not guilty, a trial date is set. If a subsequent
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plea bargain is made before the trial begins, the individual returns to court for sentencing. As
with misdemeanors, the judge may request a pre-trial investigation.

The trial process is the same for both felonies and misdemeanors. Once the trial begins,
whether or not by jury, the prosecutor cannot dismiss the charges, although the judge can.
Dismissal or a verdict of not guilty results in the charge leaving the criminal justice system. A
verdict of guilty will result in sentencing.

The judge may request that the Adult Probation Division conduct a pre-sentence
investigation. The results of the investigation would assist the judge in determining an
appropriate sentence for the offender. The following sentencing options are available:

Incarcération;

Fine;

Alternative community service;
Probation; or

Suspended sentence.

The sentence may consist of one or a combination of the alternatives. The defense may file
an appeal after sentencing.

Prosecutor’s office. The prosecutor’s office enters the criminal justice process when it receives
a court calendar, the disposition and court copies of the OBTS/CCH Arrest Report for each
individual on the calenddr, and the certified Abstract of Criminal Record, if available, for the
cases to be taken to initial arraignment. (See Exhibit 6.10.) The paperwork is delivered from
HPD to the prosecutor’s office on a daily basis, when court is in session, approximately one hour
before the 8:00 a.m. arraignments. If the Abstract of Criminal Record is not included with the
other paperwork and the individual is a repeat offender, a non-certified abstract may be printed
as a result of an inquiry into the HPD system. The prosecutor’s office tracks cases using the arrest
report number until a court case number 1s assigned.

Following review of the available charge, arrest, and evidence information, and the
individual’s criminal history, the prosecutor assigned to the case may decide to prosecute the
charge as filed at arrest, amend the charge to another section code, add a charge, or not prosecute
the charge. The individual may be able to plea bargain with the prosecutor’s office for lesser
charges or dismissal of some or all of the charges. This may be in exchange for guilty pleas on
some of the charges or for providing assistance to the police or prosecutor.

This review process is compromised when the arrested individual has provided an alias to the
police. The correct criminal history is not reviewed, and the individual may be inappropriately

treated as a first offender. The correct identification may not be communicated to the
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prosecutor’s office until four or five days after the initial arraignment. By that time, the individual
and the charge may have already exited the system. The prosecutor’s office must correct its
records and adjust its case strategy if necessary.

The Honolulu prosecutor’s office has two égency computer systems, PROCES and PROMIS.
PROCES is used for misdemeanor cases. The system uses information for each case to generate
subpoenas for trial appearances. Felony subpoenas are typed owing to the shorter time frame
within which witnesses. are required to appear.

PROMIS contains information on felony cases, family court cases, and misdemeanor jury
trials. The prosecutor’s office does not have enough clerical resources to enter all misdemeanor
cases into PROMIS. PROMIS contains court case information, including disposition
information, continuations, motions, and so on. The district court prosecutor’s office begins the
data entry process by entering the information from initial arraignments and preliminary hearings.
The circuit court prosecutor’s office enters arraignment, trial, and sentencing information for
circuit court cases. This entry is done after receipt of the court calendar, resulting in
" approximately a one-week lag time. '

The prosecutor’s office is responsible for entry of charge disposition and Grand Jury result
information into OBTS/CCH. (See Exhibit A.3 of Appendix A.) Amended charges are entered.
Neither of the prosecutor’s office systems has any interface capability at this time; therefore, the
data entry into PROMIS and OBTS/CCH is redundant, introducing an increased chance for data
entry errors. OBTS/CCH data entry is performed using the OBTS/CCH Aurrest Report and the
court disposition slip received from the courts. If the disposition slip is not received, the court
calendar is used when it is received. During the data’entry process for misdemeanors, the court
date on the initial court calendar received from HPD is compared to the one on the disposition
slip. Any discrepancies must be researched and resolved. The paperwork received from HPD
is returned to that agency, along with disposition information. The OBTS/CCH Arrest Report
disposition and court copies are then forwarded by HPD to district court to be filed as legal
documents.

For felony cases, the court copy of the OBTS/CCH Arrest Report is put in the case file. The
disposition copy is routed to HPD, providing it with disposition information. The form is then
sent to the circuit court clerks for entry into HAJIS and for filing as a legal document for the case.
If the receipt of the two OBTS/CCH Arrest Report copies by the prosecutor’s office is delayed,
the court copy is not put in the case file; instead, both the disposition and court copies are
forwarded to HPD and then to the circuit court clerks.
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The prosecutor’s copy is routed to the prosecutor’s office from the HPD records section. The
prosecutor’s staff assigned to the circuit court puil the copies related to circuit court bench
warrants. The prosecutor’s staff for the district court do not retain their copies, although the
traffic court section does.

The prosecutor’s office is also subject to the sequential data entry restrictions for OBTS/CCH.
The charge disposition may be known before the arrest information is even entered into HPD’s
system. Data entry is also subject to processing backlogs at the prosecutor’s office, owing to a
scarcity 6f clerical resources. The lack of timeliness of OBTS/CCH data entry, coupled with the
denial of inquiry access into PROMIS for all other criminal justice agencies, results in many
requests from other agencies for charge disposition information. This problem is so prevalent
that the Honolulu Adult Probation Division has pre-printed disposition information reques't
forms. (See Exhibit 6.11.)

Other requests for case-related information are also received by the Honolulu prosecutor’s

- office. The ISC may request the prosecutor’s reasons for asking the judge to set a high bail
amount or deny bail to an individual. The Attorney General’s office may inquire about any
objections to parole release for an offender. HPD may contact the Honolulu prosecutor’s office
to resolve disposition discrepancies between the information received on the OBTS/CCH
disposition labels and that received from the prosecutor’s office.

The prosecutor’s office on Oahu also queries other agencies’ systems for information. HPD’s
system is accessed for information on identification and for non-certified abstracts of criminal
history. HAIIS is accessed for court calendar information, information on documents filed for
a case, preceding dispositions, and bail information. The prosecutor’s office does receive a bail
form, but HAJIS provides the information in a more timely manner.

The prosecutor’s office receives delinquent charge lists. The clerical personnel shortage
prevents consistent efforts to resolve the delinquencies. When time allows, the information is
researched in PROMIS, the old card file that predates PROMIS, and microfilmed records, as
appropriate. OBTS/CCH is unable to distinguish the delinquencies that should be attributed
to the attorney general’s office from those of the prosecutor’s office. In December 1987, the
prosecdtor’s office notified the data center that it was unable to resolve a number of
delinquencies from 1978. A methodology for removing these charges from the delinquency list
has not been developed. Thefefore, these charges continue to appear on the agency’s
delinquency list. The present inability to resolve this issue is a source of frustration for the

prosecutor’s office.
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EXHIBIT 6.11

- Adult Probation Division Kaahumanu Hale 777 Punchbowl Street  Honolulu, Hawaii 9681,
First Circuit Court )
The Judiciary » State of Hawaii ' Post Office Box 2629 Honolulu, Hawaii 9680
NATHANTET, KIM, Acting
BOBBOCEOREEREDA PLEASE EXPEDITE, NEEDED FOR COURT
Prohanion Admimstrator " SENTENCING BY . ,
Department of the Prosecuting Attorney DATE OF REQUEST:

District Court Section
1164 Bishop Street, 1llth Floor
Honolulu, HI 96813

Atten: BSuzanna L. Pang
RE:

The above-named defendant appeared in Circuit Court and was referred to this office
for a presentence/predisposition investigation and report. We request your assistance
in providing us with the last known disposition(s) of the following arrest(s) with the
accompanying date(s)/police report number(s) as noted below:

POLICE DATE OF
DATE OFFENSE REPORT #  DISPOS. DISPOSITION

CLERK'S NAME
TELEPHONE NUMBER

As the defendant is scheduled to return to court soon for sentencing/disposition,
your response by the date indicated above is requested.

Should you have aﬁy questions regarding this matter, please contact the undersigned.

Thank you for your cooperation.

Very truly yours,

Telephone Number 548-

s
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An additional OBTS/CCH processing problem is encountered by the prosecutor’s office. The
sequential data entry requirement prevents the prosecutor’s office from entering Grand Jury
indictment information until an individual has been arrested. There may be a time lag of as many
as two years between indictment and arrest. The result is an incomplete criminal history for the
individual during this period, as the indictment is not reflected by OBTS/CCH. The information
is entered into PROMIS upon indictment, but that system is not accessible by other agencies.

Similar data entry lags are found for all penal summonses. When an individual fails to appear
in court, the information is sent to HPD with a warrant for arrest. If the police are unable to
apprehend the person, the file is returned to the prosecutor’s office for additional research. If
the prosecutor’s office is able to serve the warrant, the information must be communicated to
HPD so that the arraignment can be included on the court calendar. Prosecutors request the
judge to send the individual to HPD for fingerprinting and an “arrest” report, but the judge may
not agree, or the individual may never actually appear. The fingerprinting and “arrest” must be
conducted in order to get the charge into OBTS/CCH. This aspect of the sequential OBTS/CCH
data entry restrictions is a further source of frustration, inhibits efficient processing of information
. by the prosecutor’s office, and results in incomplete criminal history information.

District court. The district court is actually composed of two sections: the Traffic Violations
Bureau, or traffic court, and the Criminal Section. Because this study is only concerned with the
criminal case section, the term “district court” will be used in this report to designate only the
Criminal Section.

The district court is responsible for hearing all misdemeanor cases; for initial arraignment
and preliminary hearings for felony cases; and for some traffic cases, particularly those which
involve driving under the influence (IDUI). The district court clerks produce daily court calendars
for each judge, recording the proceedings of each case. (See Exhibit 6.12.) Unlike traffic court,
which uses TRAVIS, the district court has no significant agency computer system. All case
records, other than limited indexing and docketing information, are kept manually and OBTS/
CCH data entry is performed on line. Some information relevant to district court, involving traffic
charges, is entered by traffic court clerks intoc TRAVIS.

The district court has been assigned responsibility for entering the foliowing information into
OBTS/CCH. (See Exhibit A.4 of Appendix A.)

. Initial arraignment and preliminary hearings for felony cases.
Arraignment, trial, and sentencing for misdemeanor and traffic cases heard in district
court.

Arraignment for misdemeanor cases transferred to circuit court for jury trials.
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Data entry for the district court, along with OBTS/CCH data entry for the rural courts on
Oahu, is performed by the Judiciary Computer Services (JCS). Because data entry is performed
on line, no error listing is produced.

The district court OBTS/CCH data are entered using the daily court calendars from district
and traffic courts as source documents rather than from OBTS/CCH Arrest Report copies. Data
are entered for as many stages of the court process as are recorded on the day’s court calendar.
The rural courts tend to accumulate information on more stages of the process before sending
the information to the JCS. This contributes to delinquencies for the rural courts. The data entry
process is dependent on having the correct OBTS tracking number. This number is generally
listed on the court calendar. If it is not listed, the police arrest report number is usually available.
An OBTS/CCH inquiry is done on the arrest report number to obtain the correct OTN.

The district court data can only be entered after arrest and prosecution information has been
entered. This sequential requirement adversely impacts the district court data entry process.
After two months, if the tracking number is still not found in OBTS/CCH, the information is given
to the data center. The data center researches the problem. When the arrest information has
been entered, or the correct OTN is determined, the JCS is notified that-its information can be
entered. _‘

On-line OBTS/CCH entry requires that information for all charges in a case must be entered
at each step of the process. If information on one charge is unavailable, none of the information
can be entered. This is a serious drawback to the system design, one that impacts the
completeness of criminal history information. This problem is most apparent for cases that
include a contempt-of-court charge. The contempt charge is frequently used to get the individual
back into court for action on the original charges. Once this is accomplished, the contempt éharge
is often ignored. The JCS clerk is then unable to enter the data on the original charges. Similar
problems are encountered when charges filed under a single OTN are heard in two different
courts. The timing of action by the two courts may be very different, with one court lagging
months behind the other. Once action is completed for all charges, information from both courts
must be gathered so the data entry can be performed. If any of the information cannot be located,
all charges remain unresolved on the system. This system design forces more charges to be
delinquent than would be if partial case entry were allowed.

The JCS data entry clerk is able to file amended charges for in-process charges. If the charge
has gotten into the criminal history file, amended charge or sentence information and correction
of any errors must be entered by the data center. The JCS requests the change and provides the
necessary information. Conditional release information must always be entered by the data

center, as are charges turned over to another agency.
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There is currently an OBTS/CCH system problem that results in charges for which not-guilty
pleas are entered, but they are being written into the history file with companion charges that
have pleas of guilty. The not-guilty charges should remain in the in-process file pending trial
information. The data center must enter the trial information for these charges into the history
file until this problem can be corrected.

The Oahu District Court has nearly 50,000 delinquent charges. This includes approximately
15,000 contempt-of-court charges for all courts, including Oahu Circuit, Family, and Traffic
Courts. A monthly delinquency report is produced. These delinquencies are researched as time
allows. The delinquencies are caused by a number of problems. The manual processing in district
court is a contributing factor. The current OBTS/CCH entry by JCS is often backlogged. The
restrictions on partial case entry force the delinquencies to be higher than necessary. The lack
of resclution by judges on contempt-of-court charges and bench warrants is another contributing
factor. Any charge that is in OBTS/CCH but that does not get recorded on the court calendar
‘becomes a delinquency. The rural courts may not send all the required information to the JCS
in a timely manner. These charges may then end up as delinquencies.

The resolution of delinquencies may require research into the circumstances of the case.
Information on criminal misdemeanors is located on another floor of the district court building.
Information on rural court charges must be obtained from those courts. Traffic charge
information is researched on TRAVIS. TRAVIS inquiries are accessed by arrest report number,
so the correct number must be known. During summer months, the JCS hires a temporary
employee to perform current data entry. The regular clerk is able to work on both the current
and delinquent transactions. In mid-October of this year, the current data entry efforts had a
one-month backlog, and delinquencies were not being addressed at all,

The district court OBTS/CCH data entry efforts would benefit from nonsequential and partial
case entry. The clerical staff would be able to process the entire daily court calendar without
having to put portions of it aside until information on an outstanding charge is available or
preceding agency information has been entered. This would facilitate a smoother and more
timely data entry process. The information in OBTS/CCH would be both more complete and
~ timely. The delinquency backlog would not be forced higher as it currently is by the OBTS/CCH
system restrictions.

Circuit court. The circuit court is responsible for all arraignments, trials, and sentencing for
felony cases and for misdemeanor and DUI cases that have jury trials. (See Exhibit 6.13.) The
circuit court in Oahu does have an agency computer system, HAJIS. The data entry into HAJIS
is performed by circuit court clerks within 48 hours of court action. The source documents for
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HAJIS data entry are the court calendars and the OBTS/CCH Arrest Report. The disposition
copy of the OBTS/CCH Arrest Report is routed to the circuit court from the prosecutor’s office
via HPD. Following data entry, the disposition copy is filed as a legal document for the case,

The circuit court-has been assigned the task of entering arraignment, trial, and sentencing
information for circuit court cases into OBTS/CCH. (See Exhibit A.5 of Appendix A.) This data
entry is accomplished by a batch extract from HAJIS and tape upload to OBTS/CCH. The
automated upload is conducted every two weeks. This frequency makes circuit court information
in OBTS/CCH less timely than would be possible with more frequent uploads.

The circuit court is not troubled by the OBTS/CCH sequcntlal data entry or partlal case
restrictions because the upload process accepts all HAJIS transactions into a transaction file.
If all the preceding agency information is already on the system and complete information on
all charges in the case is available, the records are transferred to the OBTS/CCH in-process file
immediately. Otherwise, as the preceding agency information is or data on companion charges
are completed, the transactions are written into the OBTS/CCH in-process file. The information
in the transaction file is not available for any user agency inquiry; only the data center has access
to that information file.

The upload process results in four reports:

Match List--The state ID number, OTN, and arrest report number for records on this list
are matched correctly to arrest information already on OBTS/CCH. Approximately 70
percent of all records are matches. If all the information for all companion charges is
complete, the charges are added to the In-Process File. Some information for these

records may be missing.

No Match List--One or more of the three key numbers is absent or incorrect when
compared to OBTS/CCH information. About 30 percent of all records do not include
the correct OTN. The OTN is the key number most likely to be missing. These records
are not added to the In-Process File. The list provides pbssib]e matching key numbers
to facilitate resolution of the no-match situation. There may also be missing information
in these transactions.

. ' Missing Information List--Records that are missing information that should have been

obtained from agencies other than the court are printed on this list. Approximately half

_of the uploaded records are missing information. This includes the 30 percent missing
the correct OTN. The data center employees research and record the information
directly on the listing. The list is then sent to the circuit court legal documents clerks for
entry into HAJIS. The completed information is then picked up by the next upload.
Records on this list may be on either the Match or No Match List. '
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Circuit Court Missing Information List--This list details the information missing from each
record that must be researched and supplied by the circuit court. About five percent of
all records are in this category. JCS staff check HAJIS to see if the information has been
entered since the last update. If not, the court calendar is checked to verify whether or
not the information is available. When the information is available, it is entered into
HATIS. The next OBTS/CCH upload picks up the information.

JCS staff are able to work the Circuit Court Missing Information List before the next upload.
The data center staff are, however, unable to research and resolve the No Match and Missing
Information listings before the next upload process is run. Estimates of the upload error rates
were obtained from the data center clerical staff. The estimates are only approximate guesses,
as record counts for the process are not produced by the system.

The inability to correct ali errors is a serious problem for the data center, with severe
implications for OBTS/CCH. The number of circuit court delinquencies and the volume of
incomplete information are increasing and will continue to do so. The volume of missing and
incorrect information indicates the magnitude of data integrity problems in the criminal justice
data systems. Downloading case arrest and identification information from OBTS/CCH to HAJIS
could significantly reduce, if not eliminate, the “No Match” records and much of the missing
information related to other agencies while reducing the data entry burden for court personnel.
It is this need to rekey into HAJIS information that has already been entered by the arresting
agency into OBTS/CCH that introduces many of these errors. Staff time currently used for the
redundant data entry could be advantageously used for other tasks. The effectiveness of this
download process would be depenclént on the timeliness of getting information from preéeding
agencies into OBTS/CCH.

The circuit court does have delinquencies for OBTS/CCH entry. Its volume of delinquencies
is increasing owing to a lack of staff resources for research and resolution of the delinquencies,
The Qahu Circuit Court has a significantly smaller number of delinquencies than the Oahu
District Court, owing to its use of HAJIS and the HAJIS-OBTS/CCH interface. The circuit court
delinquency counts do not include charges that rémain in the transaction file, inaccessible to other
users. Yet, owing to the inability of user agencies to access the information in the transaction
file, more circuit court charges appear to be delinquent than actually are. It should be noted
that the adverse effects on the completeness of criminal history information are the same,
whether the delinquency is actually due to a lack of data entry, to case delays, or to the 1"ecord

being in the transaction file.
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Community Correctional Center. This subsection describes the activities and workflows of
the Community Correctional Center (CCC) and the implications for OBTS/CCH.

Findings. In this area, we find as follows: '

1. DOC's COMPAS system does not interface with OBTS/CCH, causing the need for
redundant data entry.

2. The CCC, as is the case with other agencies, is adversely impacted by OBTS/CCH
sequential data entry restrictions. - \

3. CCC was adversely impacted when the sort order for all delinquency reports was changed
from offender name to OBTS tracking number.

Description. The Community Correctional Center of the Department of Corrections is
responsible for the post-sentence incarceration of offenders. (See Exhibit 6.14.) The offender
may serve his entire sentence at a correctional facility or may be released on parole after serving
a portion of the original sentence. The parole process is discussed in a later section of this
chapter. CCC personnel must determine the appropriate classification of the offender, i.e.,
violent, career criminal, first-time offender, and so on, in order to place the individual in the
appropriate facility with the appropriate level of security. The criminal history information on
OBTS/CCH and COMPAS is used for these evaluations. The process is adversely affected by
incomplete, untimely information.

It is the responsibility of the CCC to enter post-sentence custody information into OBTS/
CCH. (See Exhibit A.6 of Appendix A.) Information on the correctional facility, the offender’s
case number, time served, and custody status and the date are entered into OBTS/CCH. The
data entry is performed upon release of the offender. .

As discussed in the section above on the Intake Service Center, the DOC uses the COMPAS
system to track its detailed corrections information. The new version of COMPAS on the
department’s Wang will not be interfaced to OBTS/CCH in the near future, although an interface
is eventually to be implemented.

‘An interface from COMPAS to the new Hilo prosecutor’s FACTS system will provide
FACTS with release information so victims can be notified of the offender’s pending release.
This interface is scheduled for completion in early 1989.

The ISC/CCC copy of the OBTS/CCH Arrest Report is used during postsentence processing
as a source of information on pre-sentencing confinement. For example, if an individual is
sentenced to two days confinement and was held for one day before pleading guilty, he may
receive credit of one day for time served and is then confined for only one more day. This

information is used to calculate credit for time served. The pretrial confinement information
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may not be on OBTS/CCH in a timely enough manner for the on-line information to be used.
In addition, sentences for DUI are handed down in terms of hours rather than longer time
increments. This information must be calculated from the OBTS/CCH Aurrest Report, as only
arrest and release dates, not times, are available on OBTS/CCH. ‘

The CCC is also adversely impacted by the sequential data entry restrictions of OBTS. The -
agency’s information may be accumulated and completed before arrest information is even
available on OBTS/CCH. In addition, entry must also be completed by the prosecutor’s office
and court(s) before the CCC can enter its portion.

The results of data entry tests for post-sentence custody information were similar to the pre-
sentence results discussed earlier in the ISC section. In the April 7, 1987 test, information on
13 of 13 post-sentence custody cases could not be entered. Neither the 30-day sentence of one
offender nor another sentence of five weekends had been entered. Records for.one offender
sentenced in Ewa District Court were not even in OBTS/CCH. Similar results were observed
in prior tests conducted by the agency.

CCC personnel were adversely impacted when the sort order for all delinquency reports was
changed from name to OBTS tracking number. While a delinquency report sorted by name does
have inherent problems in the case of aliases, it would still facilitate the CCC’s efforts to research
and resolve their delinquent backlog of charges, owing to the use of offender names in accessing
information in COMPAS. Personnel at CCC are frustrated by the inefficient use of staff time
and the incomplete and untimely information that results from sequential OBTS/CCH data entry
restrictions. The entry of post-sentence custody information into the OBTS/ CCH system should
be a step in the normal release process. Additional clerical effort is required to pull the offender’s
file at a later date to enter the necessary OBTS/CCH data. This inefficient use of staff time could
be eliminated by nonsequential data entry.

Adult Probation Division. This subsection describes the activities and workflows of the Adult
Probation Division and the implications for OBTS/CCH.

Findings. In this area, we find as follows:

1. The Adult Probation Division (APD) on Oahu inquires frequently into OBTS/CCH. The
incomplete and untimely data in the system hinder the division’s investigative activities and
necessitate supplemental inquiries of various kinds to numerous other agencies.

2. While APD has the authority to view expunged charge information, it must obtain this
manually from various agencies because expunged cases are entirely deleted from OBTS/CCH.

3. APD personnel noted that OBTS/CCH’s inquiry functions are cumbersome in certain
aspects. They also have difficulty in easily searching several different systems for information

relating to a particular case or individual.
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4. APD personnel would benefit from inclusion of the court case number on the full criminal
history report.

5. Because of the lack of an automated interface between APD’s PROBER syétem and
OBTS/CCH, APD personnel must redundantly enter the same data into both systems.

6. APD personnel noted problems in system response time after 8:00 a.m. on work days.
However, they are not affected by Sequential data entry requirements. |

7. An opportunity exists for using birth certificate information entered into PROBER to
simultaneously update OBTS/CCH’s offender name information if an alias previously was on file.

Description. The Adult Probation Division of the circuit court handles the responsibilities
related to the supervision of adult offenders that have been sentenced to probation, have
deferred acceptance of pleas, or have other special sentencing conditions. (See Exhibit 6.15.)
In addition, pre-sentence and pre-disposition investigations of any offender are performed by
division personnel upon request by circuit court judges.

Criminal history information is used to assess the risk an offender would present to society
and to himself if he were to be released under supervision rather than incarcerated. Based on
this assessment, APD determines the appropriate level of supervision for offenders sentenced
to probation and then provides the required supervision. Probationary periods are generally from
one to five years.

The Probation Division on Oahu makes extensive use of the inquiry capabilities of OBTS/
~ CCH, researching as many as 20 cases per day. The incomplete and untimely data in OBTS/CCH
hinder the division’s investigative activities. Information must be sought from other systems and
~ agencies. HPD’s system, HAJIS, and the National Crime Information Center (NCIC) are all
queried. Information in the division’s PROBER system is used if the offender has been on
probation before. The Honolulu prosecutor’s office is contacted for disposition information on
such a frequent basis that a preprinted request form has been developed. (See Exhibit 6.11.)
Court calendars are another source of information. Additional sources of information provide
data on family and employment backgrounds and current situations. Information from all the
available sources is drawn together for the pre-sentence investigative reports and for supervision
evaluations. '

APD has authority, within certain guidelines, to view information on expunged charges.
Records on expunged charges are removed from the on-line OBTS/CCH data files and stored
on tape. Thus, APD must attempt to obtain the information from other agencies. APD would
benefit if expunged information was retained on line in OBTS/CCH, with appropriate security
for access.
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EXHIBIT 6.15
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The process of researching information in the various criminal justice data systems is time-
consuming and awkward. The division’s personnel must have inquiry access to the systems, must
remember logins and passwords for each system, and must learn and remember how to use each
of the systems. Training in the use of the various agency systems is often minimal or nonexistent.
In many instances, owing to a lack of understanding of and training in system use, these systems
are not utilized to their full potential. ' A

Some of the division’s staff stated that they consider OBTS/CCH’s inquiry function to be
unnecessarily combersome to use. The user must clear the current information from the screen
and then type the desired screen code and state ID or tracking number that the user wants to
view next. This must be done even if the same tracking number or state ID is to be used. For
example, if information on the plea, trial, and sentencing for a single case is needed, the four-
character screen code and the tracking number must be typed to access each of the three screens.
The screen must be cleared between each inquiry. This is awkward, time-consuming, and
frustrating. There are recursive inquiry functions for obtaining the same screen, such as the
sentencing screen, for another tracking number. However, this function does not work properly
on at least one of the division’s terminals. This is a function that was observed to function
properly in update mode at the JCS. Enhancement of OBTS/CCH to simplify obtaining another
screen for a particular tracking or state ID would make the system more “user friendly.”

The full criminal history report is considered by APD personnel to be very useful information,

to the extent that the data are compiete. However, inclusion of the court case number for each
set of charges on the report would be helpful when more detailed information is required from
HAJIS, which must be accessed by case number. Without the case number on the report, an
OBTS/CCH inquiry must be performed to obtain the correct case number before HAJIS can be
‘used for the necessary inquiries;

Access to more complete and timely information in OBTS/CCH would reduce the need to
consult other sources of information, improving the efficiency and effectiveness of APD. The
elimination of sequential data entry and complete case input requirements would address these
problems. Complete, accurate information is crucial for making appropriate probationary
decisions and for providing the information judges need to make disposition and sentencing
decisions.

The Probation Division is responsible for entering supervision information intoc OBTS/CCH.
(See Exhibit A7 of Appendix A)) This information is entered into the Probation/Parole File.
The data include the supervision level, probation officer assigned, probationary period dates,

and the assessed risk of placing the offender on probation. Initial data entry and subsequent
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updating of data elements are performed by APD personnel. The offender is periodically
reevaluated, and appropriate changes are made to the file records. This information, with
additional supervisory detail and supporting demographic information, is also entered into the
division’s PROBER system.

PROBER is a PC-based system. There are no interfaces to or from PROBER. Therefore,
the data entry is highly redundant and subject to the errors introduced by rekeying information.
The division would benefit by downloading demographic information from OBTS/CCH to
PROBER, and by uploading the supervisory information required for OBTS/CCH.

Because the supervision information is entered into a separate file from the In-Process
Charge File, there are no sequential data entry restrictions. Therefore, the division is able to
perform OBTS/CCH data entry as a step in its normal operational flow. The nonsequential
nature of its data entry prevents any “delinquencies” for the division. The lack of automated
interfaces between PROBER and OBTS/CCH results in no error listings, as all OBTS/CCH entry
is subject to on-line editing. However, personnel at APD were the most vocal of any agency on
Oahu regarding complaints about slow OBTS/CCH response time and system down-time during
regular business hours. If its OBTS/CCH data entry cannot be completed between 7:00 a.m. and
8:00 a.m., the staff postpones entry until the next day.

There is a single point of linkage possible between the Probation File and the Summary
Criminal History File. If the offender has a state ID, the individual’s status is designated as
“probation,” and the appropriate county’s probation division is listed as the supervising agency.
This link is not mandatory. If the offender does not have a state ID, the data center provides
a unique “Z-number,” as opposed to the state ID “A-number.” There is then no link to the
Summary Crimina} History File. Z-numbers are assigned to persons arrested and sentenced
without fingerprinting and to offenders from other states, now located in Hawaii, for whom the
Probation Division provides “courtesy supervision.” Information on probationary status and
supervisory dates is provided to HPD via the OBTS/CCH-HPD monthly download process. The
Probation Division receives daily Re-arrest Reports from OBTS/CCH for any offender currently

on probation who is charged with a new offense. This information is used to update PROBER
" and to reevaluate_the individual’s supervision level.

The Probation Division frequently obtains copies of offenders’ b:rth ccrtlﬁcates during the
course of their investigations. The name on the certificate is used on PROBER. By providing
a copy of the birth certificate to the data center, the offender’s complete, correct name can be
recorded in OBTS/CCH, if it is different than the one currently entered. The current name then

becomes an alias.
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The Probation Division is one of the heaviest users of the inquiry capabilities of OBTS/CCH,
along with the Intake Service Center and the Hawaii Paroling Authority. APD desires and
supports improvements in OBTS/ CCH that will make it a more functional tool for its normal
operations. It is willing to enter its assigned data, but would be very receptive to a two-way
interface between OBTS/CCH and PROBER to eliminate redundant data entry.

Hawaii Paroling Authority. This subsection describes the activities and workflows of the
Hawaii Paroling Authority and the implications for OBTS/CCH.

Findings. In this area, we find as follows:

1. The Hawaii Paroling Authority (HPA) depends on criminal history data in OBTS/CCH
to evaluate individuals on parole and determine appropriate supervision levels. Incomplete and
untimely data inhibit these efforts and cause a need for ad hoc inquiries of other agencies for
the needed information.

2. HPA is adversely affected by OBTS/CCH’s sequential data entry requirement. HPA
personnel are not entering much of the HPA’s assigned data into OBTS/CCH because of
frustration with the system. ‘

3. HPA’s Adult Parole Division is no longer receiving the OBTS/CCH Re-arrest Report.
This report is of significant potential value to the division.

Description. The final step in the criminal justice process might be the responsibility of the
Adult Parole Division of the HPA. After serving a portion of his sentence, the convicted felon
may be released on parole from the corrections facility. The Adult Parole Division is responsible
for the supervision of the adult parolee. (See Exhibit 6.16.) This supervision consists of periodic
meetings with an assigned parole officer and periodic checks on the parolee’s employment and
residence. Violation of parole conditions may result in reincarceration for the balance of the
original sentence.

HPA personnel must determine the level of supervision appropriate for the individual. The
criminal history information in OBTS/CCH and COMPAS is used during this evaluation. The
review process is extensive, resulting in an assessment of the risk the parolee presents to himself
and to society. Based on the degree of assessed risk, the frequency of meetings with the parole
officer may be set at weekly, monthly, or quarterly intervals. This is subject to periodic
reevaluation, based on the progress, or lack thereof, that the parolee makes in reentering society.
The incomplete and untimely criminal history and in-process charge information avai]égble in
OBTS/CCH forces the Parole Division to look to other agencies as sources of the necessary
criminal background information. This agency would realize operational benefits if OBTS/CCH

provided all the required information on the individual. The necessity of checking multiple
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EXHIBIT 6.16
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sources does result in less effective personnel resource utilization. This is essentially the same
problem faced by the Adult Probation Division.

HPA is responsible for entering the minimum time the offender must serve on parole into
OBTS/CCH. (See Exhibit A.8 of Appendix A.) The sequential processing requirement for the
In-Process File has an adverse impact on parole information data entry. When HPA attempts
to enter its data, the charge information from earlier criminal justice steps is frequently
incomplete, preventing the successful entry of the parole minimum. The Hawaii Paroling
Authority personnel in Honolulu are, for the most part, not currently entering their data owing
to their continued frustration with this situation.

Despite these frustrations, the Hawaii Paroling Authority remains supportive of the OBTS/
CCH concept. It wants and needs complete and timely information on criminal history. OBTS/
CCH could and would be effectively used as an operational tool by the HPA if the information
was complete and current. The HPA staff would like to see an agency’s information input within
48 hours of action being taken by the agency. It is willing to input parole information in a timely
manner provided the system will accept it. Nonsequential processing would alleviate the agency’s
data entry problems and, in the long run, many of its inquiry problems.

OBTS/CCH tracking of and reporting on parolees that are re-arrested are a high priority for
HPA. The Adult Parole Division reported that it is no longer receiving the Re-arrest Report.
The timeliness of this information is critical for the agency’s effective operation. A parole
revocation hearing must be scheduled so the parole board can take proper action when a new
offense has been committed by a parolee. Accurate and complete information on the new charge
is required to determine whether the parolee should be reincarcerated, his supervision level

increased, or no change made.

OBTS/CCH Operational Functionality

The OBTS/CCH system has traditionally been considered a statistical reporting system and
a repository of historical data. It has not been viewed as a system to support daily operations.
There are three reasons for this. First, the original concept, as introduced by the Law
Enforcement Assistance Administration (LEAA) over a decade ago, was that it was a historical/
statistical system. Second, the information maintained on the system is derived from other agency
_systems that are operational in purpose. Third, the system was originally designed at a time when
batch processing methods were more prevalent than they are now. _

While it is true that one of the primary objectives of OBTS/CCH is to provide for

crime-related statistical reporting, it is equally true that criminal justice agencies are using, or
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are attempting to use, the OBTS/CCH system as part of their daily activities. Several examples

of this are discussed in the following section:
Arresting officers check OBTS/CCH, as well as their own systems, for identification
information.
The OBTS/CCH Arrest Report is used by agencies throughout the criminal justice
process. {While this is a manually generated form at this time, it has the potential to be
generated and disseminated as part of standard OBTS/CCH processing.)
Neighbor islands use OBTS/CCH to store essential information regarding an arrest, and
use the OBTS tracking number to identify a case even before positive identification may
be made.
Aurresting agencies and the Intake Service Centers rely heavily on the criminal case history
component of OBTS/CCH. Arresting agencies need to know whether they are dealing
with a first-time or repeat offender and be aware of other outstanding charges against
the offender. ISCs need background information to help them make custody disposition
recommendations at the time of arraignment, and make bail decisions. These agencies
need this type of information to be available immediately, or at least within a very few
hours after the arrest occurs.
In order to make a rational decision regarding prosecution of a given charge, the
prosecutor’s office requires specific information on the offender’s background and the
details of the case. Much of this information must be obtained from the arresting agencies
and ISC, which in turn are depending on OBTS/CCH in order to carry out their functions.
Court officials similarly rely heavily on the ability of arresting agencies and ISC to make
well-informed recommendations to the court. ,
DOC's Community Correctional Centers are attempting to use criminal history
information in OBTS/CCH to make effective post-sentencing custody decisions, despite
the lapses in information that currently exist.
The Adult Probation Division reviews OBTS/CCH criminal history information
frequently in order to advise the circuit court prior to sentencing or other case disposition.
The same information is used to determine the appropriate supervision level of an
offender sentenced to probation. This division is also a major user of OBTS/CCH reports,
including the Re-arrest Report which helps it identify offenders on probation who have
reentered the system.
The Hawaii Paroling Authority researches OBTS/CCH criminal history information in
order to make decisions regarding the level of supervision and allocation of personnel

resources to a given offender. They also make use of the Re-arrest Report.
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The above examples illustrate very clearly that the information contained in OBTS/CCH is
needed daily by the criminal justice agencies so that they can decide how best to deal with the
offender, handle a given case at all stages, arrive at critical sentencing and custody decisions, and
allocate their own personnel resources.

Viewed from another perspective, the type of information OBTS/CCH provides can help
prevent the criminal justice system from making costly mistakes by releasing dangerous or repeat
offenders, by failing to catch offenders wanted on other charges, or by otherwise disposing of
cases in an inappropriate manner. These errors can result in a direct cost to the community,
seriously undermine the credibility of the criminal justice system, and represent a potential
liability for the State.

Agencies continually try to rely on OBTS/CCH for their operational needs despite the fact
that information in this system often is not current or complete. Far from arguing against the
use of OBTS/CCH as an operational system, this only reinforces the argument that a strong
central criminal justice information system is needed for this information, and that agencies feel
at risk when it is not available. In the absence of any acceptable alternatives, they rely on OBTS/
CCH, as imperfect as it is.

Agencies have, in addition, gone beyond the current inadequacies of inquiry into OBTS/CCH
and their own internal systems for the information they need for daily decisionmaking purposes.
As the discussion in the previous section of this chapter indicates, an informal but elaborate
process of inter-agency inquiry has developed. The frequency and number of inquiries have
increased to such a point that, on at least one occasion, a form has been developed by one agency,
the Adult Probation Division, to facilitate inquiries made routinely of another agency, the
Honolulu prosecutor’s office. While such an informal information-gathering network would have
its value in any case, it appears highly likely that an up-to-date and complete OBTS/CCH data
base could potentially make many of the current inquiries unhecessary, thereby increasing the
overall efficiency of the criminal jﬁsticc system.

One characteristic does set OBTS/CCH apart from most other operational systems. This is
the fact that most of the information that makes its way to OBTS/CCH originally is recorded in
a specific agency system, whether this is automated or manual. From the agency’s perspective,
its own system, not OBTS/CCH, has value as an operational tool. OBTS/CCH’s role, however,
is to record this information, although perhaps in less detail, and make it available commonly to
all agencies who may have an operating need for it. Unfortunately, the agency of original entry
has no specific motivation to enter this information into OBTS/CCH because it already has what -
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it needs. In fact, in many cases, there is a disincentive because of the difficulty or extra time
required, under the current design, to enter this information again into OBTS/CCH.

Past efforts to ensure that agencies enter their OBTS/CCH information have had an
enforcement or penalty orientation. This has had an adverse impact on the perception of OBTS/
CCH and the data center and has not effectively motivated the participation of some user
agencies.

This project team recommends an alternative approach that motivates agencies to commit
to OBTS/CCH because it really is a system that assists them in their daily work. To make OBTS/
CCH a success, the challenges that the State faces are as follows: (1) realize the operational value
of OBTS/CCH to the criminal justice community as a whole, (2) communicate this value to the
individual agencies, (3) enhance, in every way possible, the operational strengths of OBTS/CCH
in a way that visibly impacts the effectiveness of agency operations, and (4) remove obstacles or
disincentives to agencies which need to enter information into OBTS/CCH on a regular basis
in order to keep its data base current, complete, and accurate. This approach appears to offer
much more positive results than alternatives that would circumvent OBTS/CCH or otherwise

deny the pressing need for it to beeome a truly effective operational system.

Sequential Processing Requirements

In general, the current OBTS/CCH processing flow requires that information regarding a
given case be entered in a specific sequence by the agencies that are involved, beginning with
the arrest and continuing through the judicial process to ultimate case disposition. Information
must be entered at each step and fully validated before the next agency in line can enter its data.
This sequential requirement indicates the intense concern by the designers and current operators
of the system to ensure the accuracy of information entered into the OBTS/CCH data base by
allowing edit and logic checking of each segment against preceding segments.

This primary concern with accuracy is understandable when OBTS/CCH is viewe’d as a central
and permanent repository of vital and sensitive information regarding criminal offenders. The
State is potentially liable if inaccurate information is allowed to remain on these files. However,
this concern has been allowed to override the equally important need for the data base to
maintain information that is complete and timely. As a result, the effectiveness of this
information to many criminal justice agencies in the State of Hawaii has been diminished.

One primary example is the procedure used to enter arrest information into OBTS/CCH at
the City and County of Honolulu. This process is described earlier in this chapter. What is

especially noteworthy is that the process precludes any entry of arrest information into HPD’s
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automated system, and therefore into OBTS/CCH, until a positive identification is obtained.
This causes anomalies and inefficiencies in the criminal justice system, as follows:
Reliance is placed on an OBTS/CCH Arrest Report, which is generated on a stand-alone
personal computer, to provide information to the various agencies involved. This form
can become outdated as essential information changes once a positive identification is
made. However, agencies continue to make decisions based on its information and even
use it as the document of legal record.
Because identification lags can be significant, cases may proceed through the legal system
and be disposed of well before any arrest record is entered into OBTS/CCH.
The information initially entered on the OBTS/CCH Arrest Report must be reentered
“into the HPD system once an identification is made. This redundant data entry step is
an inefficient use of staff time and increases the risk of errors.
In summary, the insistence on obtaining a positive identification prior to entering information
into OBTS/CCH complicates the functions of several agencies and creates its own risks of
inaccurate recording of data on the system.

The neighbor islands have instituted a compromise approach that appears to overcome some
of the above difficulties. This involves direct entry of arrest information into OBTS/CCH on a
preliminary basis, pending positive identification by the data center’s Criminal ID Section. This
immediately places arrest information into the system for use by the other agency representatives
who will need to begin to work with that case. The fact that the information is preliminary seems
to be well understood and accepted by the users.

The system sequence requires that case processing begin with input of an arrest. This greatly
complicates the input of certain cases that do not meet the criterion. Examples include the
following:

Grand jury indictments that do not result in actual arrests for significant periods of time.
Penal summonses that do not result in immediate arrest, booking, and fingerprinting.
Contempt-of-court citations that do not result in a new arrest.
In the above cases, information should be recorded on OBTS/CCH even though the arrest step
has not occurred.

Throughout the entire process, the sequential input requirement causes difficulties. Agencies
that could otherwise enter their transactions as part of their normal activities are forced to wait
on previous agencies which have data backlogs. Agencies such as ISC or APD, which rely on
accurate criminal histories and up-to-date information on cases in progress, are frustrated by

major gaps in the OBTS/CCH data base. In general, users tend to give up on entering their own

128



data as their efforts to do so repeatedly fail, as source documents become increasingly difficult
to locate, and as the data itself becomes outdated in terms of operational usefulness.

Because of these tendencies, some exceptions are being made to the sequential processing
requirement. The HAJIS input interface apparently is allowed to update a version of the OBTS/
CCH data base directly, regardless of whether previous sequential data entry steps have been
completed. Unfortunately, this information is not made available to the user community at large
until the interim data entry steps are completed. The Adult Probation Division is also able to
enter its data nonsequentially into a separate file.

Perhaps the most interesting new development, however, is the interface between the Hilo
prosecutor’s office system (FACTS) and OBTS/CCH. FACTS periodically transmits update
transactions to OBTS/CCH. If a transaction can be posted to the data base because all prior
sequential data entry steps are completed for that case, the posting is performed. If it cannot
be posted, the transaction is placed in a holding file that is then accessed weekly by OBTS/CCH |
until it is possible for the posting to be completed. From the FACTS user’s perspective, data
entry and transmission are only performed once. The only drawback to this approach is that data

are still not available to agency users until the previous sequential input steps are completed.

Data Entry Backlogs :

OBTS/CCH has more than 100,000 charges that are considered “delinquent” owing to
incomplete information. (This is detailed in Exhibit 6.1.) This “delinquency” problem has existed
since the inception of the system, and continues to grow. In addition, many transactions have
not been entered in a timely way but are not counted as delinquent. These constitute an
additional backlog of an undetermined scale. The:backlog problem is the largest céuse for
dissatisfaction with the system and contributes to friction between the data center and the user
agencies. Attempts made to date to clear up this situation have failed. This section discusses
the current situation and the potential for the elimination of current backlogs, and suggests a
revised delinquency reporting approach.

Current Situation. The OBTS/CCH system designers intended that each step of the criminal
justice process should have actions taken and recorded in OBTS/CCH within a certain period
of time after data for the preceding step are entered. If information is not entered within the
time interval allowed, OBTS/CCH attributes a “delinquency” to the agency responsible for the
data entry. These time intervals are as follows:

30 days for arrest, pre-sentencing, prosecutor, and post-sentencing entry.

40 days for district court arraignment, preliminary hearing, and circuit court arraighment.
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60 days for sentencing for misdemeanors.

75 days for sentencing for felonies.

120 days for misdemeanor frials.

200 days for felony trials.

210 days for entering the minimum time to be served on parole.

Delinquent charges attributed to the various agencies vary from under 100 for the Kauai ISC
to nearly 50,000 for the Honolulu District Court. (See Exhibit 6.1). Arresting agencies, since
they initiate the process, hiave no delinquencies attributed to their agencies because OBTS/CCH
is not aware of an arrest until or unless the arrest information is entered. There are however,
some arrests that are not entered, although they should be. In addition, most agencies have not
entered numerous transactions because they are waiting on another agency to complete its input
first. These transactions are not recorded as “delinquencies,” but do form part of the backlog
problem.

There are several interrelated reasons for these backlogs. One reason is that an agency may
not have an adequate information system of its own, or may lack staff to keep up with its
transaction entry requirements. The district court in Honolulu is a primary example of this.
Another reason is that the design and processing requirements of OBTS/CCH contribute
significantly to the backlog problem. Examples include the requirement that case information
be input in a specific agency sequence; the inability of the system to accept disposition
information for individual charges within a case if other charges remain open; high error rates
in interfaces between other ‘operational systems and OBTS/CCH; and general inefficiencies in
the design of data entry screens that hinder rapid date entry. Finally, one cause of the backlogs
is motivational. Some agencies do not assign a high priority to keeping abreast of their OBTS/
CCH data eniry requirements, and assign limited staff to this task. This is especially true if
funding is not available to the agency for this purpose. It is also more likely to occur if agency
personnel enter data into their own system, and then must take the time to enter the same data
into OBTS/ CCH, particularly if this must be done at a later date owing to the sequential
processing requirements.

The backlog situation is substantial enough to undermine the value of OBTS/CCH as a
statistical, historical, or operational system. Statistical reports from OBTS/CCH are obviously
misleading when so many offender and case records are missing from the data base. ﬁistory
regarding individual offenders is incomplete, whether needed for use by criminal justice agencies
or to satisfy outside parties desiring a criminal records history check. Any such information on |

the data base must be supplemented by a time-consuming manual inquiry of all of the agencies
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that may have had more current experiences with the offender. Finally, as is discussed later, the
lack of adequate information in the system regarding current arrests and charges seriously
hampers the functions of the police departments, Intake Service Centers, and the Adult
Probation Division. This in turn adversely affects the functioning of the criminal justice system.

Eliminating the backlogs. The effort required to eliminate these backlogs will be significant.
Many of the user agencies are already hard pressed to handle the volume of current case
processing that must be accomplished with available clerical personnel. These agencies logically
assign a lower priority to resolving delinquencies than to working their current cases and recent
backlog. State assistance will be required to enable and motivate them to eliminate their
delinquent charges.

In a letter dated April 11, 1985, from the chairman of the Hawaii Paroling Authority to the
Chief Justice of the Supreme Court, it was estimated that a data entry clerk could clear
approximately 3,000 delinquent disposition entries per month.! If this estimate is accurate,
approximately three employee years would be required to clear up the current backlog of over
100,000 transactions. The data center has requested the addition of three data entry staff
dedicated to clearing up this backlog. Based on the above estimate, it would require
approximately one year to accomplish this effort.

This probably is a “best case” estimate for several reasons. First, new data entry staff would
be relatively untrained in the criminal justice system. Especially with district and circuit court
input, information is obtained from various places and interpretation by trained staff is often
required to determine the appropriate information to be input into OBTS/CCH. Second,
backlogs of varying sizes exist at agencies all around the State, increasing the need to coordinate
work of the new staff with a number of different users. Third, clearing off the immediate
delinquencies in one agency may then cause new delinquency overloads in agencies located
further down the sequential input path. Data entry staff would easily find themselves needing
to enter much more than 100,000 transactions. Finally, the backlog itself is growing steadily.
Unless agencies can assign sufficient resources immediately to keep abreast of the backlog
problem, the new data entry staff will find that new “delinquencies” are being added that need
to be addressed as the old ones are cleared off.

A number of OBTS/CCH improvements should be made prior to initiating the effort to clear

delinquent charges. Some of these are listed below.
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Allow nonsequential and partial case entry. This will eliminate the necessity to work down -
the backlog in sequence by agency. Information on all segments of the process that are
available can be captured. Resolution of all possible charges can be accomplished even
if information on a companion charge cannot be found or never occurred. Each agency
can work on its backlog in the most convenient manner without needing to time its effort
to those of other agencies.

Improve system functions so that data entry is more efficient.

- Have systems enter or retain agency identification based on user ID or entry at the
beginning of the session.

- Simplify access to other screens for the same OBTS tracking number or state ID
number. Ensure that the function to access the same screen for another OBTS
tracking number works properly.

Explore the feasibility of uploading infermation from agency systems if there are a limited

number of data elements to be transferred. If substantial edit checking would be required,

the time necessary to develop and test the upload program may exceed the benefit
realized by resolving charges in a more timely manner through manual entry. Any efforts
of this nature should benefit permanent interface development.

Delinguency reportings system. Over the longer run, a reporting system can be developed
that will allow better management of delinquencies that do occur. There are three prerequisites
to this: first, the current severe backlog situation must be eliminated; second, the system must
be designed to accommodate nonsequential entry of transactions; and third, the system must allow
partial entry of charges for a multiple-charge case.

Such a delinquency reporting sysiem should distinguish between, and report on, the three
following general types of delinquencies:

1. Data entry delinquencies;

2. Partial case delinquencies; and

3. Full case delinquencies.

Each of these delinquency types is caused by different factors and requires different managerial
tactics for control. The current system design does not allow delinquency reports to be produced
that distinguish between these three types. Each type of delinquency is discussed in the following
paragraphs, along with the reporting implications.

Data entry delinquencies. These delinquencies result when delays in entering information into

the system are due to data entry lags. In a nonsequential environment, OBTS/CCH would
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identify such a delinquency for a given agency once charge information had been entered by an
agency further down the line in the judicial process. For the same case, different agencies could
be up to date, while others were shown as delinquent. |

The possible reasons for such delays would include inadequate availability of clerical
resources, or inefficient or infrequent interfaces from an agency system to OBTS/CCH. They
would not be due to delays of the judicial system in the actual processing of the case. Therefore,
to resolve these types of delinquencies, management would not need to have the specific
background of individual cases researched. The critical information instead would be the volume
of the data entry backlog, the number of chargeé backlogged for various periods of time, and the
trends displayed by the backlog volumes. The solutions would lie in increased clerical hélp,
improved automation of the agency’s system, and more frequent and efficient interfacing between
the agency’s system and OBTS/CCH.

Partial case delinquencies. These delinquencies result when information on some charges
within a case is available and can be entered, while information on other charges is not available.
This is currently a problem particularly related to contempt-of-court charges and arrests that
result in different charges in a case being tried in different courts. In an environment that accepts
partial case input, OBTS/CCH would indicate that some charge information for the case had been
entered by all or most agencies, while other charges were entered by very few agencies.

To resolve these partial case delinquencies, the information of interest for managerial
purposes would be the types and volumes of charges not being resolved and the judges or courts
corresponding to these charges. These could indicate a need for more attention by these judges
or courts to obtain a final disposition on all of the charges. With these types of delinquencies,
charge specifics would be needed so that a disposition as well as data entry support could be
obtained, once this information became available.

Full case delinquencies. These delinquencies result when a full case is indeed being delayed
within the judicial process, or case information has failed entirely to get into the system. OBTS/
CCH would identify this type of delinquency when there was no subsequent data entry for the
case after a point in the process, no partial case information had been entered, and the normal
process time interval had been exceeded. .

This type of delay must be evaluated in terms of case specifics. While there are valid reasons
for any step in the process to take longer than the norm, a justification should be obtained.
Management would want to identify all such cases where the delays were unjustified and the case 7

had, in effect, “fallen through the cracks.”
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The above delinquency reporting system would possess a number of management advantages.
The capability of OBTS/CCH to filier out delinquencies that do not need individual evaluation
would be of benefit to the user agencies. The separation of delinquency types would assist the
agencies in controlling and monitoring their processing backlogs. Appropriate measures to
reduce each type of delinquency could be developed and implemented. Meaningful trends in
delinquencies could be tracked. In summary, a change to nonsequential processing and partial
case data entry would make it possible to transform the OBTS/CCH delinquency reports into

truly effective operational tools.

Recommendations

Recommendations regarding the OBTS/CCH \.system are listed below and are organized
according to the major groupings identified in the presentation of findings at the beginning of
this chapter.

. Data entry backlogs. We recommend that:

1. Funding be provided for additional data entry positions to clear up existing data entry
backlogs. Serious consideration should also be given to hiring additional contract data entry services
until the delinquencies are eliminated. Ideally, these backlogs should be eliminated within 12
months, so as to allow attention to be focused on more significant, longer term improvements to
OBTS/CCH. |

2. As a prerequisite to the effort to clean up this backlog as many improvements be
implemented as possible to facilitate the data entry process. Some potential improvements of this
type are identified in later recommendations. Others may be identifiable by data center staff working
together with users. _

3. Ways be identified to enable agencies to devote sufficient staff resources to keep abreast of
their input requirements on an ongoing basis so that backlogs do not continue to develop. In some
cases, agencies may be able to reallocate existing resources to this effort. In other cases, funding
for additional staff may need to be requested. This effort could be coordinated by the Hawaii
Criminal Justice Data Interagency Board or by an OBTS/CCH user steering committee.

4. As soon as practical, recommendations listed below be implemented to enable users to enter
their data nonsequentially, maximize the use of automated interfaces into OBTS/CCH, and
minimize the need for redundant data entry on the part of users. Over the long run, these steps will
provide the best way to avoid future buildups of transaction backlogs of the scale that exists today.

5. Over the longer run, an enhanced delinquency reporting system be implemented that
distinguishes between the different types of delinquencies that require different management
responses.

134



Sequential processing requirements. We recommend that:

1. The data center and HPD work together to redesign the front-end arrest processing flow so
as to allow arrest information to be recorded on OBTS/CCH on a preliminary identification basis.
If at all possible, this arrest information should be available on OBTS/CCH for ISC and prosecutor
inquiry in time for preparation for arraignment proceedings. This design should also entail
simultaneous generation of the OBTS/CCH Arrest Report form and input to the HPD and OBTS/
CCH system, so that redundant data entry is eliminated. Arrest records on OBTS/CCH that are
still in a preliminary identification status should be available to all users making inquiries, but
flagged so that they are aware of the potential for inaccurate information.

2. After initial installation at the data center, the Automated Fingerprint Identification System
(AFIS) workstation support be provided early at HPD so that the gap between the time of arrest and
posttive identification can be significantly reduced. This will in turn reduce the number of records
placed on OBTS/CCH that do not represent a positive identification.

3. A design maodification be added allowing certain records to be input into OBTS/CCH without
an actual arrest having been made. This should be allowed only for specifically identified exceptions
(Grand Jury indictments, penal summonses, contempt of court citations), and input authority for
this type of transaction should be closely controlled. Procedures should also be instituted to ensure
that arrest and identification steps are taken as soon as possible in these exceptional situations.

4. Once an arrest has been entered, the system design be revised so that all subsequent user
agency input for that case is accepted at the time of entry, regardless of whether sequential processing
conditions have been met. One altemative is to adopt the approach used in the new FACTS and
the HAJIS interface design, which places nonsequential input into a holding file until prior sequential
input steps have been completed. A second and preferred alternative, which would permit all users
fo view the data, is to posf all data directly into the OBTS/CCH In-Process File, regardless of whether
prior sequential input was completed. Such transactions would, of course, be flagged when displayed
fo inquiring users.

Data entry inefficiencies. We recommend that:

1. Redundant data entry be reduced by accelerating the development of automated interfaces
between user agency systems and OBTS/CCH. This includes PROMIS, PROBER, and COMPAS.
1t should also include the Family Court System and any systems ultimately developed for the district
courts. See the recommendations regarding system interfaces in Chapter 7 for further discussion.

2. The system design be changed to accept data entry related to particular charges within a case,

even though other charges remain unaddressed.
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3. A function key be provided that allows the user who is entering data to proceed quickly from
one screen to the next logical screen when working on the same state ID or OBTS tracking number.
- 4. The system be redesigned to eliminate the current need for the person performing data input
to continually respecify his/her agency number. This could be picked up by the system from the user’s
ID or entered directly by the user at the beginning of the session.

5. The system be redesigned to eliminate instances in which the person performing data input
enters a full transaction before being informed by the system that it is rejected. (If prior
recommendations are implemented that relate to establishment of nonsequential processing
methods, the significance of this problem will diminish.)

Data base integrity. We recommend that:

1. All instances be identified in which felony and misdemeanor case information may fail to
be input into the OBTS/CCH data base, and that procedures and system interfaces be developed
to correct this. Primary areas for concern appear to be family and traffic court cases and cases that
do not initially involve an arrest.

2. Consideration be given to eliminating the recording on OBTS/CCH of minor charges such
as traffic violations, even if they are companion charges to. criminal charges. This can be
accomplished through more intensive routines to assure that only valid felony/misdemerinar charges
are entered. 7

3. Consideration be given to allowing expunged case data to reside on the OBTS/CCH data
base with a higher level degree of security so that only specifically authorized users, such as APD,
may access the information.

4. Consideration be given to changing the system design and programming logic to prevent the
recording to the history file of an unresolved charge with a “not-guilty” plea. This should be
independent of the disposition of all other charges pertaining fo that same case.

Design and reporting enhancements. We recommend that:

1. The capability be provided to distinguish between Attorney General and prosecutor cases,
and report on these separately.

2. As an option, delingquency reporting be provided to agencies in sequence by name as well
as by OBTS tracking number.

3. Inquiry into multiple systems be facilitated during a session by reducing the required number
of logoff and logon transactions. (See Chapter 7.)

4. All users have the ability to use the system function that retains the same screen for a new
OBTS tracking number. '
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5. A function be provided that allows easy access to other OBTS/CCH screens for the same
OBTS tracking or state ID number. )

6. The court case number be included on the full criminal history report in order to facilitate
cross referencing to HAJIS files.

7. The Re-arrest Report be made available to all interested users, in particular to the Adult
Parole Division. |

System availability and response. Please see the Chapter 8 recommenda tions regarding this topic.

Operational functionality. We recommend that the State, and specifically the interagency board
and data center: _

1. Realize the operational value of OBTS/CCH to the criminal justice community as a whole.

2. Communicale this value to the individual agencies.

3. Enhance, in every way possible, the operational strengths of OBTS/CCH in a way that visibly
impacts the effectiveness of agency operations.

4. Remove obstacles or disincentives fo agencies which need to enter information regularly into
OBTS/CCH, in order to keep its data base complete and accurate.
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Chapter 7

OBTS/CCH SYSTEM INTERFACES AND NETWORK

Two tasks included within the scope of this project were to review the various agency sysfcms
that have either automated or are manually interfaced with the Offender-Based Transaction
Statistics/Computerized Criminal History (OBTS/CCH) system and to assess the adequacy of
actual and planned connectivity capability provided to the OBTS/CCH user network. This
chapter provides findings and recommendations regarding OBTS/CCH system interfaces and
communications network. For a discussion of interfaces and connectivity issues related to the
Automated Fingerprint Identification System (AFIS), please refer to Chapter 9.

Summary of Findings

Findings regarding the OBTS/CCH system interfaces and communications network are
presented in this section. Related recommendations may be found at the end of this chapter.

System interfaces. With respect to interfaces between OBTS/CCH and the agency systems,
we find as follows: '

1. Automated interfaces do not exist between many agency systems and OBTS/CCH. This
is a major cause of redundancy in entering data. Systems that could profitably be interfaced to
OBTS/CCH include COMPAS (Department of Corrections), PROMIS (Honolulu prosecutor’s
office}, and PROBER (Adult Probation Division).

2. Many agencies still rely largely or entirely on manual systems for their internal operations,
and therefore cannot interface automatically with OBTS/CCH. In come cases, this contributes
to delays on their part in entering data into OBTS/CCH. The most significant problem of this
kind is the district court in Honolulu, which represents the largest single component of the OBTS/
CCH “delinquency” problem.

3. The automated interface between the Honolulu Police Department (HPD) system and
OBTS/CCH functions relatively smoothly and frequently. While not unduly high, the error rate

could be reduced further by more closely integrating the HPD record system with OBTS/CCH.
" 4.. The automated interface between the Hawaii Judicial Information System (HAJIS) of
the Judiciary and OBTS/CCH is run only every two weeks and produces extremely high error

rates. A growing backlog exists of unresolved errors from these interface runs. The primary
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causes of error are missing or mismatched key identification numbers and other missing case
information on the records feeding from HAJIS to OBTS/CCH.

5. New systems are under development in various agencies that either currently or
potentially will interface with OBTS/CCH. This includes FACTS (Hilo prosecutor’s office),
which already has established an interface; the Family Court System; and the Juvenile Justice
Information System (JJIS). There is a growing need to establish standards governing how these
agency systems will interface with OBTS/CCH and to ensure that such interface considerations
are taken into account as these new systems are designed and implemented.

6. The FACTS and HAJIS interfaces permit nonsequential posting of data into an OBTS/
CCH file. However, this information is not made available for OBTS/CCH user inquiry until all
preceding sequential information has been entered.

7. Current planning for the JJIS system appears not to have considered the potential
benefits of establishing an interface with OBTS/CCH, or the costs involved in doing so for each
alternative design approach.

Assessment of networking trends. With respect to the current network, we find as follows:

1. Users have benefited significantly from recent increases in interconnectivity between the
three major computer centers that contain criminal justice information. One major change is
that many users can now access both OBTS/CCH and their own agency system through a single
terminal, whereas different terminals previously had been necessary. In addition, the frequency
of duplication of communication lines to various remote locations is beginning to decrease.

2. Ease of OBTS/CCH access could be improved for many users if two concurrent sessions
could be supported on the same terminal. _

3. The Department of Data Services (DDS) of the City and County of Honolulu is
supporting a statewide criminal justice user network because of the various systems it supports.
This places an operating burden on DDS which rightfully should be borne by the State.

4. The most significant planned development is implementation by the Electronic Data
Processing Division (EDPD) of its microwave backbone network between Oahu and the neighbor
islands. Agencies using this alternative will obtain increased transmission speeds, replace

redundant communications lines, and support more users at lower cost.

Criminal Justice Agency Systems
and OBTS/CCH Interfaces

While OBTS/CCH serves as a centralized repository of criminal history and case information,

it contains only summary information for each step of the criminal justice process. Each agency
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requires detailed information pertinent to its portion of the criminal justice process to meet its
operational needs. Generally, an agency would only require summary information on the other
stages of the process.

A number of approaches could have been taken in meeting these needs. One alternative
would have been to design OBTS/CCH to include all required information for all agencies. Each
agency could have had an operational subsystem within OBTS/CCH for their detailed
information. Summary information would have been available for inquiry purposes by other
agencies, while sensitive information was secured from access. Another approach would have
been for each agency to keep detailed information on its own separate system. Access by other
agencies could have been allowed as deemed appropriate. Summary information would be
provided to OBTS/CCH by the agency. Summary information from all agencies would be
available through the inquiry capabilities of OBTS/CCH.

The second alternative was chosen when OBTS/CCH was initially conceptualized. Some
agencies had, or were developing, their own automated systems at that time. OBTS/CCH was
seen as a separate, non-operational system. As discussed in other sections of this report, the
perceptions of OBTS/CCH and its relationship to agency systems have evolved. This evolution
has been reflected in the increasingly operations-oriented use of OBTS/CCH information and
in automated interfacing between O]?TS/CCH and some agency systems.

Many of the agency systems and their interfaces were briefly discussed in Chapter 6 in relation
to agency workflows and OBTS/CCH. This section elaborates on those systems already discussed,
provides information on the remaining agency systems, and considers future interface
requirements among criminal justice information systems.

Police systems. The degree of automation among the four county police departments is
highly variable. HPD is the most highly automated, with two major systems. The Kauai County
Police Department (Kauai PD) has very limited applications on a few personal computers (PCs).
All have the ability to inquire into OBTS/CCH via network terminals. Only HPD has an
automated interface to OBTS/CCH. All the other departments must perform direct data entry
of pre-identification and arrest information. Actual identification of individuals for the neighbor
islands is provided by the data center’s Criminal ID Section. |

Honolulu Police Department. HPD has the most extensive automation of any of the four
county police departments. There are two completely separate systems: a criminal identification
system and a records management system. Both systems, which reside on the DDS IBM

mainframe, are IMS-based (see Glossary) applications. The identification system contains files
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on offender identification and aliases, arrest information, charge dispositions, and probation/
parole information. The records system provides management of evidence, testimony, and other
case-related records.

A PC-based application is used to print the OBTS/CCH Arrest Report. This information
is not transferred difectly to the identification system,; rather, it is keyed into the identification
system following positive identification. Efficiency could be improved by eliminating the
unnecessary duplication of effort by networking the PC to the mainframe. The information could
be stored in a transaction file until positive identification is made. The information could then
be put into the master file. Another alternative is to place the information directly into the master
file but flag the record as having an unverified identification.

HPD is the only police department that does not perform on-line data entry of identification |
and arrest information into OBTS/CCH. There is a daily tape-upload process from HPD’s system
to OBTS/CCH which transfers new arrest records and any changes made to prior information.
A monthly tape-download process transfers parole and probation information from OBTS/CCH
to HPD's system. HPD personnel also inquire into the criminal identification and criminal history
information contained in OBTS/CCH.

Approximately three to five percent of the transactions fed from HPD contain errors that
need to be corrected and reentered bjr data center staff. These errors appear to result primarily
from differences between the two systems in terms of what they will allow as acceptable
demographic and identification data. Data center staff appear able to keep up with the
reconciliation work that is required.

HPD is in the initial stages of evaluating an extensive rewrite of its identification system.
Additional data elements would likely be incorporated. If the system is rewritten, -closer
integration between the HPD record system and OBTS/CCH should be included in the design
process. _

Maui Police Department. The Maui County Police Department (Maui PD) serves not only
Maui, but also the islands of Molokai and Lanai. Only small detachments are located on the
smaller islands. The automated police applications used by the Maui PD reside on a Burroughs
1955. The system is currently accessed by 21 terminals. It includes a dispatch application with
case record management, warrants, limited property information, and an offender name file. The
system also provides geographically based crime analysis.

The department also has small PC-based applications for intelligence files and vice data. The

PCs that are used for these applications are also connected to the Burroughs 1955 and used to
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access the main system. The department has decided to purchase additional PCs rather than
terminals. 9600-band communication lines provide system access to Molokai, Lanai, Lahaina,
and Hana.

Inquiry access into OBTS/CCH, the National Crime Information Center (NCIC), and HPD
is accomplished using a dedicated terminal. Maui PD personnel enter pre-identification and
arrest information into OBTS/CCH on line.

Hawaii County Police Department (Hawaii PD). The Hawaii PD has a limited degree of
automation. Three districts in the county--Hilo, Kona, and Puna--have access to a police
application running on the county’s Wang minicomputer. The system accommodates information
on traffic violations and accidents and warrants. It also indexes offender identification and case
reports.' The Hawaii PD and the Hawaii Fire Department are evaluating acquisition of a Wang
computer as a dedicated machine for their applications. Telecommunication access would be
implemented in all districts on the island.

The “police system is not currently interfaced with FACTS, which is used by the Hilo
prosecutor’s office. Implementation of an interface is planned.

Dedicated OBTS/CCH terminals are used by the police department staff for entry of
pre-identification and arrest information into that system.

Kauai Police Department. The Kauai PD operates with very limited automation. A single
IBM PC is used to record warrant information. Two IBM PCs are used for recording complaint
information in the Dispatch Office. These PCs print the OBTS Arrest Report form. Another
PC is used by the Traffic Unit to record traffic violation, citation, and accident information. Two
dedicated terminals provided by the State are used for inquiry and entry of pre-identification and
arrest information into OBTS/CCH. NCIC is also accessed through these terminals.

Kauai County is currently defining requirements for automation for a number of agencies,
including the police department. The requirements must include careful definition of interfacing
capabilities to and from OBTS/CCH and between the criminal justice agencies within the county.

Prosecutor’s offices. The prosecutor’s offices in the four counties exhibit a pattern of
automation similar to that of the police departments. The Honolulu prosecutor’s office has two
separate systems, the Hawaii and Maui prosecutors are developing and will use the same system,
and Kauai is largely unautomated. As discussed in relation to the Kauai PD, Kauai County is
developing an automation plan for various agencies.

Homolulu prosecufor’s office. The Honolulu prosecutor’s office uses two separate systems.
The systems reside on the city and county IBM mainframe at DDS. PROCES is used to generate
subpoenas for misdemeanor cases. Limited case information is entered. The scheduled court

date triggers printing of the subpoenas.
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The other system, PROMIS, is used to record case information for circuit and family courts.
Misdemeanor case information is not entered owing to staff limitations. PROMIS accommodates
information on the offendell, arrest, charges, court events, and witnesses and victims. The system
tracks case information very successfully, allowing inquiry on state identification number, arrest
report number, or court case number. However, the prosecutor’s office has been unable to utilize
the statistical analysis capabilities the system was purported to provide.

OBTS/CCH data entry is performed on line. OBTS/CCH, HAJIS, and HPD identification
system inquiry capabilities are utilized by the prosecutor’s staff. The prosecutor’s office
administration has not only disallowed any interfacing into PROMIS or PROCES, but has denied-
inquiry access requests by other criminal justice agencies. All other agencies requiring
information from the prosecutor’s office must request the information from a staff member.
There may be a time lag before the requesting agency receives the data. Serious consideration
by the prosecutor’s office should be given to implementing an interface with OBTS/CCH and
to allowing inquiry access by other agencies. '

Hawaii and Maui prosecutor’s offices. The prosecutor’s office on Hawaii has recently
implemented FACTS as its agency system. The Maui prosecutor’s office will also be utilizing
FACTS, which runs on a Wang minicomputer. The system provides case tracking, records case
information, accommodates victim and witness information, and producés various management
reports. The information required by OBTS/CCH is included in FACTS.

The Hawaii prosecutor’s office and the data center implemented a FACTS-OBTS/CCH
interface in late October of 1988. This interface will eliminate the duplicate effort previously
required to enter OBTS/CCH information. It will also permit nonsequential data entry into
OBTS/CCH so that the user will only have to enter data once. However, this information will
still not be available to the entire OBTS/CCH user community until prior sequential data entry
steps have been completed by other agencies.

FACTS will be interfaced to the Department of Corrections (DOC) COMPAS system early
in 1989. It is the intention of the Hawaii prosecutor’s office that other Hawaii county criminal
justice agencies will also implement interfaces to FACTS. The goal for the Hawaii agencies is
user-transparent data entry from their operational systems to OBTS/CCH and other agency
systems, and user-transparent OBTS/CCH inquiry capability within their systems.

Court systems. The Hawaii Judiciary provides for its own data processing support through
an IBM 4381 mainframe and a series of Wang minicomputers and microcomputers at various
locations. The level of automation varies among the different circuits. In certain cases,
applications that have been developed for use in the First Circuit have not yet been implemented

on the neighbor islands.
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