Personal Information Questionnaire

Purpose

The purpose of this questionnaire is to gather information on uses/disclosures of personal information by government agencies and the means deployed to secure the personal information from security breaches.  The information collected will be used to perform a risk analysis of State and county agencies based on volume of personal information collected and maintained and the risk and impact of disclosure.  Findings from the risk analysis will be prepared in a report to the State Legislature by the Identify Theft Task Force pertaining to implementation of HRS §487J (Social Security Number Protection), HRS §487N (Notice of Security Breach), and HRS §487R (Destruction of Personal Information Records). 

Instructions
1. All government agencies (State and county) must complete the questionnaire.  Government agencies may elect to:

a. Complete a single questionnaire representing responses from the entire agency (including administratively assigned agencies) or

b. Complete multiple questionnaires representing responses from each major subunit within the agency.  A summary of multiple questionnaires must result in an accurate description of the policies/procedures/practices of the entire agency.  All questionnaires representing the agency should be bundled together and submitted at the same time.
2. The expertise of more than one person may be needed to complete the questionnaire, depending upon the respondent’s familiarity with current processes, policies and procedures within the unit. The survey may be completed by management, management in conjunction with appropriate personnel, or by delegating questions to subject matter experts. 
3. Please respond to each question and sub-questions when applicable by placing an “X” in the appropriate YES or NO box.  If the question is not applicable to your unit, enter a comment as to why it does not apply.

4. The Comments column of the questionnaire is used to ask the respondent to further clarify the answer beyond the standard YES or NO response.
5. An Addendum page is provided for extended responses to questionnaire items.

6. A glossary of terms is attached at the back of the questionnaire to ensure a common understanding of terms throughout the document and between respondents.

7. A Microsoft Word version of the questionnaire can be downloaded from the Office of the Auditor website at http://www.state.hi.us/auditor/meetings.htm
8. Questions on the questionnaire may be directed to Mr. Jeffrey Loo at (808) 528-7176 or jeffrey@jwlooassocs.com.
9. Completed questionnaire forms must be submitted to the State of Hawai`I, Office of the Auditor,  465 S. King Street, Room 500, Honolulu, HI 96813-2917 (Attention:  Mr. Russell Wong) no later than January 31, 2007.  Electronic copies of completed questionnaires may be transmitted to the Office of the Auditor at survey@auditor.state.hi.us.
	Questionnaire Response For:

	Department Name:

	Division/Branch:


	Unit/Council/Board:



	Contact Name:

 
	Contact Telephone No.


	Contact Email:



	Authorized Agency Official Signature:


	Date:
	Questionnaire Completed for:
 FORMCHECKBOX 
 Entire Agency 

 FORMCHECKBOX 
 Agency Subpart (other agency units completed separately)




	1
	Personal Information General Description

	1A
	List all types of documents/records (hard copy and electronic) containing personal information (e.g., applications, eligibility/enrollment records, medical records, employee/student//client files, licenses, authorization/consents, surveys/questionnaires, service payment claims, tax, real property conveyance, credit cards, judicial/law enforcement, etc.) that is handled, processed, or stored within your agency.  


	1B
	What are the primary uses/purposes of the personal information (e.g., eligibility, case management, program payment/management, operational data analysis, fraud or abuse detection, data reporting, oversight or audit of programs/licensees, research, delivery of program services, law enforcement, judicial proceedings, legal recordation, etc.)?  Please list.



	1C
	Who in your agency has access to the personal information maintained and what information is available? List the titles and /or categories of personnel who have any type of access to personal information (e.g., clerical staff, intake or eligibility workers, analysts, case managers, information technology staff, payments processing personnel, program staff, management, pool personnel, after-hours security service, janitorial service, couriers, etc.)



	1D
	What is the estimated volume of individual records containing personal information maintained by your agency?

 FORMCHECKBOX 
  None   FORMCHECKBOX 
 1 – 100   FORMCHECKBOX 
 101 – 1,000   FORMCHECKBOX 
 1,001 – 10,000   FORMCHECKBOX 
 10,001 – 100,000   FORMCHECKBOX 
 100,001 – 500,000   FORMCHECKBOX 
 501,000 – 1,000,000   FORMCHECKBOX 
 1,000,001 or more
Note:  The volume estimate should include active/archived records, employee/client records, correspondence, electronic/hard copy database, transactions/proceedings, and all other government records that contain personal information.  A record that is maintained in hard copy and electronic form is considered 2 records.

	1E
	What is the estimated annual volume growth of individual records containing personal information maintained by your agency?

 FORMCHECKBOX 
  None   FORMCHECKBOX 
 1% – 5%   FORMCHECKBOX 
 6% – 10%   FORMCHECKBOX 
 11% – 25%   FORMCHECKBOX 
 26% – 50%   FORMCHECKBOX 
 51% – 75%   FORMCHECKBOX 
 76% – 100%   FORMCHECKBOX 
 100% or more


	Questions
	Yes
	No
	Comments

	2
	Social Security Numbers

	2A
	Does your agency use/disclose individual Social Security Numbers or use/disclose documents/records that contain Social Security Numbers?
	
	
	If your response is NO, skip to Item 3A.

	2B
	During the course of business, does your agency communicate or otherwise make available to the general public an individual’s entire Social Security Number.
	
	
	If your response is YES, please describe the circumstances.

	2C
	During the course of business, does your agency print/embed an individual’s entire Social Security Number on any card required for the individual to access services provided by the agency?
	
	
	

	2D
	During the course of business, does your agency require individuals to transmit the individual’s entire Social Security Number over the Internet?
	
	
	If your response is YES, are secure Internet connections deployed or is the Social Security Number encrypted?

	2E
	During the course of business, does your agency require individuals to use the individual’s entire Social Security Number to access an Internet website?
	
	
	

	2F
	During the course of business, does your agency unit print an individual’s entire Social Security Number on any materials that are mailed to the individual?
	
	
	If your response is YES, please describe the circumstances and specify if the inclusion of a Social Security Number in documents is required by the individual, by State/federal law, or by court/judicial order.


	2G
	Does your agency sell, lease, trade, rent, or otherwise intentionally release individuals’ Social Security Numbers to a third party?
	
	
	If your response is YES, please describe the circumstances and provide an estimated volume and frequency.

	3
	Personal Information Use/Disclosure

	3A
	Does your unit receive personal information from other units in the department?


	
	
	If your response is YES, list the information exchanged and the source of the information received.



	3B
	Does your unit transmit personal information to other units in the department?

	
	
	If your response is YES, list the information exchanged and to whom information is disclosed.



	3C
	Does your unit receive personal information from outside your organization?


	
	
	If your response is YES, list the information exchanged and the source of the information received.

	3D
	Does your unit transmit personal information outside the organization?


	
	
	If your response is YES, list the information exchanged and to whom information is disclosed.

	3E
	Does your unit limit the use or disclosure of personal information to only that which is necessary to carry out the intended purpose?


	
	
	If your response is NO, what are the barriers to reducing the use or disclosure of personal information in your work function?

	3F
	Is personal information exchanged/transmitted to/from your unit by any of the following means?
	
	
	If your response is YES, please describe the safeguards, if any, used to assure that the information can be accessed/viewed/heard only by authorized individuals.

	3F.1
	Telephone
	
	
	

	3F.2
	Interactive Voice Response (IVR) System
	
	
	

	3F.3
	Facsimile Machine
	
	
	

	3F.4
	Email
	
	
	

	3F.5
	Internet/Intranet Website
	
	
	

	3F.6
	Dialup/Broadband/Network File Transfer
	
	
	

	3F.7
	Snail Mail
	
	
	

	3F.8
	Courier/Air Freight/Messenger Service
	
	
	

	3F.9
	Other. (Please specify).


	
	
	

	4
	Personal Information De-identification and Encryption

	4A
	When transmitting information/documents in hard copy out of your unit, are there specific procedures applied for redacting or concealing personal information?  


	
	
	If your response is YES, please describe the specific procedures used.  If your response is NO, please specify the barriers to redacting personal information in your work function.


	4B
	When personal information is transmitted electronically, are any technical safeguards (e.g. file encryption, SSL), used to protect the information from unauthorized access during transmission?


	
	
	If your response is YES, please describe the specific technical safeguards used.



	4C
	When personal information is stored on portable computer devices (e.g. laptops, smart phones), and/or removable electronic data storage devices (e.g. floppy disks, CD-ROM, portable hard drives, USB drives) and is transported out of your unit facility, are any technical safeguards (e.g. passwords, encryption) used to protect the information from unauthorized access if the device is lost/stolen?


	
	
	If your response is YES, please describe the specific technical safeguards used



	5
	Agency Contracts

	 5A
	Does your unit have written agreements (contracts) with organizations that perform services on your behalf and have access to personal information?
	
	
	If your response is NO, skip to Item 6A. 

	 5B
	Do the contracts/agreements with business associates contain language addressing:
	
	
	

	 5B.1
	The allowed uses/disclosures of personal information and prohibited uses.
	
	
	

	 5B.2
	Required physical/system safeguards to prevent unauthorized uses/disclosures.
	
	
	

	 5B.3
	Required reporting in the event of unauthorized use/disclosure and/or security breaches. 
	
	
	

	 5B.4
	Requirements to assure that agents/subcontractors to whom personal information is disclosed agree to the same conditions.
	
	
	

	 5B.5
	Requirements to return or appropriately dispose/destroy personal information at the conclusion of the contract.
	
	
	

	6
	Agency Workforce Policies

	6A
	Are there policies on workforce member use, handling and disclosure of personal information?  


	
	
	If your response is YES, please describe the policy and indicate if there are specific sanctions for violations of the policy.



	6B
	Do workforce members sign confidentiality agreements applicable to personal information that they may use/disclose as part of their job function?


	
	
	

	6C
	Are there policies/procedures to assure that workforce member access to personal information is terminated (e.g. return of keys, access entry combinations changed, passwords deactivated) when the workforce member separates/terminates from employment?


	
	
	If your response is YES, please describe the policies/procedures.



	6D
	Is training on the appropriate use/disclosure of personal information required for workforce members?   
	
	
	If your response is NO, skip to Item 6D below.

	6D.1
	Does the training program apply to all work force members who use/disclose personal information to carry out their work functions?
	
	
	

	6D.2
	Does the training program apply to all newly hired workforce members?
	
	
	

	6D.3
	Does the training program accommodate information updates when there are material changes to applicable guidelines/laws/statutes/administrative rules?
	
	
	

	6D.4
	Does the unit retain written documentation (e.g. materials, dates, attendees) of training provided?
	
	
	

	6E
	Is there a policy or memorandum that designates responsibility for handling security breach events involving personal information?


	
	
	If your response is YES, please describe the policy.



	7
	Agency Policies and Procedures

	7A
	Are there general policies or procedures about the appropriate and restricted handling, use, and disclosure of personal information?


	
	
	If your response is YES, please describe the policies/procedures.



	7B
	Are there policies or procedures requiring that personal information is secured and that stipulate the manner that is used to safeguard the information?


	
	
	If your response is YES, please describe the policies/procedures.



	7C
	Are there policies or procedures for restricting the use/disclosure of personal information to a need to know basis?


	
	
	If your response is YES, please describe the policies/procedures.

	7D
	Are there policies or procedures to verify the identity of individuals requesting access to personal information, if they are not known?


	
	
	If your response is YES, please describe the policies/procedures.



	7E
	Are there policies or procedures that stipulate the conditions for secure storage/retention of personal information?


	
	
	If your response is YES, please describe the policies/procedures.



	7F
	Are there policies or procedures that stipulate the conditions for secure disposal of personal information?
	
	
	If your response is YES, please describe the policies/procedures.



	7G
	Are there policies or procedures that support the capability to identify personal information records contained in data/document files that are stored on portable computer and data storage devices in case they are lost/stolen?


	
	
	If your response is YES, please describe the policies/procedures.



	8
	Agency Compliance

	8A
	Has your agency unit initiated actions to comply with HRS §487J as it pertains to restricted use/disclosure of an individual’s Social Security Number?


	
	
	If your response is YES, please describe the actions taken to date. 

 

	8B
	Does your agency unit expect to be in compliance with HRS §487J by July 1, 2007?


	
	
	If your response is YES, please describe your procedures for performing required notifications.  If you response is NO, please specify the significant barriers to compliance.



	8C
	Has your agency unit initiated actions to comply with HRS §487N as it pertains to performing notices of security breaches.


	
	
	If your response is YES, please describe the actions taken to date. 



	8D
	Does your agency unit expect to be in compliance with HRS §487N by January 1, 2007?


	
	
	If your response is YES, please describe your procedures for performing required notifications.  If you response is NO, please specify the significant barriers to compliance.



	8E
	Has your agency unit initiated actions to comply with HRS §487R as it pertains to destruction of personal information records?


	
	
	If your response is YES, please describe the actions taken to date. 

	8F
	Does your agency unit expect to be in compliance with HRS §487R by January 1, 2007?


	
	
	If your response is YES, please describe your procedures for performing required notifications and the measures that will be used to assure the proper destruction/disposal of personal identifying information.  If you response is NO, please specify the significant barriers to compliance.



	8G
	During 2006, did your agency unit have security breach events involving personal information?
	
	
	If your response is YES, please specify the number and general circumstances of the security breach events.  Also provide the estimated number of personal information records involved.


Addendum

	Department Name:

	Division/Branch:


	Unit/Council/Board:



	Item No.
	Comment

	
	

	
	

	
	

	
	

	
	


Glossary

	Term
	Definition

	Business Associate 
	A person or organization that performs a function or activity on behalf of an agency unit but is not part of the entity’s workforce.  45 CFR 160.103

	Encryption
	The use of an algorithmic process to transform data into a form in which the data is rendered unreadable or unusable without the use of a confidential process or key. HRS §487N-1

	Government Agency
	Any department, division, board, commission, public corporation, or other agency or instrumentality of the State or of any county. HRS §487N-1

	Personal Information
	An individual’s first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:

1. Social security number;

2. Driver’s license number or Hawaii identification card number; or 

3. Account number, credit or debit card number, access code, or password that would permit access to an individual’s financial account.  (Note:  Includes credit cards issued to employees for agency purchase purposes).

Personal information does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records. HRS §487N-1

	Records
	Any material on which written, drawn, spoken, visual, or electromagnetic information is recorded or preserved, regardless of physical form or characteristics. HRS §487N-1

	Redacted
	The rendering of data so that it is unreadable or is truncated so that no more than the last four digits of the identification number are accessible as part of the data. HRS §487N-1

	Security Breach
	An incident of unauthorized access to and acquisition of unencrypted or unredacted records or data containing personal information where illegal use of the personal information has occurred, or is reasonably likely to occur and that creates a risk of harm to a person.  Any incident of unauthorized access to and acquisition of encrypted records or data containing personal information along with the confidential process or key constitutes a security breach.  Good faith acquisition of personal information by an employee or agent of the business for a legitimate purpose is not a security breach; provided that the personal information is not used for a purpose other than a lawful purpose of the business and is not subject to further unauthorized disclosure. HRS §487N-1

	Use
	The sharing, employment, application, utilization, examination, or analysis of specified personal information within an agency unit that maintains such information. 45 CFR 164.501

	Workforce
	Employees, volunteers, trainees, and other persons under the direct control of an agency unit.  45 CFR 160.103
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